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Abstract: National statistical institutes (NIS) publish a wide range of trusted, high quality statistical outputs.
To achieve their objective of supplying society with rich statistical information these outputs are as detailed as
possible. However, these objectives conflict with the obligation NSI that have to protect the confidentiality of the
information provided by the respondents. Statistical disclosure control or statistical disclosure limitation seeks to
protect statistical data in such a way that they can be released without giving away confidential information that
can be linked to specific individuals or entities. In this paper we give an overview for the most important concepts

of the statistical disclosure control tools.
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1. Introduction

A disclosure occurs when a person or
organization recognizes or learns something
that they did know already about another person
or organization, via released data. There are
two types of disclosure risk; identity disclosure
and attribute disclosure. Identity disclosure
occurs with the association of a respondent’s
identity with a disseminated data record
containing confidential information while
attribute disclosure occurs with the association
of either an attribute value in the disseminated
data or an estimated attribute value based on
the disseminated data with the respondent; see,
Willenborg and De waal (2000). Statistical
disclosure control (SDC) techniques can be
defined as the set of methods to reduce the
risk of disclosing information on individuals,
businesses or other organizations. SDC methods
minimize the risk of disclosure to an acceptable
level while releasing as much information as
possible; see, Willenborg and De waal (2000).

There are two types of SDC methods;
perturbative and non-perturbative methods.
Perturbative methods falsify the data before
publication by introducing an element of
error purposely for confidentiality reasons.

Non-perturbative methods reduce the amount
of information released by suppression or
aggregation of data. A wide range of different
SDC methods are available for different types
of outputs; see, An and Little (2007), Fienberg
and Makov (2001) and Hundepool et.al (2010).

2. An approach to statistical disclosure
control

A general framework for addressing the
question of confidentiality protection for
different statistical outputs is proposed based
on the following; see, Rinott(2004, 2005) and
Takemura(1999).

2.1 The need for confidentiality protection

There are three main reasons why
confidentiality —protection is needed for
statistical outputs

e It is a fundamental principle for Official
Statistics that the statistical records of individual
person, businesses or events used to produce
Official Statistics are strictly confidential, and
are to be used only for statistical purposes.

e There may be legislation that protects
individual business and personal data.
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e It is essential that the confidence and trust is
maintained and that identifiable information is
held securely, only used for statistical purposes
and not revealed in published outputs.

2.2. The key characteristics and uses of the
data

When considering confidentiality protection
of astatistical outputitis important to understand
the key characteristics of the data since all of
these factors influence both disclosure risks and
appropriate disclosure control methods. This
includes knowing the type of the data, e.g. full
population or sample survey; sample design,
an assessment of quality e.g. the level of non-
response and coverage of the data; variables
and whether they are categorical or continuous;
type of outputs, e.g. micro-data, magnitude or
frequency tables.

2.3. Disclosure risks protect against what

Disclosure risk assessment then combines
the understanding gained above with a method
to identify situations where there is a likelihood
of disclosure. Risk is a function of likelihood
(related to the design of the output), and impact
of disclosure (related to the nature of the
underlying data). In order to be explicit about
the disclosure risks to be managed one consider
a range of potentially disclosive situations or
scenario and take action to prevent them. A
disclosure scenario describes:

1. Which information is potentially available
to an intruder and

2. How the intruder would use the
information to identify an individual,

A range of intruder scenarios should be
determined for different outputs to provide an
explicit statement of what the disclosure risk
are and what elements of the output pose an un-
acceptable risk of disclosure; see, Hundepool et
al. (2010).

2.4. Disclosure control methods

Once an assessment of risk has been
undertaken an organization must then take steps
to manage any identified risks. The risk within
the data is not entirely eliminated but is reduced

to an acceptable level, this can be achieved either
through the application of statistical disclosure
control methods or through the controlled use
of outputs, or through a combination of both.

2.5. Implementation

The final stage in this approach to a disclosure
control problem is implementation of the
methods and dissemination of the statistics.
This will include identification of the software
to be used along with any options and
parameters. Nowadays, there are mu-Argus
and tau-Argus software. The most important
consideration is maintaining confidentiality but
these decisions will also accommodate the need
for clear, consistent and practical solutions that
can be implemented within reasonable time and
using available resources; see, for example,
Hundepool (2010).

3. Type of data in SDC

There are two ways in which data can be
presented and each of these must be treated
differently for the purposes of disclosure risk
and control — micro-data and tabular data; see,
Hundepool et al (2010), Forster and Webb
(2007) and Fienberg and Slavkovic (2004).

3.1. Micro-data

Name Class Grade
Ibrahim 1 A
Gamal 1 C
Sana 1 A
Yehia 2 B
Nor 3 B

Micro-data are data held as individual
records, such as a person or a data zone. In the
past, micro-data was primarily used to construct
aggregated tables which were subsequently
released. Nowadays, the micro-data sets
themselves should, wherever practically
possible, be released even though there may be
a higher risk of disclosure which consequently
must be controlled. This disclosure risk is higher
if the data includes an entire population, or all
the units within an identifiable sub-population
(for example all children).
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A primary step to prevent disclosure is to
provide micro-data only if all formal identifiers
have been removed - this will protect against
direct identification of statistical units included
in the dataset. Formal identifiers are variables
which are structurally unique for every unit in
the population (e.g. identification codes such as
National Insurance numbers). Other variables
such as name, address and date of birth are
described as pragmatic formal identifiers; as
the probability of uniqueness is lower than
for other sensitive variables, though they still
usually represent an unacceptable disclosure
risk. The greater the number of pragmatic
formal identifiers that can be combined, the
higher the disclosure risk. Removing these
identifiers provides initial protection, then
additional statistical disclosure control methods
can subsequently be applied; see, Duncan et al.
(2001) and Dobra and Fienberg (2000).

3.2. Tabular Data
Grade
Class A B C Total
1 3 0 3 6
2 0 1 3 4
Total 3 1 6 10

Tabular data is information which has been
aggregated from micro-data sources, such as
the Census, surveys and administrative data.
This form of data may not appear to raise
disclosure issues as the table does not contain
individual level data and it is more difficult to
identify specific individuals. There are however
potential disclosure risks, including:

¢ Cells of 0 - particularly if they dominate a row
or column. If all the respondents from a row
or column are in one cell, then it is possible to
attribute the characteristics of the cell to every
person within that row or column; this is known
as group disclosure.

e Cells of 1 and 2 - for sensitive variables,
sometimes even larger numbers can be
disclosed. This increases the likelihood of
someone identifying them or individual and
uncovering new information about them.

¢ Cells with dominant contributors to the cell

total — this is especially relevant for financial
information like turnover, profit etc. If, for
example, a table shows the aggregate turnover
for various industrial sectors, and a small
number of companies account for the majority
of one particular cell, this would be deemed
unsafe as these large companies would be able
to determine, with reasonable precision, the
turnovers of the remaining, smaller companies.
e Cells which contain population unique - when
there is only one person in an entire population
who exhibits a certain characteristic, this
individual is described as a population unique.
For example, if there was only one elderly
woman aged over 100 in a local authority then
this woman would be a population unique and
there would be a very high risk that information
about her could be disclosed unless appropriate
preventive measures were taken.

e Linked tables — these are tables which have
been produced from the same micro-data and
have at least one row/column heading in
common. An apparently safe table may, when
compared with a linked table, lead to the
disclosure of confidential information about an
individual or group.

Exceptions include:

* When the data does not refer to an individual,
business or organization, for example
animals or public buildings.

e When permission to release confidential
information has been given by the individual,
business or organization.

4. Types of Disclosure Risk

There are 3 different types of disclosure risk;
see, Benedetti and Fraconi (1998), Bethlehem
et al. (1990). These are:

e Identity Disclosure — if an intruder can
identify a data subject (either themselves or
someone else).

e Attribute Disclosure — where confidential
information about a data subject or group is
revealed and can be attributed to the subject
or each person in the group.

e Residual Disclosure— where an intruder can
combine outputs from the same source

http.//journals.uob.edu.bh



®
S .

32 Lew j Elsayed A. H. Elamir: Statistical Disclosure Risk: An Overview

y
Py a2

or different sources/databases to reveal
information about an individual or group.
Residual disclosure is becoming more of an
issue. Consideration should be given to other
data sources, previously released data, time
series, overlapping geographies and possible
interactions with other published data.

There is a high demand for data at small-area
geographies. The release of such information
increases the risk of disclosure because,
in a small area, certain people/businesses/
households are more easily identifiable than
for larger geographical areas. However, even
at higher geographies, statistical disclosure risk
should be considered, especially for sensitive
variables or minority/vulnerable groups.

5. Risk v Utility

One of the main issues involved in
distributing statistics is striving to find an
appropriate  balance between protecting
peoples’ confidentiality and disseminating
valid information. The value of a data set is
known as ‘data utility’. The ‘Risk v Utility’
plot shown below highlights the trade-off
which underpins the entire process of statistical
disclosure control — the challenge is to balance
this trade-off effectively. Data utility is shown
on the horizontal-axis and the risk of disclosure
is shown on the vertical axis.

The original data is high in utility but
also has some disclosure risk associated with
it. Obviously if no data is published then it
presents no disclosure risk but it is also useless
to any external user and therefore has no utility.
The desirable balance is to maintain maximum
utility of data (as far to the right as possible in
the risk/utility map) but reduce the risk below
the maximum tolerable risk threshold. This
threshold is not fixed but can change over time
and be affected by public perception, intruder
behavior or availability of other published
data and should be reviewed regularly. The
threshold is set by the data owner, who is best
placed to take account of the sensitivities of the
data and current issues/circumstances which
will affect the tolerable level of risk.

Risk v Utility Plot

O

Original Data
Maximum Tolerable Risk Threshold

O

@ Released Data
No Data

Disclosure Risk

»

Data Utility

To reduce the disclosure risk sufficiently
it may be necessary to utilize several different
methods on the same data. The disclosure
control method(s) should take accounts the
user and their needs. Consistency in disclosure
control methods for data users is important
to enable them to monitor real differences
over time and not differences due to the use
of different methods; see, Hundepool (2010),
Aggarwal and yu (2008), Di Consiglio and
Polettini (2006) and Feinberg and Makov
(1998).

6. Methods of statistical disclosure

control

For data which is going to be placed in the
public domain there are two distinct groups
of disclosure control methods: pre-tabular
and post-tabular methods; see, Franconi and
polettini (2004), Polettini (2004), Rinott (2004),
Skinner and Elliot (2002) and Purcell and Kish
(1980).

6.1 Pre-tabular

Pre-tabular methods are used on micro-
data and can provide protection for micro-data
outputs and tabular outputs (protecting the
micro-data means that all tables subsequently
produced from it are automatically safe). The
methods within this family include record
swapping, global recoding, PRAM, blurring
and removal of sensitive variables.

6.1.1 Record swapping

Record swapping involves interchanging
certain values of a sensitive variable between
records. This involves swapping an individual
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record with another record which is similar on
most characteristics (for example age, gender
or geographical area) but differs in terms of
the sensitive variable (such as income or health
data). This introduces some doubt about the
identity of a person when the information is
later displayed in a table.

6.1.2. Global recoding

Global recoding involves combining several
categories of a variable into a single one. For
example, imagine a dataset contained the
following unique record:

Marital Status Age
Widow 17

Global recoding could be applied to the
variable ‘Marital Status’ by combining the
categories ‘divorced’ and ‘widow’ to create the
broader category of ‘divorced/widow’. This
would reduce the likelihood of the above record
being unique in the dataset. Note, that global
recoding must be applied to the entire dataset
and not just to the part that is unsafe.

Top and bottom recoding is a special case
of global recoding whereby top and bottom
codes are set. Any value greater than the top
code is set to the top code and any value less
than the bottom code is set to the bottom code.
For example, if the top code is set to 80+ then
all people aged 80 and over are assigned to this
category. Generally, for variables with normal
distributions, smaller values are more likely to
occur at the ends of the distribution, so top and
bottom coding maintains the usefulness of the
midrange values whilst protecting the small
number of values at the ends of the distribution.

6.1.3. Post randomization method (PRAM)

This method applies protection to
categorical variables in micro-data sets by
randomly changing the category assigned to
certain records. This is done according to a
probability function and introduces ambiguity
as to whether the category has changed or not.
For example, imagine the categorical variable
was Gender and the respondent is male. We
may say that, according to the probability
function, there is an 80% chance that the

respondent’s gender will remain male in the
dataset and a 20% chance that the respondent
will be reclassified as female. This introduces
doubt about the true gender of the respondent
for any individual record and makes it difficult
to establish a link between a respondent in the
survey and a real person in the population; see
Ardo and Elamir (2006), Zhou et al (2007) and
Zhang and Chambers (2004).

6.1.4. Blurring

This method replaces a reported value(s) for
a certain variable with an average or median
of that variable. The replacement value may
be assigned to some or all records or may be
assigned to those which have the same values
of another variable.

6.2. Post tabular

Tabular outputs can be protected either
before or after tabulation. Post-tabular methods
require the desired table to be produced and
any unsafe cells to be identified. The table can
then be protected using one of the following
methods: table redesign, cell suppression, and
rounding; see, Buzzigoli and Giusti (1999) and
Chen and Keller-McNulty (1998).

6.2.1. Table redesign

Table redesign should always be considered
first when protecting tabular data as it is often
the simplest method for the data owner to
implement and for the user to understand. It
involves combining rows and/or columns to
increase the number of respondents in small
cells. Itis advisable to think about this method
firstbecause it doesn’tactually change the datain
any way — it simply minimises the level of detail
that is published. Often, this straightforward
technique removes low-frequency cells and
produces a safe table without having to change
the data or spend further time protecting it.
However, if there are a large number of low-
frequency cells then table redesign may fail to
provide sufficient protection and other methods
may have to be used alongside, or instead of,
it. Groupings for variables should be standard
to prevent disclosure by differencing from
several tables in the public domain containing
the same data. This is particularly important
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for geographical variables where, unless there
is good reason to do so.

6.2.2. Cell suppression

Suppression involves minimizing the level
of detail that is released by ‘hiding’ the values
of low-frequency cells or cells dominated by a
small number of large contributors. High risk
cells are not published and are called primary
suppressions. All suppressed cells should be
replaced with an asterisk (*) to show that they
have been suppressed and not left blank.

Secondary suppressions are also required
which means at least one other value in the
row and/or column is also suppressed to ensure
that disclosive cells cannot be deduced through
subtraction. All other cells in the table are
published. Secondary suppressions should be
chosen in a way that tries to minimise the cost of
disclosure control whilst also maximizing data
utility. There should be no indication of whether
the suppression is primary or secondary.

6.2.3. Rounding

There are various ways to apply rounding and
each has its own advantages and disadvantages.
The three methods are deterministic, random
and controlled rounding.

6.2.3.1. Deterministic rounding

This method involves rounding the cell
value to the nearest multiple of a rounding base,
b. For example, ifb=5thena4»5, 6»5, 8
» 10. Hence a value of 5 in a rounded table
can represent anything from 3 to 7. Each of the
internal cells in the table are rounded first. The
external cells (the totals) are then calculated
from the unrounded components (internal
cells) and rounded to the nearest multiple of 5
using the procedure described above. Because
the internal and external cells are rounded
separately, the rounded row and column totals
may not correspond to the sum of the rounded
values for their components. This is known
as uncontrolled rounding and means that table
additively is not preserved.

The protection level provided by
deterministic rounding is b -1 because the
original value lies in an interval of width (b -

1). For example, for the rounding base b=5: if
the rounded value is 10, the original value lies
in the interval [8;12] which is of width 4. This
is the most basic form of rounding and can be
unpicked/solved relatively easily therefore it is
not recommended.

6.2.3.2. Random rounding

In this method each cell value is rounded
up or down following a given probability.
For example, if b = 5, an 8 is rounded to 10
with probability 0.8 (80% of the time) and 8 is
rounded to 5 with probability 0.2 (20% of the
time).

Again this is uncontrolled rounding because
internal rounded cells do not necessarily add
up to rounded row and column totals. It does
give a little more protection than deterministic
rounding however. The protection level is 2(b
- 1) because the original value lies in an interval
which is of width 2(b - 1). For example, b = 5:
if the rounded value is 10, the original value lies
in the interval [6;14] which is of width 2x(5-
1)=8.

6.2.3.3. Controlled rounding

Users frequently prefer this method because
internal rounded cells do add up to rounded
totals (additively) and it affords the same
protection level as random rounding, 2(b-1).
For the basic form of controlled rounding, a cell
value is rounded either up or down to the nearest
multiple of the rounding base. Values of a table
that are already multiples of the rounding base
remain unchanged.

The nearest solution to the original data
is sought but cannot always be found so the
method may be extended so that the cell value
is allowed to be rounded up or down to the
next multiple of the rounding base. Software is
available to carry out controlled rounding, as it
requires a linear programming solver.

7. Cost of disclosure control

The cost of disclosure control is a way of
measuring the damage inflicted on a table by
protecting it, i.e. the information loss that has
occurred. For example, when a table is rounded,
the costis the sum of the difference between every
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cell in the protected table and its corresponding
cell in the unprotected table. High costs indicate
that the table has suffered a considerable
amount of damage and has therefore lost lots of
information (and hence utility).

There are two main ways of looking at
cost when suppression is used to protect data:
frequency and unity. The ‘unity’ approach
minimizes the number of cells that are secondary
suppressions, regardless of the number of units
within those cells. Therefore if 20 cells in the
table have been secondary suppressed then the
cost of the disclosure control is 20. Within this
approach cells with values of 1000 and of 1 are
treated equally.

The ‘frequency’ approach however,
minimizes the number of units contributing to
the secondary suppressed cells. In this approach,
a cell which contains 1000 contributors is
valued much more highly than a cell with only
1 contributor — as the latter usually contains
less valuable information. While adopting the
frequency approach may result in an increased
number of suppressed cells when compared
with the unity approach, the summed values
of the suppressed cells will be lower. This
is extremely useful if you wish to retain high
value cells.

8. Disclosure risk

Moreover in case of multiple release of the
same survey coherence should be maintained
also between different released files in the sense
that releasing different files at the same time
shouldn’t allow the gaining of more information
than for one file alone; see, Trottini et al.
(2006). The principles apply also to the release
of longitudinal or panel micro-data, where the
differences between records pertaining to the
same case in different waves will reflect events
that have occurred to that case, as well as the
attributes of the individuals.

Once the characteristics and uses of the
survey data are clear, it is time to start the real
analysis of the disclosure risk. This implies
first a definition of possible situations at risk
(disclosure scenarios) and second a proper
definition of the risk in order to quantify the
phenomenon (risk assessment).

A disclosure scenario is the definition of
realistic assumptions about what an intruder
might know about respondents and what
information would be available to him to
match against the micro-data to be released
and potentially make an identification and
disclosure. Again different types of releases
may require different disclosure scenarios and
different definitions of risk. Once a formal
definition of risk has been chosen we need to
measure and estimate it. It is also important to
define when a unit or a file presents an acceptable
risk and when it has to be considered at risk. This
threshold depends of course on the type of the
measure adopted. Choice of scenarios and level
of acceptable risk are extremely dependent on
different cultural situations in different member
states, different policies applied by different
institutes, different approaches to statistical
analysis, different perceived risk.

8.1. Risk assessment

Micro-data has many analytical advantages
over aggregated data but also poses more
serious disclosure issues because of the many
variables that are disseminated in one file. For
micro-data disclosure occurs when there is a
possibility that an individual can be re-identified
by an intruder using information contained
in the file, and when on the basis of that,
confidential information is obtained. Micro-
data are released only after taking out directly
identifying variables, such as names, addresses,
and identity numbers. However, other variables
in the micro-data can be used as indirect
identifying variables. For individual micro-data
these are variables such as variables gender, age,
occupation, place of residence, country of birth,
etc., and for business micro-data variables such
as economic activity, number of employees.
These indirect identifying variables are mainly
publicly available variables or variables that are
present in public databases such as registers. If
the identifying variables are categorical then
the compounding- cross-classification- of these
variables define a key. The disclosure risk is
a function of such identifying variables either
in the sample alone or in both the sample and
the population. To assess the disclosure risk
we need to make realistic assumptions about
what an intruder might know about respondents
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and what information will be available to him
to match against the micro-data and make
an identification and disclosure. Based on
the disclosure risk scenario the identifying
variables are determined. The other variables
in the file are confidential or sensitive variables
and represent the data not to be disclosed.

8.1.1. Disclosure risk scenarios

The definition of a disclosure scenario is a
first step towards the development of a strategy
for producing a safe micro-data file (MF). A
scenario synthetically describes:

(i) Which is the information potentially
available to the intruder, and

(i1) How the intruder would use such information
to identify an individual i.e. the intruder’s
attack means and strategy.

Often defining more than one scenario might
be convenient, because different sources
of information might be alternatively or
simultaneously available to the intruder.
Moreover, re-identification risk can be assessed
keeping into account different scenarios at the
same time.

8.1.2. Risk assessment in micro-data

Consider adisclosure scenario defining q
categorical key variables, denoted by Z,....
Z, with C...C, categories respectively. This
scenario is appropriate for most population
surveys, where identification can be based on
variables such as place of residence, sex and
age; see, Elamir and Skinner (2006). Records
with the same key values are identical for re-
identification and should have the same risk
of disclosure. Cross-classification of the key
variables generates a contingency table with a
total number of

K=H6k
k

cells at both the population and the sample
level; cell frequencies in the population and
sample table, respectively, are denoted by and
. Intuitively, rare traits in the population are
the ones that could lead to disclosure, but to
be exposed to disclosure risk such rare records

should also be included in the sample. The
problem is therefore discriminating between
the sample cells that are structurally small in the
population and those that are small in the micro-
data only because of sampling error; direct or
indirect inference about the corresponding
population size is required for these cells.

Analogously to the approach taken for
tables, upper bounds on frequencies could
be constructed, but usually comprehensive
measures of risk are provided (Willenborg and
de Waal, 2000), that may take into account
other elements of the scenario such as the utility
of the disclosed information, the probability of
a disclosure, and so on (Polettini, 2004).

A large part of the literature has focused on
estimating measures based on the frequency
of sample unique cells that are also population
unique (see Chen and Keller McNulty, 1998;
Fienberg and Makov, 2001; Skinner and
Elliot, 2002). These quantities can be used as
global risk measures for the microdata file.
However it is also important to be able to
assess the disclosure risk associated with the
release of individual records; if the population
contingency table were known, a simple risk
measure for each record in cell of the sample
table could be defined using the corresponding
population cell size

1
Fp
As F is unknown, the above definition is
not usable. A solution is to specify a statistical
model for

F=(Fq ....,F})

Fk:rk e

and derive suitable risk estimates, such as

ECL/Frlf)

Typical applications consider very large and
sparse contingency tables, often with logical
constraints inducing structural zeros. Estimating
F, is particularly difficult for high risk cells,
having low sample and population sizes. Finite
population theory cannot account for all the
information about the population structure
and would produce unreliable estimates,
in particular when the sampling fraction is
small. This justifies the introduction of super-
population models. Further improvements
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would be obtained from models that allow
“borrowing strength” from larger cells while
avoiding excessive shrinkage of the estimates;
see, Elamir and Skinner (2006), Slavkovic and
Fienberg (2004), Skinner and Holmes (1998),
Skinner and Shlomo (2006), Rinott, Shlomo
(2007a), Rinott and Shlomo (2007b), Trottini et
al. (2006) and Wasserman (2007).

8.1.3 . Models for risk estimation with survey
data

Part of the literature on disclosure risk
assessment is related to the work of Bethlehem
etal. (1990), which represents the first approach
to defining a statistical model for samples where
identifying variables form a contingency table.
The model is a hierarchical Poisson-Gamma
super-population model:

k=1..K

Fy|m~ Poisson(Nmy)

m,~ gamma(a, Ka),

flFioTiopy~binomial(Fi,py), independently acrros
cells in which [T, is the probability that a unit of
the population falls into cell k and p, (assumed
constant across cells) is the probability that an
individual in cell is sampled. The model was
used to deduce the probability of population
uniqueness given sample uniqueness.

The constraints

E Fp = N and E 7T
Ie I

are not exactly satisfied under the model,
which can be seen as an approximation to the
more coherent Dirichlet-multinomial model
analysed by Takemura (1998). The above
described Gamma-Poisson model was shown
by Rinott (2004) to have as limit when oo »
0 the negative binomial model analysed in
Benedetti and Franconi (1998)

9. Discussion

Statistical Institutes have so far adopted a
release strategy that almost invariably consists
of a set of tables (counts and intensities), often
also published on official web pages, and one
or more files of micro-data: files for the general
public (public use micro-data files, PUF), and
files for research.

Before release, risk is assessed through one
of the models outlined in this paper, which,
however, rely on a scenario where all the external
information is contained in the key variables.
On the other hand, data published by statistical
Institutes may provide extra information that, if
not already accounted for, should be included
in the scenario for the evaluation of disclosure
risk. Trottini et al. (2006) note that allowing for
this extra information in risk estimation would
be complex and propose adopting a hierarchical
release strategy that excludes, for instance, the
case that tables contain information not already
present in the released micro-data.

When  applying disclosure  limitation
techniques, account should be taken of the
information that could be used to undo the
protection, in a way similar to the assessment of
the so called secondary confidentiality of tables.
In this respect, methods that release the sufficient
statistics of a “large” model or even simulation
methods that preserve these approximately
should be preferred, but apart from the case of
contingency tables, the problem of defining such
a model is far from being solved, especially
for sparse data comprising many interrelated
variables and subject to a variety of different
analyses. An additional problem to be considered
is that users might want to fit to the data a whole
set of models, or even different classes of models.
This makes it difficult to define a general purpose
release strategy, and makes the development
of remote access systems more appealing for
granting access to the data to a larger variety of
statistical users.

Finally, as suggested by some authors, the
decision on the release strategy should also
consider the trade-off between disclosure risk
and the benefit deriving from an expanded
access to the statistical information.
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