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Abstract: The fast growth in the demand and consumption of the digital multimedia content in the previous period has 

led to some effective concerns over issues such as content security, digital rights management, and authenticity. Hiding 

Data is an important way of recognizing copyright protection for digital multimedia. 

Digital video/ images became very common choice for hiding data ( hold large amounts of data) and  the selection of 

suitable pixels in the video frames, which are used to store the secret data is very important for an effective and 

successful embedding process . If pixels are not selected sensibly, undesired spatial and temporal perception problems 

occur in the stego-video. This paper will concentrate on the use of digital video/images as cover to hide data. The 

proposed steganography algorithm based on color histograms for  data embedding into Video  Sequences directly, 

where each pixel in each video frame is divided in two parts, the number of bits which will be embedded in the right 

part are counted in the left part of the pixel. This algorithm is characterized by the ability of hiding bigger size of data 

and the ability of extracting the written text without errors, besides it gives a high level of authentication to guarantee 

integrity of the video/ images before being extracted. Additionally, the data were embedded inside the video/ images 

randomly which gave the video/ images a difficult security and resistance against extraction by intruders. 
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I. INTRODUCTION 

With the development of the computer and the 

increase of its use in different areas of life and work, the 

issue of security of information had increased special 

importance. One of the concerns of information security is 

the concept of hidden exchange of information. For this 

purpose, various algorithms including steganography, 

cryptography, and so on, have been used [1]. Some of 

these algorithms depend on hiding data directly in a 

special domain, where apart of the image is replaced by 

the secret message. These Algorithms are characterized by 

the ability of high storage of data (payload) but they can‟t 

resist hacking. There are other algorithms that depend on 

changing the image shape into another using discrete 

cosine functions (Transform Domain ), then embedding 

the secret message inside the new shape of the image. 

These algorithms are characterized by resisting hacking , 

but it cann‟t hide much data [2]. 

 

 

 

Researches on information embedding , mostly 

information hiding techniques, have received considerable 

attention within the last years due to its possible 

application in multimedia and information security [3]. 

A. Basic Model 

The basic model of proposed algorithm as shown in 
Fig.1 uses a cover Video ( It used to hold secret data 
inside), the secret message (the secret data that is to be 
sent) and an embeding algorithm/technique (the procedure 
to hide secret message inside cover Video). The result of 
the process is the stego-video which is the digital video 
that has the secret message hidden inside. Stego-video is 
sent to the receiver via public communication channel 
where receiver will get the secret data out from the stego-
video by applying an extracting algorithm/technique. 
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Fig.1 : Basic Model 

TABEL 1 – bit Distribution of 16-bit digital image . 

Bit 15 14 13 12 11 10 09 08 07 06 05 04 03 02 01 00 

Color R R R R R G G G G G G B B B B B 

 

B. Digital video basics 

A digital video consists of a set of frames ( images ) 
that are played back at certain frame rates based on the 
video standards. Quality of the digital video depends on a 
set of parameters such as the number of pixels in a frame, 
the fps (frames per second), and frame size .The fps 
parameter is almost standard ( between 24 and 30 fps) in 
many common video formats, however, the other two 
parameters present several altered from one video 
standard to another. Each image, which is called a frame, 
consists of pixels having three or four color compounds 
such as RGB (Red–Green–Blue) or CMYK (Cyan–
Magenta–Yellow–Black). The rest of the intercessor 
colors are composed from a mixture of these primary 
colors [4],[5].Since the human eye is principally sensitive 
to green color tones, in some video standards the number 
of bits of each color compound may differ. For example, 
the red and blue colors are encoded in 5 bits while the 
green color consists of 6 bits for 16-bit color standard as 
seen in Table 1. In 24-bit RGB color, each red, green, and 
blue component is 8 bits long and has 256 variants in 
color density. In the CMYK standard on the other hand, 
32-bit is needed and this standard is ordinarily used in 
modern computer displays [6]. 

AVI (Audio Video Interleave), which was advanced 
by Microsoft and IBM as part of RIFF (Resource 
Interchange File Format) in 1992, is a most common 
sequence video format. It acts as containers for various 
sequences of different data types such as audio and video 
sequences in which the images are stored in BMP (Bit 
Map) format. Therefore, capacity and resolution 
computations on bitmap images can be applied to the AVI 
video sequences without any major change. 

C. Video/Image Steganography 

The most popular image formats on the internet are 
Graphics Interchange Format (GIF), Joint Photographic 
Experts Group (JPEG), and the Portable Network 
Graphics (PNG). Most of the techniques advanced were 
set up to use the structures of these formats with some 
exclusions that use the Bitmap format (BMP) for its 
simple data structure [6]. 

The use of digital images for steganography makes use 
of the weaknesses in the human visual system (HVS), 
which has a low sensitivity in random pattern changes and 
luminance. Because of this weakness the secret message 
can be embedded into the cover video/image without 
being detected. 

As we declared previously, A digital video consists of 
a set of frames (digital images ) that are played back at 
certain frame rates based on the video standards. The 
image is a collection of pixels where each pixel is a 
combination of three colors RGB (Red,Green and Blue). 
The color of pixel dependent on the numeric value of 
related with each color. Pixels in the image are displayed 
row by row horizontally. When data is hidden in the 
video/images, Stego-video get less troubled as compared 
to other multimedia files. After hiding data in an image, 
size of the image increases so compression techniques are 
necessary. When data is hidden in large size image, the 
transmission of video/image over the Internet takes more 
time and needs higher bandwidth. The size of the 
video/image can be reduced by compression technique. 
Compression techniques are grouped into two types, 

 Lossy and lossless.

 

Fig.2 :Embedding the character „A‟(8-bit ASCII) into an image. (a) Before embedding. (b) After embedding. 
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There are some of coding techniques are used to hide 
data in an image and video [7], we are going to discuss 
some of them below. 

1) LSB ( Least Significant Bit ) Substitution 
The LSB is one of the first applied coding techniques 

in steganography applications [8],[9],[10].This method 
utilizes spatial embedding techniques and embeds the 
secret data into the cover image or video in which the 
pixels are subject to slight alterations. Therefore, it is 
almost impossible for the HVS to be attracted by these 
slight changes and the potential adversary attacks will be 
reduced. Although this coding method integrates a simple 
mechanism in many applications,it exposures some signs 
of weakness. For example, to recover the secret data from 
the cover image or video, the structure of the bit order 
should be kept as it is. Noise, filtering, clipping, color 
spatial transformations, and re-sampling are the weakest 
states of the LSB technique. In addition, this method can 
be affected by lossy compression algorithms so that the 
extraction of the secret data cannot be guaranteed in 
applications where compressed video streams are used. 

The character „A‟ has an ASCII code of 65 in decimal 
and it matches to binary code of „„01000001‟‟. To hide the 
character „A‟ into the image above, eight bits are needed 
in the RGB code as seen in Fig.2. Since each pixel can 
offer three bits (least significant bits of each color 
compound) for storage, three pixels are sufficient to 
implement the hiding processes. 

2) RGB-weighted 
The RGB-weighted coding technique has been 

accepted from an earlier [11], since the LSB coding 
technique can‟t meet the requirements. In this technique, a 
pixel collected of three prime colors of RGB (89,143,240) 
supposes that the distribution of the prime colors will have 
the following color weights: R = 89, G = 143, B = 240. 
Let the letter „s‟ (ASCII code: 115) embed into this pixel. 
As seen in Fig. 3, initially the last digits of each 
compound value are reset so we have new RGB codes (R 
= 80, G = 140, B = 240). After that each digit of character 
„s‟ is subtracted from 10 (10 - 1 = 9, 10 - 1 = 9, 10 - 5 = 5) 
and these digits replace the last digits of the RGB codes. 
At the end, the latest RGB (R = 89, G = 149, B = 245) is 
obtained. 

In the decoding phase, the last digits of the pixel are 
subtracted from 10 (10 - 9 = 1, 10 - 9 = 1, 10 – 5 = 5) to 
recover the original embedded ASCII code ; however, 
there are some cases where exceptional outcomes appear 
Fig. 4. If the original RGB values are between 250 and 
255, the algorithm produces invalid results. To overcome 
this problem, each RGB composite is reduced by 10. 
Another complicated case is that the first digit of the 
ASCII code starts with zero (A = 065).  

In this case, the result is expected as 10 - 0 = 10; 
however, this is certainly a fault. Therefore, we have 
adjusted the algorithm accordingly so that the exceptional 
cases have been Eliminated [12]. 

 

 
 

Fig.3 : Hiding an ASCII code into a pixel . 

 
 

Fig.4 : Extraction process of the ASCII code. 

This paper is ordered as follows. Section II, we discuss 
the relevant research work of the histogram-based data 
hiding approaches. Section III, describes our proposed 
method. Section IV demonstrates the experimental results, 
and conclusions are given in Section V. 

 

II. RELATED WORK 

O.CETIIN et al. [12] proposed two new 
steganographic algorithms are using alike histograms and 
unlike histograms. Both algorithms are based on selecting 
appropriate pixel methods by focusing on perceptibility 
and capacity parameters of the cover video. They used 
LSB ( least significant bit ) and RGB-weighted coding 
techniques. When compared to traditional steganographic 
techniques, they improved temporal and spatial perception 
levels in the stego-video, offered a relatively high data-

embedding capacity and also enhanced the maximum 
hiding capacity (MHC) of the cover video, as a result of 
this the peak signal-to-noise ratio (PSNR) values of the 
stego-image in each video frame have been enhanced . 

Lin et al. [13] studied a several of schemes by which 
the histogram was constructed using a difference image to 
realize the task of reversible data hiding. The aim of this 
treatment was to present a more centralized histogram, 
which in turn may raise the heights of peak points and 
thus improve the capacity upon the histogram-based 
methods. Yang et al. [14] proposed a new scheme 
utilizing column-based interleaving predictions to enhance 
the performance of  Lin et al.'s histogram-based method. 

In this scheme, the odd-column pixels are predicted by 
pixels in even columns; then the even-column pixels are 
predicted by pixels in odd columns, or vice versa. 
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Due to the prediction errors being reduced 

significantly by these schemes, the embedding capacity 
can be mostly increased by raising the heights of peak 
points in the histogram. Moreover, the difference between 
the original and updated values of each pixel remains 
within small rang after secret data embedding ,there by 
warranting that the peak signal-to-noise ratio (PSNR) of 
the stego-image in each video frame is above 47 dB. 

III. ALGORITHM 

Histograms, arrays of values, indicate the distribution 
of intensity of colors obtained from each pixel's color 
combination in digital image.The proposed algorithm 
based on color histograms for data embedding into cover 
video/images directly, where the cover video is firstly 
segmented into frames and the histogram values of each 
frame are calculated. In order to determine suitable pixels 
in each video frame for data embedding; first, an 
calculating value is computed using the color and motion 
transitions in each frame by our application MATLAB 
software that we have developed. A predefined threshold 
value, controlled by a track bar control on the software 
user interface.The threshold value, which can be as much 
as the highest pixel number of the video frame, indicates a 
certain level of disparity between successive video 

frames. Histogram variations of consecutive video frames 
are compared to the threshold value (Histogram constant 
Value HCV) and appropriate pixels in those frames are 
selected for data embedding procedures, the higher the 
threshold values are ,the more the perceptibility precision 
is increased at frame transitions in contrast to a decrease 
in the number of segmented frames. This consequently 
means a capacity drop for the embedded data. If the 
threshold value is configured as low, parameter values 
mentioned above will be inverse, So each pixel in each 
video frame is divided in two parts, the number of bits 
which will be embedded in the right part are counted in 
the left part of the pixel. The detail of the embedding and 
extracting algorithms are shown in the following 
subsections. 

 

A. Video's Segmentation and select pixels in frames 

The data hiding method is initiated by segmentation of 
cover-video file into the frames, the average histogram 
values of frames  (Fig. 5 ) are calculated and appropriate 
frames are determined in respect to the HCV 
parameter.The flowchart of our proposed scheme is 
shown in Fig. 6 and Fig. 7. 

 

 

 
 

 Fig.5 : Histogram of R,G,B Values in one frame of cover video 
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Fig. 6 : Flowchart of embedding Algorithm 

 
Fig. 7  : Flowchart of extracting Algorithm 

 

 

 
 

Fig.8 : Frame divided into blocks 

 
 

 

Fig.9 : Pixels divided into 2 parts MSB and LSB 

 

1- Firstly each selected frame will divide into blocks (n 

x n) as shown in Fig.8 and then appropriate pixels 

are determined by comparing consecutive blocks in 

the frame. 

2- For each block calculate difference value  for each 

two consecutive pixels ( ) from equation ( 1 ) 

     === (1) 

 

 

 

3- For each block calculate 

    Median  , then calculate M 

parameter from equation ( 2 ) 

 

         M=FIX(  )    === (2) 
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4- Each pixel in each video frame is divided into two 

parts MSB and LSB as shown in Fig.6 and count 

NUM = numbers of 1‟s in MSB part . 
 

B. Embedding Algorithm 

The flowchart is shown in Fig.6.  

Input : Secret Data , original selected frames of cover 

video  

Use equations (1) and (2) to Compare  for each 

consecutive pixels with value of M  

 

1- If   , then Embed data 

in pixels ( ) . 

2- If   , then no data embed  

in pixels ( ) . 

3- If  NUM = 0 or 4  

Embed 1 secret Bit in LSB part.  

4- If  NUM = 2   

Embed 2 secret Bit in LSB part.  

5- If  NUM = 1 or 3  

Embed 3 secret Bit in LSB part.  

 
Output : Stego image , stego-video. 

 

C. Extracting Algorithm 

The flowchart is shown in Fig. 7. 

Input : Stego-video, Stego image for selected frames of 

Stego-video 

Use equations (1) and (2) to Compare  for each 

consecutive pixels with value of M  

 

1- If  , then Extract data  

from pixels ( ) . 

2- If  , then no data  

in pixels ( ) . 

3- If  NUM = 0 or 4 Extract 1 secret Bit  

from LSB part . 

4- If  NUM = 2 Extract 2 secret Bit  

from LSB part . 

5- If  NUM = 1 or 3 Extract 3 secret Bit  

from LSB part . 

 

Output : Secret Data , stego-video. 

 

IV. EXPERIMENTAL RESULTS 

The challenge of using steganography in cover video 
is to hide as much data as possible with the least 
noticeable difference in the stego-video. As a performance 
measurement for image and video distortion , a 
practicable objective measures for this property are the 
Mean Squared Error (MSE) and the Peak Signal to Noise 
Ratio (PSNR) between the cover video and the stego-
video . 

Mean Square Error (MSE) : It is the measure used to 
quantify the alteration between the initial and the distorted 
or noisy video.  

Mean Square Error is computed using the following 
formula [15] : 

 

 

 

Where „„O‟‟ and „„S‟‟ are the original video and stego-
video respectively to be compared and their image sizes 
are m X  n . From (MSE) we can find Peak Signal to 
Noise Ratio (PSNR) which measures the quality of the 
video by comparing the original video with the stego-
video. (PSNR) is used to evaluate the quality of the stego-
video after embedding the secret message in the cover 
video. It is computed using the following formula [15]-
[22] : 

 

Where, MAX is the number of bits that represent a 
pixel in a frame (image) . For example, MAX is 255 when 
pixels are presented by 8 bits .The PSNR parameter is 
computed on the intensity portion of the images.The 
number of faded bits depends on hidden data capacity 
(HDC) and the perceptibility level. In fact, conventional 
PSNR measurements do not correspond to an individual‟s 
perception. PSNR is often expressed on a logarithmic 
scale in decibels (dB). PSNR values falling below 30 dB 
indicate a fairly low quality, i.e., distortion caused by 
embedding can be obvious; however, a high quality stego-
image should struggle for 40dB and above. 

In this section, we report the experimental results 
comparing our method with the O.CETIIN et al. [12] 
schemes. To show the performance of the proposed  
algorithm , we implement the schemas shown by 
O.CETIIN et al. [12] ,the proposed  algorithm  in this 
paper is using MATLAB software. The embedded 
message was generated by repeat a predefine message 
until embedded message with required length is 
generated. We used „scenevideoclip.avi‟  and „vipmen.avi 
‟ as test cover video file from under MATLAB software 
toolbox folder . We used PSNR (peak signal to noise 
ratio) to measure the distortion between the original video 
and Stego-video. 

The proposed algorithm able to hide messages within 
part of the frames or the whole Frames based on HCV 
value and the random selection of  frames and pixels  
increases the level of security to hide and extract the 
secret messages. 
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The obtained outcomes are shown in Table 2. From 

the obtained results we can conclude that the embedding 
capacity in the proposed algorithm is very good. also, the 

PSNR in the table shows that the image quality is very 
good and has higher level of security as compared to other 
algorithms. 

 

TABLE 2 : The number of faded pixels in varied coding techniques 

 
 

Cover video 

size (byte) 

 

Hiding file 

size (byte) 

Faded pixels 

 in cover video 

Proposed  

Algorithm 

 

LSB 

coding 

 

RGB 

coding Proposed coding PSNR 

„vipmen.avi ‟ 

1,522,0624 

73 69 47.91 195 73 

1800 1710 48.11 4800 1800 

27,648 26,265 48.32 73,728 27,648 

46,080 43,776 48.40 122,880 46,080 

54,784 52,044 48.45 146,091 54,784 

103,424 98,252 48.56 275,798 103,424 

145,408 138,137 48.81 387,755 145,408 

168,960 160,512 48.84 450,560 168,960 

 

V. CONCLUSION 

In this paper, The goal of the proposed algorithm  is to 
decrease the faded pixels in each frame , in order to 
increase the embedding capacity. 

The experimental outcomes showed that the proposed 
algorithm is improve the embedding capacity , maintains 
the quality of the stego-video, more efficient, simple, 
appropriate and accurate than other algorithms, as well as 
it makes the secret message more secure. 
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