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Abstract: In this paper an ultra-light weight block cipher named ACT is proposed. This cipher is exclusively designed to operate in
resource constrained environments. ACT is a 64-bitsubstitution permutation network (SPN) with a key length of 80 bits. The
construction of ACT requires only 1481 Gate Equivalents (GE). The new 4-bit substitution box (sbox) introduced in this design
achieves minimal differential and linear cardinalities. The Permutation layer proposed in this design, combined with sbox properties
offers excellent security performance which is indicated by large numbers of both linear and differential active sboxes in a fewer
number of rounds. The minimum number of rounds required for a full diffusion of data is just 3. Key schedule and permutation layer
together provide excellent resistance against biclique attacks. The dynamic power consumption of ACT is just 30 mW which is lesser
compared to other block ciphers like PRESENT, LED etc. The details of differential, linear, biclique and algebraic cryptanalyses are
given in this paper. Comparison of parameters with other block ciphers is also given.
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1. INTRODUCTION

Block ciphers play a major role in providing data
security. Data Encryption Standard (DES) was proposed
by the US Government in 1977 but became obsolete soon
because of its security weakness. In 2001 Daemon and
Rijmen proposed Rijndael algorithm which later adopted
as Advance Encryption Standard (AES)[1]. AES survived
almost all types of cryptanalyses [2-8] carried out by
different cryptologists so far and became a very popular
and trustable block cipher. The first successful attack on
full round AES was proposed by Bogdanov et al. in 2011
[9]. Based on this, a modified attack proposed in 2015 [10]
but the time complexity required for the attack is at a level
which is comparable to that of brute force attack.

So there are no practical issues in using AES
algorithm till now. But the complexity of the system is
much high so that it can’t be used for any resource
constrained environment. Different versions of AES
implementations are available in the literature [11- 13] but
even the most efficient implementation consumes 2400
GE for the implementation of AES.

Internet of Things (loT) has become an emerging
technology nowadays and there is a growing demand for

the applications like RFID systems and wireless sensor
networks, which are the significant exponents of loT.
Main constrains for these systems are area, memory, and
power consumption. These systems also require certain
level of security since they exchange information. Light
weight block cipher design has become a hot research
topic nowadays since it offers sufficient security to
resource constrained applications.

Many light weight block ciphers are introduced in
recent years to perform in resource constrained platforms.
PRESENT [14], LED [15], LBlock [16], GIFT [17],
RECTANGLE[18] etc. are some of the popular light
weight block ciphers. All of these block ciphers have
robust designs and can be implemented using less than
2200 gate equivalents(GE).

PRESENT was introduced in CHES 2007 and widely
attracted the attention of crypto world because of its
simple structure and security. The sbhox of PRESENT was
selected primarily because of its small area and not based
on highest security. Later the weakness of PRESENT shox
was revealed through many cryptanalyses. Properties of
permutation layer, though itis highly symmetric,
combined with the weakness of sbox together leads to
increased clustering of linear and differential trails in
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higher rounds. Since linear cardinality of PRESNT shox is
8, the cipher is much vulnerable to linear cryptanalysis.

Later Banik.S et al. modified PRESENT to GIFT,
which optimizes PRESENT to a great extent. The
differential and linear cardinalities of GIFT are 1 and 3
respectively, which indicates that vulnerability towards
linear cryptanalysis is not minimal. To reduce the area and
power consumption, key addition of GIFT is done only to
half the number of data bits by exploiting the advantage of
permutation layer, which reduces the security strength.

RECTANGLE also is an SPN based design, which
performs 25 rounds of operation for a full encryption. 4-
bitsbox is used to substitute data in a column wise fashion.
LED is an Advance Encryption Standard (AES) based
design, but performs nibble wise operations. It performs
excellently in software platform. LBlock is a Feistel
network-based design which achieves both hardware and
software efficiency. Piccolo [19], KLEIN [20], PRIDE
[21], PRINCE [22], Simon and Speck [23], FeW [24],
PICO [25] etc. are other block ciphers introduced recently

In this paper we present a new block cipher named ACT,
which is exclusively designed for highly constraint
hardware platforms. So, we focus on least area and power
consumption but without any reduction in security. This
design is based on the concept of Substitution Permutation
Network. Both linear and differential cardinalities of ACT
sbox is 2, which is the least optimum values possible.
Effort to reduce either cardinality number from the value
2 will end up in increased cardinality number of the other.
We use a permutation layer, which is different from that
of PRESENT, yet the whole data gets diffused completely
in 3 rounds. The key length is 80 bits.

The paper is organized as follows. Section 2 describes
the construction of ACT. A detailed explanation of
different operations performed during each round is also
given in this section. In section 3 different types of
cryptanalyses are applied on the cipher to evaluate the
security strength. The comparisons of security strengths of
different block ciphers are also given. Section 4explain
about the hardware details such as gate count, power
consumption etc. Conclusion with future scope is given in
section 5.

2. CONSTRUCTION OF ACT

ACT is a bitwise block cipher based on Substitution
Permutation Network (SPN) concept. It has 64 data bits
and a single key variant, which is of 80 bits. A complete
encryption process consists of 31 rounds. Each round is
completed by performing 3 operations. These are
AddRoundKey, SubNibble and BitPermute. The block
diagram of ACT is given in Figure 1

Plain Text Key Register

5 Y
SubNibble Update
BitPermute ¢

v |

1 to 31 Rounds '

' !
SubNibble Update
BitPermute
Ciphertext

Figure 1. Block diagram of ACT

A. AddRoundKey

This operation is performed by Exclusively ORing 64
key bits with the 64 data bits. Method of selection of 64
key bits is given in the key schedule process. If the data
bits are denoted by d = ds3de.....didoandkey bits used in a
particular round are denoted by K= Kg3Ks2....K1Ko then
AddRoundKey operation is mathematically denoted as
di = di®K;

B. SubNibble

Even though ACT is a bitwise block cipher, the
substitution process is done nibble wise. In substitution
process, the original data in each round is substituted with
another data so that after a number of rounds, the original
data becomes really hidden. This nonlinear operation is
effective for bringing security to systems, if properly
designed. ACT uses a bijective 4x4 shox, which is given
in Table I. Four-bit shox reduce the hardware complexity
to a considerable extent comparing to an eight-bit sbox as
in the case of AES. Sixteen nibbles of shox accommodate
64 data bits as shown below

Ni =0si+3||dsi+2||dsi+1]|dai, where 0 <i <15

TABLE I. SBOX OF ACT
input 0 1 2 3 4 5 6 7
output 4 B D 8 1 6 2 F
input 8 9 A B C D E F
output A 5 E 3 9 C 7 0

The most crucial element in the design of any block
cipher is shox. It’s primarily because of its nonlinear
nature which resists different types of cryptanalytic attacks
effectively. In ACT, 16 parallel sboxes are used to
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substitute 64 data bits simultaneously. Cluttering of linear
and differential trails is prevented effectively with the sbox
designed for ACT. The compactness of the shox makes it
suitable for using in resource constraint devices. The
important criteria considered for designing the shox is
listed and explained below.

e If both the input difference 4X €F;} and output
difference A4Y € F;t are non-zero, then
DC(4X, AY) = #{x €F3|S(X)@S(X@AX) = AY}<4

o Let Hw(4X) and Hw(4Y) be the hamming weight
of any non-zero input difference 4X €F;} and
output difference AY € F respectively, then
Setoc = DC(4X, AY) = #{x €F5|S(X)@S(x@AX) =
AY}=0

o LC(X,)Y) = # x CF}|Xx = Y.s(x) — 8}<4 for X
€F; and Y € F;}, where X €F; represents any
nonzero input masks and Y € F;' represents any
nonzero output masks

o Let Hw(X) and Hw(Y) be the hamming weight of
any nonzero input masks X €F; and output
difference Y € F; respectively, then
Setic = LC(X,Y) = #{ x €FF|X.x = Y.s(x) — 8}£0

e The shox possess bijective property i.e., S(x) #
S(y), where x and y represent any input and
output values respectively.

e The sbox doesn’t possess any static points i.e.,
For any value x, S(x) # x

TABLE II. COMPARISON OF SBOX PROPERTIES
Cipher Max Max Car.c Carpc
value value in
in DDT LAT

ACT 4 4 2 2

PRESENT 4 4 0 8

GIFT 4 4 1 3

PICO 4 4 2 2

The cryptographic strength of a sbox is mainly
determined by the cardinalities. We have achieved Carpc
= 2 and Car.c= 2. For the block cipher PRESENT, Carpc
= 0 and Car.c= 8. It is proved that the higher linear
cardinality of PRESENT lead to vulnerability towards
linear cryptanalysis [26][27]. Comparison of sbhox
properties is given in Table Il

The differential distribution table (DDT) and Linear
Activation Table (LAT) is given in Table IV and Table V
respectively.

C. BitPermute

The data bits are permuted in the following fashion
which gives complete diffusion with just 3 rounds.
BitPermute operation doesn’t need any hardware and thus
consumes no power. The input and output positions of
BitPermute function is given in Table 111

TABLE III. BIT PERMUTATION OF ACT

input 0 1 2 3 4 5 6 7

output 1 17 33 49 0 16 32 | 48
input 8 9 10 11 12 13 14 15
output 3 19 35 51 2 18 34 50
input 16 17 18 19 20 21 22 23
output 5 21 37 53 4 20 36 52
input 24 25 26 27 28 29 30 31
output 7 23 39 55 6 22 38 54
input 32 33 34 | 35 36 37 38 39
output 9 25 |41 |57 |8 24 |1 40 | 56
input 40 | 41 42 43 44 | 45 46 | 47
output 11 27 43 59 10 26 42 58
input 48 | 49 50 51 52 53 54 55
output 13 29 45 61 12 28 44 60
input 56 57 58 59 60 61 62 63
output 15 31 47 63 14 | 30 46 62

D. Key Scheduling
Let the key be K = k79k78k77....k2k1ko,

Now the following operation is performed
e Bit replacement
k*163 = Kis3 @ K's2
k162 = Kis2 @ K's1
k161 = Kis1 @ K'so
ki+160 - ki60 ® ki+163

The above given operation is equivalent to a 4-
round operation of a 4-bit Linear Feedback Shift
Register with polynomial x* + x3 = 1. The function is
achieved with just 4 xor gates. The operation is
reversible too.

e  Ab5-bit pseudo random sequence is generated and
xored to key bits ks; to kz7. The random sequence

is generated using the primitive polynomial x° +

x3=1.
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TABLE IV. DIFFERENTIAL DISTRIBUTION TABLE OF ACT SBOX
Output Difference
1 2 3 4 5 6 7 8 9 a b c d e f
110 0 0 0 4 0 4 0 0 0 0 0 4 0 4
210 0 4 2 0 2 0 0 4 0 0 2 0 2 0
310 0 0 2 0 2 0 0 4 0 4 2 0 2 0
410 0 4 0 2 0 2 0 4 0 0 0 2 0 2
o | 90 4 0 2 0 2 0 0 0 4 0 2 0 2 0
(6|0 0 0 2 2 2 2 0 0 0 0 2 2 2 2
% 710 4 0 0 0 0 0 0 4 4 4 0 0 0 0
-"D= 810 0 2 0 2 0 0 2 0 2 2 0 0 4 2
< |9 | 4 2 0 0 0 2 0 2 0 0 0 0 2 2 2
2la |0 0 2 0 0 4 2 2 0 2 2 0 2 0 0
Tl b4 2 0 0 2 2 2 2 0 0 0 0 0 2 0
c| 0 0 2 0 0 0 2 2 0 2 2 4 2 0 0
d| 4 2 0 2 0 0 0 2 0 0 0 2 2 0 2
e |0 0 2 4 2 0 0 2 0 2 2 0 0 0 2
fl4 2 0 2 2 0 2 2 0 0 0 2 0 0 0
TABLE V. LINEAR ACTIVATION TABLE OF ACT SBOX
IPD(Input Probability Deviation)
1 2 3 4 5 6 7 8 9 a b c d e f
1 0 0 0 0 4 0 4 0 0 0 0 0 -4 0 4
2 0 2 2 0 0 -2 -2 0 4 -2 2 4 0 -2 2
3 -4 -2 2 0 0 2 2 0 0 2 2 4 0 2 -2
4 0 0 4 0 -4 0 0 0 0 0 -4 0 -4 0 0
5 0 -4 0 0 0 4 0 0 0 -4 0 0 0 -4 0
6 0 -2 2 -4 0 -2 -2 0 -4 2 2 0 0 -2 2
7 -4 -2 -2 4 0 -2 -2 0 0 2 -2 0 0 -2 2
18 0 0] 0| 2] 2] 220 4 4 0 | 2| 2| 2] 2
©lo[ 0 0|0 | 2|2 | 2 | 2] a 0 0 4 | 2 | 2 | 2 |2
a 0 2 2 2 2 4 -4 0 0 2 2 -2 -2 0 0
b 4 -2 2 2 2 0 0 -4 0 2 -2 2 2 0 0
c 0 -4 0 -2 2 -2 -2 0 4 0 0 -2 -2 2 -2
d 0 0 -4 -2 -2 2 -2 -4 0 0 0 2 -2 2 2
e 0 2 -2 -2 2 0 0 0 0 2 -2 2 -2 -4 -4
f -4 2 2 -2 2 0 0 -4 0 -2 -2 -2 2 0 0

Now the key bits are shifted 18 position towards
right ie.k7gk7gk77...kok1ko
ki7K1e..K1kok7oKs...K1oK1s

Now the key bits used in each round is given by
K53K52K51 .......... KzKlKo = k79k78k77....k13k17k15

3. CRYPTANALYSIS

The strength of the cipher is evaluated using different
cryptanalysis methods. The most popular and efficient
methods of evaluations are linear cryptanalysis, differential
cryptanalysis and algebraic cryptanalysis. Also, we applied
biclique cryptanalysis which is one of the recent techniques
for cryptanalysis to measure the strength of any block
cipher. The results of different methods are given below

which proves the robustness of ACT against various types
of attacks.

A. Differential Cryptanalysis

Differential cryptanalysis [28, 29] is one of the strongest
methods used for key recovery of block ciphers.
Measuring the cryptographic strength against differential
and linear cryptanalysis is an essential and fundamental
requirement in security analysis. Calculation of lower
bound for the number of active sboxes is one of the
methods used to check the resistance of a cipher against
attacks. The differential probability and characteristics are
calculated from the differential distribution table (DDT).
We have achieved differential cardinality of 2 which
is a good measure of security against differential
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cryptanalysis. The maximum value in the DDT is 4, which
means the maximum probability is 4/16 = 22, For the first
15 rounds ACT achieves 30 active shoxes. We used mixed
integer linear programming (MILP) for the calculation of
minimum number of active sboxes. For 15 rounds we
achieved a differential probability of 2-%. So, the chosen
plain text complexity = 1/(2-%¥)2 = 2%, This shows that
ACT is well secured against differential attacks.

B. Linear cryptanalysis

Linear cryptanalysis[30] is another powerful method
to gauge the resistance of a block cipher. Key retrieval is
done by finding out the linear relations between plain
texts, cipher texts and subkeys. If p is the probability of a
linear trail, then the probability bias ¢ is given by p-1/2.
An n bit block cipher can be attacked using linear
cryptanalysis only if the amplitude of linear propagation is
significantly larger than 272,

TABLE VI. COMPARISON OF RESISTANCE AGAINST LINEAR AND
DIFFERENTIAL CRYPTANALYSES
ACT Piccol | LBloc | PRES FEW
0 k ENT
No.of 15 30 15 25 27
Rounds
Chosen 266 2120 264 2100 290
Plain Text
Known 268 2120 266 2102 290
Plain Text
No.of 30 30 32 50 45
Active shox
from
differential
trails
No. of 32 30 32 25 45
active shox
from linear
trails
Reference | This [19] [16] [14] [24]
paper

A set of linear trails forms a linear propagation. From
the input/output mask patterns, the correlation coefficients
of linear trails are calculated and summed up to get the
amplitude of linear propagation. Linear activation table
(LAT) is used for the calculation. The magnitude of
maximum probability deviation in the table is 2. The
linear cardinality of ACT shox Car.cis 2. At the same time
CarLC of PRSENT ad GIFT is 8 and 3 respectively.
Lower values of cardinality, probability bias and higher
values of active shoxes indicate higher security.

ACT SPN structure achieved a minimum number of
32 active shoxes in first 15 rounds. Using Matsui’s Piling
up Lemma [31], total bias is calculated as 23 for first 15

rounds. So, the data complexity required for 15 round
attack is 1/(2342 = 2% which indicates excellent
resistance against Linear cryptanalysis. The comparison of
resistance of ACT towards linear and differential
cryptanalysis with that of other ciphers are given in Table
VI

C. Biclique Cryptanalysis

ACT shows good resistance against Biclique
cryptanalysis also. Biclique cryptanalysis is a recently
developed cryptanalysis method [32, 33], which is a kind
of meet-in-the-middle attack with improved efficiency.
The efficiency of computations is enhanced by
constructing bicliques on target cipher. We created a 4-
dimensionalbiclique to attack ACT, based on the concept
of independent bicliques and matching with
precomputation. Subkey bits {kzs, ko7, Kas, kag} and {kas,
kiz, kis, ki4} are selected to construct forward differential
Aiand reverse differential I respectively. The 4-
dimensional biclique for the last 3 rounds of ACT is shown
in Figure 2
Hitthe it dhd i1 s

o 8800 .
RK28 Ty v

%li JIL I =
f%!%[{;_ﬁ% }};;.mg-ﬂlf JJI%% f
. S

= it gt b
Figure 2. 4 Dimensinal Biclique of ACT (3 Rounds)

The time complexity is calculated as 2% full
round encryption. From Fig 2, it can be seen that only
23 bits are affected by the forward differential, so that
the data complexity will not exceed 22°chosen plain
text. This shows ACT has sufficient resistance
towards biclique cryptanalysis. Comparison of
resistance of different ciphers towards biclique
cryptanalysis is given in Table VII

TABLE VII. COMPARISON OF RESISTANCE TOWARDS BICLIQUE
CRYPTANALYSIS
Cipher No. of Time Data | Referen
Round | complexit | comple ce
S y Xity
PRESENT 31 279.54 223 [33]
80
PICCOLO 25 279.13 248 [33]
80
LED 80 48 27937 264 [33]
ACT 80 31 27871 2% This
paper




D)
ORI

&8,

926 o/

Jithendra.K .& ShahanaT.Kassim:ACT : An Ultra Light Weight Block Cipher-...

D. Algebraic Cryptanalysis

Algebraic equations can be developed by finding the
mathematical relations between different bits of sbox.
Solving the algebraic equations will lead to key recovery.
Using the tool SAGEMATH, we found that the ACT shox
is represented by a total of 267 inequalities which are
given below

1. An inequality (-1, o, @, o0, 0, 0, 0, 0)
X+ 1> 0,

2. An inequality (e, -1, o, o, 0, 0, 0, 0)
X+ 1> 0,

3. An inequality (e, o, -1, o, 0, 0, 0, 0)
X+ 1> 0,

1, 0) x + 5 >= 9,
266. An inequality (-1, -2, -1, -1, -1, -1,
-2, 1) x + 7 >= 0,
267. An inequality (-1, 1, -2, -2, -2, -1,
1, -1) x + 7 >= @

Using Mixed Integer Linear Program [34, 35] we
found that the differential distribution table (DDT) of shox
can be represented with just 21 inequalities. Increasing
number of equations indicates weakness in security. The
sbox proposed for ACT has 21 equations with 8 variables.
For 31 rounds, ACT has 10416 quadratic equations with
3968 variables. This number of equations guarantees
excellent resistance against algebraic cryptanalysis. The
21 inequalities which represent the differential distribution
table of ACT sbox are given below. Here ‘x’ indicates
input bits and ‘y’ indicates output bits.

-1x3+0x2-1x1-1x0-1y3+0y2+0yl-1y0+4>=0
-1x3-1x2+0x1-1x0-1y3+0y2-1yl+1y0+4>=0
-1x3+1x2+0x1+0x0-1y3+0y2-1yl+1y0+1>=0
-1x3-1x2-1x1+1x0-1y3-1y2+0yl+1y0+3>=0
-Ix3+0x2-1x1-1x0-1y3+1y2+2yl1-2y0+4>=0
1x3-2x2+0x1+0x0+1y3+2y2+2yl+1y0+0>=0
1x3+0x2+3x1-2x0-1y3+3y2-1y1-3y0+4>=0
2x3-1x2-1x1-2x0-0y3-2y2+0yl-1y0+5>=0
2x3+1x2+2x1+1x0+0y3-2y2+0yl+1y0+0>=0
1x3+2x2+2x1+2x0+1y3-1y2-1y1+0y0+0>=0
2x3+0x2+0x1+1x0+2y3+2y2+1yl+1y0+0>=0
I1x3+2x2-1x1+1x0-1y3-1y2-1yl-2y0+4>=0
2x3-2%x2-1x1+1x0+1y3-1y2-2yl+1y0+6>=0
2x3-1x2-1x1+2x0+0y3+2y2+0yl+1y0+0>=0
I1x3+2x2-1x1+1x0+2y3+0y2+2yl-2y0+1>=0
2x3+3x2+0x1-1x0-1y3+3y2-1y1+3y0+0>=0
-1x3-2x2+1x1+1x0-1y3-2y2-2yl1+1y0+6>=0
-1x3-1x2+3x1+3x0+3y3-1y2-1yl+4y0+0>=0
1x3+0x2+1x1-3x0+1y3+2y2-3yl-3y0+7>=0
I1x3+2x2+42x1+2x0-1y3+0y2+1yl-1y0+0>=0
-1x3-1x2+2x1-1x0+2y3-2y2+1yl-2y0+5>=0

4, GATE COUNT AND POWER CONSUMPTION

As discussed in the introduction, the power
consumption and gate count are very significant
parameters for constrained devices. The power
consumption is measured using Cadence RTL Compiler
v11.10 and found that it is less than that of available block
ciphers. Comparison of power consumption of different
block ciphers is given in Table VIII. The total gate
equivalents is calculated and given in Table IX. The
comparison of gate equivalents of different light weight
block ciphers is given in Figure 3. Data path for ACT is
given Figure 4

3500 3048
3000
2500
2000 1 —1 —
1500 — —f — — —

1000 — —f — — — — —  mGE
s0 HE— BB B

Figure 3. Comparison of Gate Equivalents

TABLE VIII.  COMPARISON OF POWER CONSUMPTION OF DIFFERENT
BLock CIPHERS
Cipher Power consumed(mW)
ACT 30
LED 100
PRESENT 38
RECTANGLE 31
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TABLE IX. CALCULATION OF GATE EQUIVALANTS OF ACT
Data layer Number GE for Total
single GE
element
D flipflop 64 6 384
(data)
shox (data) 64 6 392
D flipflop (key) 80 6 480
D flipflop 5 6 30
(round constant
Xorgate (key 64 2.67 170.88
addition)
Xorgate 4 2.67 10.68
(replacement —
key)
Xorgate (round 5 2.67 13.35
constant)
Total GE 1480.91
Plain Text
64—~ D Q
[ ] 64
Sub .I. Sub o4
=
ey 80 80 | 64
PR b
76 L 4
. Replacement

Figure 4. Data path for ACT (Plain text of 64 bits and key of 80 bits)

5. CONCLUSION

A lightweight block cipher ACT is designed for
resource constrained environments. The cipher is
constructed with 1481 GEs and consumes 30 mW. The
proposed shox and permutation layer provides excellent
resistance towards different types of attacks. Linear,
differential, biclique and algebraic attacks are carried out
in this paper, results of which prove the robustness of the
cipher. For 15 rounds ACT achieves 30 differentially
active sbox and 32 linearly active sboxes. The time
complexity and data complexity required for a full round
biclique attack on ACT is 2"®and 2% respectively.
Comparisons of different parameters with those of existing
block ciphers are also given. We believe that the cipher
proposed in this paper will be best suited for 10T kind of
applications.

Researchers can try for further reduction in GEs and
power consumption without reduction in security levels.
In order to increase the security of ACT, one can
experiment the implementation of 96 or 128 bhit keys. In
this case a new key schedule will have to be designed and
the improved security will be at the cost of increased GEs.
We encourage any security analysis on the cipher
proposed here.
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