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Abstract: When evaluating and analyzing encryption techniques and algorithms, cryptanalysis is 

a fundamental scientific field on which cybersecurity depends. In the past few decades, forensic 

science has been enhanced by adding DNA technology, which has brought powerful capabilities. 

Hierarchical DNA clustering is recursively clustering DNA points into many clusters. A genetic 

keystream can be represented by a binary, a triple, or a tree, depending on the number of genetic 

bases of clusters. Many encryption systems and algorithms rely on the shift register's physical 

component and the avalanche concept to ensure security. This makes it difficult for attackers to 

dismantle the components of the shift registers and attack them individually. Experts and 

stakeholders consider these components' increasing complexity and large size as a strength factor 

for these systems. However, a proposed model challenges the cohesion of these systems through 

the principle of fragmentation by attack. It works by fragmenting and attacking the shift registers 

and then reducing the initial values they adopt to produce the final key sequence. The principle of 

reduction depends on the concept of clustering, which involves creating clusters of initial key 

values whose contents are interrupted and reduced at each level of the binary tree created for the 

key sequence's genetic bases. The model involves two specific processes - a divide-and-conquer 

approach and a DNA binary tree clustering process - which significantly reduces the solution space 

and searches for the initials of LFSRs and NLFSRs. Our technique requires approximately C(2^n) 

to attack, where C is a constant, and n is the largest length of either LFSRs or NLFSRs. The first 

process includes splitting the shift registers individually and classifying their outputs based on the 

pre-calculated DNA sequence for the generator's outputs. The second process creates classification 

clusters (Test Tubes) for the initial values of the shift registers using the genetic bases that make 

up the final key sequence (Zi). The proposed model aims to disrupt the cohesion of these systems 

by fragmenting and attacking the shift registers. 

The novelty and contributions  

 discovering a mathematical or logical base model that can be expressed as a theory. This 

theory can then counteract and weaken the coherence principle in stream cipher generators 

that rely on displacement registers. By doing so, we can effectively attack this family of 

generators such as the Global System for Mobile Communications (GSM) algorithms. 

  Identifying hidden vulnerabilities that can be exploited to attack these generators will help 

manufacturing experts and users become aware of these weaknesses and take necessary 

precautions. 

 

Keywords: DNA computing, Search Tree, Hierarchal Clustering, Feedback Shift Register, Stream 

cipher. 
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1 Literature Review  

 Over the past decade, numerous studies have been conducted in the field of using biotechnology 

to cryptanalysis and break cipher algorithms, the field of DNA-based cryptanalysis. Studies in this 

field are categorized into two main parts. The first part involves the use of traditional analysis 

techniques to analyze and attack ciphers that use DNA coding to produce ciphertext. The second 

part is considered to be the most important and involves analysis based on DNA. This type of 

analysis uses DNA calculation models and biological process simulation in the laboratory. The 

most significant works in this area are listed in Table 1 for reference. 

Ref. 
Type of 

Cryptanalysis 
Summarized 

[1] 

conventional 

cryptanalysis 

technique to 

cryptanalysis 

DNA coding 

This paper presents an algorithm for cryptanalysis of an encrypting image using a 2D 

Hénon-Sine map and DNA coding approach. However, it has been found that the 

algorithm is not as secure as it was originally claimed to be. The encryption scheme 

uses a permutation-diffusion architecture, with DNA random coding and exclusive 

OR being used for image diffusion. Pixel-swapping operations are used for image 

scrambling. 

[2] 

conventional 

cryptanalysis 

technique to 

cryptanalysis 

DNA coding 

The paper investigates a new image encryption scheme that uses a Feistel network 

and dynamic DNA encoding. The encryption scheme uses four encryption steps to 

encrypt plain images, which include generating chaotic sequences, Hill encryption, 

Feistel network, and Pixel diffusion. However, the paper identifies some analysis 

issues with the secret key design and encryption process of this encryption scheme. 

After analyzing these problems, the paper proposes necessary improvements to the 

encryption scheme and introduces the corresponding chosen plaintext attack 

algorithm. 

[3] 
DNA-Based 

Cryptanalysis 

This paper explains how the logic of cipher bits, sequence, keystream, and plain text 

bits is transformed from propositional logic to DNA logic and executed in polynomial 

time. 

[4] 
DNA-Based 

Cryptanalysis 

The paper suggests a sticker DNA model to cryptanalyze the cipher created by the 

keystream of linear and nonlinear feedback shift registers. The model is based on the 

principle of establishing a binary sequence as a memory strand that represents the 

potential plain text sequence. Subsequently, it creates all possible paths to find the 

correct solution by linking the stickers to the components of the solution paths that 

represent the key parts. 

[5] 
DNA-Based 

Cryptanalysis 

The study proposes a technique that combines the GA and the DNA sticker model to 

perform a parallel search and attack a cryptosystem. The first step involves creating 

a database of all possible solution paths. Then, the technique searches for the correct 

path using the proposed combination of algorithms. 

[6] 
DNA-Based 

Cryptanalysis 

The paper proposes a modified digital simulation of the DNA sticker model technique 

combined with another technique to attack linear and nonlinear feedback shift 

register generators. 

[7] 
DNA-Based 

Cryptanalysis 

The paper introduces a new method called the DNA sticker model for cryptanalysis 

of a stream cipher that uses a key stream sequence generated from a linear shift 

register. The cipher sequence is decrypted by applying sticker operations at the binary 

level. 

[8] 
DNA-Based 

Cryptanalysis 

The paper suggests the creation of a software computer that uses genetic operations 

based on a splicing DNA model. It also uses a probabilistic model of the English 

letter frequency in a vertical alignment. This software aims to generate genetic bases 

of the strands, which represent the letters of a natural language. The cohesion of these 

bases may depend on the frequency of occurrence of these letters in the plain text or 

key. 

TABLE.1: The most significant works in the area of DNA-based Cryptanalysis.  
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2 Introduction 

To date, there is no molecule more suitable for IT applications than DNA [10]. Nucleic acids 

possess the fundamental property of the Watson-Crick [11] rule, Figure 1, depicts the principles 

of the new rule, which is the basis for many DNA manipulation techniques, allowing for a unique 

range of potential applications for computational purposes across disciplines. These processing 

techniques were built on the biologically sophisticated properties of the DNA molecule and were 

originally developed for the life sciences but have since been gradually reused in computer 

applications. Late in the last century, this technology came into use to solve difficult cryptographic 

problems. It can be solved by traditional methods [12]. 

 

 

The idea behind DNA-based cryptanalysis [13][14] is to use biomolecular components, the 

processes performed on them in the laboratory, the biocomputational models derived from them, 

and the test tube processes performed on them in the laboratory [15], to accomplish complex and 

difficult computing tasks, instead of electronic and silicon components that were unable to 

accomplish them. These are the tasks that we use in traditional computing. Although the 

computational models proposed and the processes exploited by DNA computing [16] vary, there 

are fundamental processes that have been used in test tubes in the biological laboratory and are 

used in every biocomputational technique invented to solve a problem, and these processes are 

annealing, Ligase, melting, is-empty, is-full, ... Figure 2 shows the processes of annealing and 

ligase that take place in the laboratory and that can be performed on the digital representation of 

the genetic bases. 

 

[9] 
DNA-Based 

Cryptanalysis 

The paper introduces a DNA splicing model that can cryptanalyze a stream cipher 

sequence generated by an unknown source. However, the cipher is known to be 

encoding for the plaintext. The proposed model utilizes the statistical properties of 

the plaintext along with the random properties of the key string segments. 

Figure 1: the principles of the Watson-Crick rule of the genetics. 
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2 The HDCM 
2.1 Methodology  

For the attack to be successful, the key sequence needs to be transformed into two or more 

sequences, based on the subsequences of the final keystream, of genetic bases using Table 1. The 

attack consists of two stages. During the first stage, the stream encryption generator is divided and 

the shift registers are dealt with individually. A series of outputs are produced from each register, 

and the output length of all the initial values of the FSR is proportional to the length of the stream 

key sequence prepared at the start of the attack. In the second stage, the initial values are isolated 

based on whether they achieve the genetic base at the location that matches the initial output 

location. For each location, two genetic bases are present, representing the final key sequence. 

These are linked to two clusters of initial values of the shift registers, which are classified based 

on their fulfillment of each of the key sequence bases Figure 3 depicts the classification of FSR 

initials based on two DNA key sequences. During the second phase of the attack, an iterative 

process is executed where each cluster of a particular level is intersected by clusters that belong to 

the next level. The lowest level in the binary tree built for the clusters is considered in this case.  

2.2         Processes 

The proposed model focuses on attacking individual registers of the stream key generator in the 

first stage of the work. This approach differs from known attack methods that target registers 

together and surpasses the avalanche characteristic of the stream cipher. A specific set of 

keystream binaries must be obtained to fulfill a critical work requirement. There are different 

methods to obtain these binaries, such as guessing or predicting the letters of the plaintext. The 

number of bases needed is proportional to the number of keystream components required to 

transform the key stream into a series of genetic bases. These bases are essential to produce a 

genetic base sequence from the key stream outputs. 

We are constructing the Hieratical DNA Clustering Model (HDCM) by using Test Tube 

operations. 

Figure 2: Annealing and Ligating operations by polymers  
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⸦
 

Let: 

 FSR1, FSR2,…, and FSRn is a feedback shift that registers components of the stream key 

generator. 

 Zi is a final key sequence. Zi = FSR1i xor FSR2i ,…, xor FSRnj  ,where i=1,…,j. 

 For simplicity, n=2, so have only FSR1 and FSR2 and type of the tree is binary tree. 

 DNA codes  

 

 

 

 

 

 

 The Zi sequence that is produced via Table 2, 

ZGB(1,2)1 , ZGB(1,2)2 , ZGB(1,2)3, ZGB(1,2)4 , ZGB(1,2)5 , ZGB(1,2)6 . 

When Zi =0 Zi is ZGB(A,T)i   

                Zi =0 Zi is ZGB(C,T)i   

Algorithm Building and searching within a Hierarchical DNA Binary Tree. 

Input: Solution Spaces values of FSR1 and FSR2, Genetic Bases of Keystream (ZGB(_,_)i). 

Output: Correct FSR initial values. 

Steps: 

(* Divide-and Conquer phase *) 

 For all Solution Space Values of FSR1  

    For i:1   6 

         IF initial=ZGB(1,_)i    initial   TTCLUSTER1i    

         IF initial=ZGB(_,2)i    initial   TTCLUSTER2i    

      Loop 

Loop 

For all Solution Space Values of FSR2  

    For i:1   6 

         IF initial=ZGB(1,_)i    initial   TTcluster1i    

         IF initial=ZGB(_,2)i    initial   TTcluster2i    

     Loop 

Loop 

(*Phase of Building the Binary Tree and Searching within it *) 

So, TTcluster2i is the TTcluster1i (inverse) 

TTuniversal = TTFSR1.       TTFSR2. 

TTuniversal = TTcluster11 + TTcluster21, (TTuniversal the root of the binary tree)      

For i:1  6 

For j:1  no.of FSR initials 

         TTcluster1i+1 = TTcluster1i-1 ∩ TTcluster1i (all initials j that satisfy GB1i) 

Genetic 

Bases 

FSR1 FSR2 Zi Type 

of the 

tree 

A 0 0 0 

Binary 

Tree 

T 1 1 0 

C 0 1 1 

G 1 0 1 

Table 2, Outlines the bases, type of tree, and corresponding codons required for two FSRs. 
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         TTcluster2i+1 = TTcluster2i-1 ∩ TTcluster2i (all initials j that satisfy GB2i) 

Loop 

    For j:1 2i 

            IF TTcluster1i+1 is-empty  remove TTcluster1i+1 

                  IF TTcluster2i+1 is-empty  remove TTcluster2i+1 

    Loop 

Loop 

For j:1 2i 

            IF TTcluster1i+1 is not is-empty  TTcluster1i+1 is a solution. 

                  IF TTcluster2i+1 is not is-empty  TTcluster2i+1 is a solution. 

 Loop 

End of the algorithm 

  

 

2.3 Practice  

Let us demonstrate how the proposed algorithm works by providing further clarification on its 

stages, and explaining how it can be used to arrive at the correct solution for attacking. 

Additionally, we will compare its time and storage complexity to similar methods of attacking. 

We will use a simple example to apply the concepts and processes that the algorithm has come up 

with. 

Generator’s description: No. of LFSR=2, Length of LFSRs are 4,3, Feedback of LFSRs = 

(1,4)(1,3) ,LFSRs output =feedback bits , Initials of LFSRs= 1001,010. 

Keystream10 bits0 1 1 0 1 0 1 0 0 1, Sequence of Genetic Bases A, T - C, G - C, G - A, T - C, 

G - A, T - C, G - A, T - A, T - C, G. (Remember that, the real GB sequence is A-C-C-T-G-T-G-

A-T-C). Figure 4 displays the implementation output based on the algorithm steps for both phases. 

The green paths are the genetic base branches that lead to the correct solution. The rectangles 

contain the solutions that match the genetic bases, and they disappear once they are empty. 

However, the rectangle with the correct solution will remain until the last step of the two genetic 

bases gathering. The correct solution is 9,2, with the actual GBs sequence A, C, C, T, G, T, G, A, 

T, C, which represents the keystream 0, 1, 1, 0, 1, 0, 1, 0, 0, 1. 

Figure 3 depicts the classification and clustering of the Hierarchical DNA Binary Tree algorithm 
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1 Discussion and Conclusion  

The effectiveness of the biocomputational model relies on the number of shift registers utilized in 

creating the final key sequence. As the number of shift registers increases, the task of 

disassembling the sequence of test tubes along with the logical and mathematical operations 

required to be performed, becomes more complex. Additionally, the search tree also becomes more 

complicated. The attack on the generator is not focused on attacking the set of registers together. 

Instead, it involves searching within the initial values of each component. With each iteration, the 

solution space is reduced by a large percentage until the incorrect cases are eliminated and only 

the correct solution remains. The complexity of the work is directly proportional to the components 

of the generators. However, the proposed model offers a path that resembles an unconventional 

model dealing with the cohesion of stream cipher components and the resistance of its parts to 

Figure 4: the implementation of the proposed Model  
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disassembly. The model follows an attacking principle based on disassembling, which 

significantly reduces the time required to attack this type of encryption. Table 3, represents a 

comparison between the proposed model and some of the works summarized in paragraph number 

1 by cryptanalysis stream cipher. 

 

Reference The Method 
Target Part of the 

Cryptanalysis 
Evaluated Complexity 

[3] DNA logic operations Key Stream (Zi) It depends on how long Zi is processed 

[4] Sticker DNA model Combined FSRs Adopting a parallel search 

[5] GA with Sticker DNA Combined FSRs Adopting a parallel search 

[6] Sticker DNA model Combined FSRs = 

[7] Sticker DNA model Combined FSRs = 

[8] Splicing DNA model Combined FSRs = 

[9] Splicing DNA model Combined FSRs = 

Proposed 

model 
Test Tube operations Individual FSRs 

Adopting a parallel search and partitioning the 

generator. 

 

The importance of the proposed model lies not only in what it has achieved but also in its ability 

to cryptanalyze a single FSR of a large length and modern block cipher cryptanalysis. Our future 

work aims to develop a model to address these aspects. 
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