PN International Journal of Computing and Digital Systems
ISSN (2210-142X)
Int. J. Com. Dig. Sys. 7, No.2 (Mar-2018)

http://dx.doi.org/10.12785/ijcds/070206

Internet of Things Security Issues, Threats, Attacks and
Counter Measures

Adil Bashir! and Ajaz Hussain Mir*

!Department of Electronics and Communication Engineering, National Institute of Technology Srinagar, Jammu & Kashmir, India

Received 11 Oct. 2017, Revised 30 Nov. 2017, Accepted 26 Jan. 2018, Published 1 Mar. 2018

Abstract: Internet of things (10T) is gaining popularity now-a-days as it is revolutionizing the world of internet and physical systems
in a more advanced and technical way. 10T consists of physical things in which sensing, processing and communication capabilities
are added. These devices have restricted resources and processing competences. The networks formed from these miniature devices
have a lot of scope and applications that include healthcare, industrial automation, military surveillance, forest fire detection, flood
alarming system, smart homes, smart cities etc. Most of these applications demand secure transmission of sensed information from
source 10T node to gateway node or broker. Thus, it is imperative to pay attention to the security of these networks as they are highly
susceptible to risks because of wireless medium used for communication and the constrained nature of these devices. In this paper,
we have presented a variety of attacks that can harm the fidelity of transmitted information in 10T, thereby generating unauthorized
effects. Furthermore, various counter measures against these possible attacks that have been proposed in the literature with their

merits and demerits are presented, together with possible research opportunities for future work.
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1. INTRODUCTION

T Internet of Things (1oT) encompasses a large set of
devices compromising of sensing, computation and
communication components having resource restrictions
[1]. These devices are capable of sensing, monitoring,
self-organizing and find their usage to sense the ambient
condition of its environment, assemble data, and process it
to extract some significant information that can be used to
identify the event in the region of its surroundings. A node
is the prime component of 10T network which is built of
sensing, computation and wireless communication
components with an on-board battery. Internet of Things
lets devices to act automatically to events and changes in
their surroundings without any human interaction [2]. Due
to small size, quick and easy deployment and low cost of
0T nodes, it becomes possible to deploy them in a hefty
area to be examined [3]. 10T nodes are typically spread
over the area to be observed to collect data, process it, and
forward it to the gateway directly or through multi-hop
communication for further processing. Cisco estimates
that the Internet of Things will grow to almost 50 billion
installed units by 2020 [4]. Advances in communication
technology and Micro-Electro-Mechanical =~ Systems
(MEMS) result in lowering deployment and maintenance
costs of 10T and reduces susceptibility rate of node to
failures with an improved battery power. Therefore, these

networks find their applications in monitoring smart
homes [5] or healthcare [6], assisted living, enhanced
learning [7], supply chain management etc. For example,
a smart door lock installed at home/apartment
communicates its status to the user’s smart-phone. The
user can access the status of smart door lock sensor from
anywhere in the world which enables him to verify, for
example, if he forgot to lock the door of house before
leaving, or if a robbery was attempted.

Internet of Things has a three layered architecture [8].
The three layers include Physical/ perception layer,
network layer and application layer.A typical loT
architecture looks as illustrated in Figure 1.

The Physical layer or perception layer has sensors for
accumulating data from environment. It senses physical
parameters and shares this collected data to other smart
objects. Low energy communication protocols and
technologies such as IEEE 802.15.4 [9] [10], ZigBee
[11], ISA 100.1a [12], WirelessHART [13] are utilized to
transmit sensed data to other 10T objects.

Network layer consists of low-power routing
protocols such as RPL (Routing Protocol for Low power
and Lossy Networks) [14] for communication with other
IoT nodes. Usually gateways are used between local
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sensors and Internet to connect every loT device with
each other and to the internet in general.

Application layer consists of loT middleware and
defines many applications in which 10T can be deployed
like smart cities, industries, transportation, smart
buildings, etc. Protocols used at the application layer
include Constrained Application Protocol (CoAP) [15],
Message Queue Telemetry Transport (MQTT) [16],
Advanced Message Queuing Protocol (AMQP) [17],
Data Distribution Service (DDS) [18]. These protocols
are meant to be used for resource constrained networks

like l0T.
l:] loT Applications
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Figure 1. Internet of Things Architecture

The resource constrained nature of loT devices
induces several challenges in its design and functioning,
thereby diminishing their performance. These challenges
comprise of fault-tolerance, communication management,
network lifetime and unwatched operational state [19],
Interoperability [20], Service orchestration [21], Security
& Privacy [22] [23], Standardization [24]. Hence, on one
side, to ameliorate the performance of IloT, these
challenges are to be investigated. While on other side, the
performance of loT can be realized appreciably by
efficient resource consumption. This can be improved by
concentrating on factors involved in its operations.
Communication in loT has strong influence on its
resource utilization and consumes about 80% of the total
available energy. Communication pattern in IoT include
transmission from hop to hop or source node to target
node. These communications involve optimum route
determination, route maintenance, secure communication
and different other operations to contend with user
expectation and reasonable network performance [25].
loT is prone to distinctive sorts of assaults as a result of
wireless connectivity, lack of physical defense, the
unattended nature, constrained nature and so forth.

Therefore, paying attention to security aspects in 10T is
extremely important.

The rest of the paper is organized as follows. In
Section I, we present the security issues in l0T. Security
attacks and their classification are discussed in section Ill.
Section IV discusses about the various security protocols
that have been proposed to deal with likely attacks.
Finally, the conclusion of the paper is provided in Section
V.

2. SECURITY INIOT

Since loT contrasts from different wireless or wired
networks in a number of ways and the configuration and
operation of these networks pose distinctive security
challenges. The different security concerns in loT are
presented in this section.

Because of intrinsic restrictions on processing
capabilities and available resources, security in 10T pose
diverse challenges than in traditional networks. First and
foremost, contrasting traditional networks, 10T devices are
usually deployed at places that are accessible to anyone,
therefore, making them prone physical attacks. Second,
10T devices interact with their physical surroundings and
with individuals, thus, posing new security challenges.
And third, a large number of the early proposed network
procedures expected that all networks are cooperative and
reliable. However, this is not the situation for loT
applications which oblige a certain measure of trust in the
application in order to maintain proper network
functionality. Implementing security is a difficult task in
10T due to their limited computational capabilities, critical
security requirements and distinctive qualities as
compared to other wireless networks like cellular or
mobile ad hoc network (MANETSs). Further the
heterogeneity of devices that are connected to IoT
network makes it hard to deal with security and privacy
issues broughtup by new connecting devices [26].

There are three primary issues that make loT hard to
secure against attacks. First and foremost issue is the
mode of communication used in these networks, which
makes it difficult to protect the transmitted information.
Contrasting wired systems, where a device must be
physically associated with the communication channel,
the wireless medium is open and available to anybody.

The second issue is nonexistence of any permanent
infrastructure and specifically, there is no central
controller to examine the operation of network and
observe the information being exchanged. While most of
these networks have a gateway node, but the job of it is
just to accumulate information and transmit it to server
without serving as a definite control node. Thus, any
security mechanism must be executed as an agreeable,
distributed exertion of all or many nodes together in the
network. The difficulty in implementing security
procedure in loT increases further due to unstable
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topology of the network, which may be because of battery
fatigue or sometimes due to node mobility.

Yet different wireless networks exist that have both of
these issues, for example, wireless ad-hoc networks. In
these networks, wireless medium is used as
communication channel, and they work with little
infrastructure or none by any means. Various
cryptographic procedures have been proposed to secure
information transmission and intrusion detection in these
networks [27], [28], [29], [30]. Such schemes are a blend
of a few methodologies, including utilization of
participating mobile nodes [31], [32], possibly combined
with the analysis of audit logs [33], a game-theoretic
approach [34], and various others.

However, the principle issue with most 10T devices lie
somewhere else: in their constrained computational and
communication assets and Internet Engineering Task
Force (IETF) has categorized resource constrained
devices into different classes [35]. 10T needs to work
autonomously for longer period of times, and they need to
run on on-board battery power. To meet these objectives,
the energy utilization of 10T nodes must be minimized,
this requires both the power productivity of the hardware,
proficiency of communication standards, software that
executes those standards and the security protocols used
for information safeguard. The processing subsystem is
perpetually realized using a small microcontroller with
constrained resources, which runs at low clock rates, and
in this way offers just unobtrusive computational and
memory capabilities. Accordingly, the processing power
of such subsystems is generally inadequate to run a full-
scale software agent devoted to avert attacks.

A. Security Considerations

Security considerations in Internet of Things depend
upon the need to identify what we are going to secure.
The security contemplations [36][37][38][39] of loT can
be categorized as below:

1) Data Confidentiality:Confidentiality or privacy of
information interchanges keeps away illegitimate users
from learning message contents. To that end, we can
utilize standard encryption methods which may
incorporate secret keys shared among the communicating
parties. But, encryption itself is not adequate for securing
the information, because an eavesdropper can perform
traffic examination on the overhead cipher text, and this
can cause sensitive data to be leaked away. However,
using encryption, protection of sensed information also
needs to be implemented through access control
mechanisms at the gateway to avoid misuse of
information.

2) Data Integrity: Data Integrity in 10T is required to
guarantee the fidelity of the information and alludes to
the capacity to affirm that a message has not been messed

with, modified or changed [40]. Regardless of the fact
that the network has secrecy measures, there is still a
great chance that the data integrity has been traded-off by
modifications. The integrity of the network will be in
danger when:
e A malevolent node in the network infuses false
information.
e Unstable conditions because of wireless channel
creating harm or loss of information.

3) Data Authentication: Authentication guarantees
the trustworthiness of the message by recognizing its
cause. An assault in IoT doesn’t simply include the
modification of packets; attacker can likewise infuse
extra false packets [41]. Information authentication
checks the identity of senders and receivers. Data
authentication is realized through symmetric or
asymmetric methods where sending and accepting nodes
share secret keys. Because of the communication medium
being wireless, it is a significant challenge to guarantee
authentication [42].

4) Data Availability: Availability obliges that the 10T
is functional throughout its lifetime. Denial of Service
(DoS) assaults brings about a loss of availability of a
network node. Practically, loss of accessibility may have
severe effects. In a battlefield reconnaissance application,
loss of availability may open a secondary passage for
adversary intrusion. Different assaults can trade-off the
accessibility of 1oT. When considering availability in
10T, it is imperative to achieve graceful degradation in
the existence of node compromise or benign node
failures.

B. Security Threats

Illustrated below are the four classes of threats
identified by P. Fleeger [43], that are likely to exploit the
susceptibility of our security objectives and is shown in
Figure 2 below.

1) Interruption: This type of security threat results in
the loss of communication link between l0T devices.
Malicious code addition, message corruption and node
capture are among the few examples.

2) Interception: An unauthorized access has been
gained and hence the 10T has been compromised by an
attacker.

3) Modification: An adversary gains an unauthorized
access to the data and tempers with it at the same time.
For instance, modification of the data packets that are
being transmitted resulting in the DOS (Denial of
Service) attack, such as network flooding with bogus
data.
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Figure 2. Threats Classification

4) Fabrication: Trustworthiness of the information is
affected due to the injection of false data by the
adversary.

3. CLASSIFICATION OF IOT SECURITY ATTACKS

The medium of communication and the resource
constrained nature of loT devices put them on a
vulnerable track for potential security threats.
Furthermore, the design of routing protocols for these
kinds of networks does not usually address security issues.
Therefore, attacks on such type of networks have
maximum possibility to occur. In this paper, the potential
attacks in loT are categorized on the basis of security goal
(CIAA) being exploited by them. Various types of
possible attacks
[44][45][46][47][48][49][50][51][52][53][54] on the
control information and the transmission of data in loT are
defined below [55]:

TABLE 1. CLASSIFICATION OF loT ATTACKS

Data Data Data o
Confidentiality Integrity Authentication A\ft',:ggl(ls'ty
Attacks Attacks Attacks
Homing
Blackhole attack Attack
Data Spoofed, altered
Sinkhole Attack integrity P ' '
or replayed Energy
attack - -
routing drain attack
information
Selective
rep’;l'ggf'on forwarding attack
| 1
Man-in-the- . Denial of
attack middle Sybil attack Service
attacks T attack
Cold boot Node replication
attack attack

A. Sinkhole Attack

A sinkhole attack is carried out by attracting all the
traffic towards a specific node. The adversary tries to
attract all the traffic from a specific area by making the
use of a compromised node. It works by transforming a

particular
nodes[56].

B. Blackhole Attack

A node is placed in the range of the gateway in the
Black-hole attack. This node promotes itself as the
shortest route and draws all the traffic towards itself.
Packets coming from a particular source within the
network are dropped by the adversary. Because of this
attack, certain nodes are isolated from the gateway
resulting in the discontinuity in the network. This attack
is easier to detect. Flooding based protocols are normally
targeted using Black-hole attack.

C. Homing Attack

A kind of Black-hole attack in which the adversary
keeps an eye on the network traffic and tries to deduce
the location of some of the critical nodes[55]. These
nodes can be disabled physically afterwards. The attacker
can block the communication with the gateway so as to
deliver a better ground to carry another attack such as
sniffing or data integrity attacks. Malicious nodes should
be prevented to join the network in order to prevent such
attacks which can be achieved by implementing an
efficient authentication protocol in loT.

node appears attractive to the adjacent

D. Spoofed, altered, or replayed routing information

One of the most common direct attack against any
routing protocol is to alter routing information. The
routing information that is exchanged between the nodes
is a primary target. Adversaries might be able to repel or
attract network traffic, generate routing loops, shorten or
extend source routes, partition the network, generate
pseudo error messages, and may enhance end-to-end
latency. The standard resolution for such type of attack is
to use authentication protocols i.e., routers should receive
routing information from authentic routers exclusively
[55].

E. Selective Forwarding Attack

Data gathering protocols in 10T mostly prefer multi-
hop mode of communication. It is presumed in the multi-
hop networks that the participating nodes shall be
transmitting or receiving the information faithfully.
However, the message may be refused to be forwarded
by a malicious node and just drops the message,
confirming that the information is not transmitted any
further. Packet sequence numbers should be checked
continuously in a conjunction-free network, so as to
prevent such type of attack. Adding data packet sequence
number to the packet header may help reducing selective
forwarding attack [55].

F. Sybil Attack

Nodes possess some unique identity in the network.
That’s what is assumed by most of the protocols. An
attacker makes himself seem to be at several positions at
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the point of time while performing Sybil attack. This is
achieved by creating a false identity of those nodes
located on the edge of the communication range. The
identity of authentic nodes is stolen or fabricated and
hence multiple identities of nodes are occupied within
IoT. A significant threat is posed by the Sybil attack
towards the geographical routing protocols. Location
aware routing regularly implicates nodes to interchange
coordinate details with their neighboring nodes so as to
construct the network. Therefore it presumes nodes to be
present by means of a single set of coordinates , however
making the use of Sybil attack, an adversary may be able
to “‘be present at more places at the same time’’. Since
the identity theft leads to this type of attack, appropriate
authentication may be able to prohibit it [55].

G. Energy Drain Attack

loT is organized dynamically and are battery
powered. Replacing or recharging batteries is totally out
of question and we want them to be functional as long as
possible, as they are generally installed at those places
where battery replacement becomes difficult. Fabricated
reports generated by compromised nodes cause false
alarms that lead to exchange of messages among
legitimate nodes hence draining out a finite energy
amount from the batteries powering the network.
However, an adversary may only be able to carry out the
attack, if his node possesses a sufficient amount of
energy to transmit data packets constantly. The purpose
is to destroy the legitimate nodes of the network,
downgrade its performance and finally fragment the
network grid. Adversary then takes control of the part of
the fragmented network by the insertion of a new
gateway node. To reduce the mutilation instigated by this
attack, fabricated reports must be released en-route as
soon as possible.

USER GATEWAY

Figure 3. Energy Drain Attack

In figure 3, adversary node ‘AD’ generates false data
constantly. The immediate neighbor nodes ‘D’,’F’ and
‘G’ respond to ‘AD’ and ultimately drains out their
battery.

H. Denial of Service Attack

DoS (Denial of Service) attack is created by the
adversary to overloading the network with bogus
messages or even sending false data to 10T nodes so as to
make the network resources unavailable. DoS attacks are
not only meant for the attacker’s effort to destabilize,
disrupt, or terminate a network, but for any occurrence
that weakens a network’s capability to deliver a service.
In 10T, various types of DoS attacks at different layers
could be performed. At physical layer, the result of DoS
attack could be tampering and jamming. At network
layer, it may result in neglect and greed, misdirection,
homing, black holes. For instance, if DoS attack cuts
down serving node in 10T network, the other nodes that
rely on this serving node functionally, will also be
choked from serving their own client loT nodes,
therefore causing disruption in the entire network [57].
The mechanisms that are used to prevent DoS attacks
comprise of payment for the network resources, secure
authentication and traffic identification [42].

. Main In The Middle Attack

In this type of attack, the adversary intervenes
between the two communicating 10T nodes, accessing
information, violating the secrecy of nodes by observing,
snooping and controlling the information exchange
between 10T nodes [58]. In Man-In-the-Middle attack,
the assailant does not need to be physically there to
launch the attack, but it relies on the network
communication protocols of an 10T system.

J. Data Integrity Attack

Data integrity attacks trade off the information going
among the nodes in 10T by altering the data contained
inside the packets or infusing false data. An adversary
node should have much more processing capabilities,
memory and energy than the other legitimate loT
nodes[55].The objective of this attack is to misrepresent
sensed data and thus compromise the integrity of
exchanged information. It can also misrepresent routing
information to disturb the network’s routine operation,
potentially making it futile. This is also considered to be
a kind of denial of service (DoS) attack. This attack can
be protected through the adaption of asymmetric key
system, which is used for encryption and\or digital
signatures, but involves much of additional overhead to
10T nodes.

K. Node Replication Attack

In this type of attack, an adversary attempts to install
a number of nodes having similar identity at various
locations of the existing 10T network. There are two
techniques for launching node replication attack. In the
first technique, the adversary captures a node from the
target network and produces a clone of the captured loT
node and places it at different locations within the
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network. In the second technique, an attacker could
produce a pseudo-identification of an 10T node, creates a
clone out of this node and then places it at different
locations within the network. These clones try to generate
fabricated data in order to disrupt the network. Node
replication attack is quite different from that of the Sybil
attack. In Sybil attack, many identities of a single node
are present in the network, but in node replication attack,
different nodes are present with the same identity. Hence,
in Sybil attack an attacker has high chances to succeed by
placing just one node, whereas in node replication attack
it needs more nodes to be installed throughout the
network which maximizes detection rate. This attack can
be avoided by validating the identities (authentication) of
nodes by a node which is trustworthy.

L. Cold Boot attack

It is a type of side channel attack where an adversary
gets unauthorized access of 10T node and then obtains
encryption keys when the node is left unattended. It is
also known as platform reset attack. After intruder gets
encryption keys, the privacy of messages is compromised
and intruder can then launch malicious attacks.

4. EXISTING SECURITY PROTOCOLS

Recently, 10T security has possessed the capacity to
pull in the attentions of various researchers around the
globe. A broad variety of security protocols have been
suggested for resource constrained networks like wireless
sensor networks to deal with malicious attacks. These
protocols can be implemented for Internet of Things as
IoT also falls in limited resource networks. In this
section, different security protocols proposed for 10T and
other suitable protocols for Internet of Things will be
presented with advantages and drawbacks of each
scheme.

A. Existing Protocols

Attribute Based Encryption (ABE) scheme is used in
[59] to safeguard the information exchange for Publish-
Subscribe (Pub-Sub) architecture based 10T. In this
scheme,  Advance  Encryption  System  (AES)
cryptography is used to encrypt payload and ABE
scheme is used to encrypt AES key itself. As is already
known that 10T devices have restricted resources and
create lesser number of bits of data. Hence, to encrypt
these small chunks of data using AES and ABE
cryptographic techniques is not suitable for 10T as these
involve complex arithmetic operations.

Xiong Li, et al. [60] proposed trusted security
architecture for IoT. However, the proposed system uses
complex algorithms at each layer which makes it
unsuitable for limited power components like sensors and
RFID which are regarded as skeleton for 10T. A hybrid
encryption technique is proposed in [61] for safeguarding
the data in 10T devices. The cryptographic methods used

in this technique include Advanced Encryption System
(AES) and Elliptic Curve Cryptography (ECC), but these
methods are highly complex and drain off the limited
battery of nodes rapidly and thus unsuitable for 10T. Do
et al. [62] and Li et al. [63] have reported that design
flaws and vulnerabilities of softwares and systems in
Internet of Things need to be assessed frequently so as to
improve the cryptographic schemes timely in loT.

B. Suitable Protocols

1) MiniSec: This protocol is primarily implemented
to secure the network layer[64]. Power constraint forces
IoTs to consume energy in an intelligent manner. This
protocol provides reasonable security without consuming
much of the constrained energy available at 0T devices.
This protocol was designed to provide security to
wireless sensor network and specifically for Telos sensor
motes. It possesses two functional approaches viz
broadcast multi-source  communication known as
Broadcast (Minisec B) and single-source based
communication known as Unicsat (Minisec U), both
utilizing Offset Code Book (OCB) approach to provide
authentic encryption. The functionality of OCB scheme is
as follows:

Let us suppose that M is a message of variable size
and it requires to be encrypted and H is an ordinary
message header. Both M and H require authentication,
where K acts as the encryption-key and N is a non-
repeating value. It is going to be considered as birthday
attack if the value of N is repeated. Initially, OCB takes
M, K, N and generates cipher text core C. and at the time
it uses M plaintext message, C, H and generates a tag of
length t. The final output of OCBK (N, M, H) is the tuple
(Ctag) [48]. In order to decrypt this encrypted message at
the receiver’s end, receiver should perform the reverse
process. Unicast goes for single-node communication
while as Broadcast utilizes multicasting or broadcasting
group of nodes.

Low energy consumption and high security are the
characteristics of this protocol that are publicly available
in their implemented form. However, this protocol
consumes more energy when large data packets are
transmitted by Radio Frequency (RF) which s
considered as drawback of this security protocol.

2) SPINS: SPINS (Security Protocol for Information
via Negotiation protocol) is used to secure the
communication links from active and passive threats
offering two sets of protocols, “SNEP and pTESLA
[65]”.

SNEP (Secure Network Encryption Protocol) is
employed for two-party data authentication, data-
confidentiality and data-integrity, while as, uTESLA
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(Micro Timed Efficient Stream Loss tolerant
Authentication) is conscientious for authenticated
broadcast. Both of these security variants of SPINS
utilize symmetric encryption algorithms.

SNEP offers secure end-to-end communication
through the policy of focusing upon data confidentiality,
integrity, two-party data authentication, replay protection
and weak-message freshness. On the other hand,
UTESLA assures the sharing of information securely
without any tampering by an attacker throughout
broadcast communication process.

This protocol delivers best security, lesser
communication overhead and easy to be implemented.
However, it suffers from the flaws of having minimal
power management. The drawback of SPIN protocol is
that it is not certain about the data being delivered to the
target as a result of tampering by adversaries. In a
scenario where the target node wants to get data from far
away source node and the surrounding nodes are not
interested in that data, such type of data will remain
totally undelivered. Therefore, SPIN is surely not a wise
choice for applications [66]. This protocol makes use of
symmetric approach for encryption and decryption, while
asymmetric approach is used for key distribution. This
approach does not provide adequate security due to
resource constraints and requires a long battery life.

3) Localized Encryption and Authentication Protocol
(LEAP): Zhu et al. proposed LEAP as a key management
protocol for sensor networks [67]. LEAP utilizes four
types of keys for every node and communication type,
they are: "an individual key shared with gateway, a
pairwise key shared with other 10T node, a cluster key
imparted to different neighboring nodes, and a group key
that is shared by all 10T nodes™ [68].

In individual key sharing, every node has allotted a
unique key that is shared with pairwise to the gateway for
secure communication between gateway and node. In
Pairwise key sharing, each node distributes its pairwise
key with neighboring nodes. This pairwise key is used for
privacy and source authentication. Cluster key is shared
with every node and the purpose of this key is to secure
the message broadcast locally. Group keys are globally
defined and are used between gateway and group
member nodes.

The primary advantage of LEAP is that it resolves the
issue of key distribution among nodes and confines the
effect of compromised node to the network. However, the
numerous messages that must be exchanged during the
establishment of keys, which result in increased

communication cost and energy utilization is a big
drawback of this protocol.

4) Neighborhood based Key Agreement Protocol
(NEKAP):It is a key management protocol that creates
two types of keys: pairwise keys, for pairwise
communication and cluster keys, for broadcast
communication [68]. It is identical to LEAP, however
NEKAP is stronger against node tampering and is
considerably more energy efficient. In NEKAP, each
node is preloaded with a master key, encrypted by a
global shared key, which is then broadcasted to adjacent
nodes. The master keys of neighboring nodes are used to
create a node key which makes it difficult for the intruder
to get the value of key. Each node broadcasts just three
messages to set up all key therefore, making this protocol
energy proficient.

The main advantage of NEKAP is that the effect of
compromised node is confined to that node’s vicinity as
each key is valid only in its neighborhood. Therefore, it is
difficult for an intruder to perform wide-scale attack by
trapping just a couple of nodes. Additionally, the energy
expense of this mechanism is lower than that of past
methods. NEKAP has numerous benefits on the grounds
that it is adversary resilient and energy proficient.

Unluckily, NEKAP is susceptible to replay assaults
[69] due to key set up process. A malevolent node may
send out an old message that was initially broadcasted
from an authorized node to its adjacent nodes, and the
message can't be authenticated in light of the fact that
these two nodes can't communicate directly.
Subsequently, a malignant node may gain legitimate
status by deceiving the chosen authorized nodes by
transmitting an old message, and after that the intruder
may initiate different assaults, such as DOS assaults,
black hole assaults, or masquerade assaults.

Furthermore, both LEAP and NEKAP are experiencing
node tampering amid network instatement. Since
NEKAP includes the establishment of keys among nodes
and subsequently various communicative messages are to
be interchanged which lessens node lifetime by an
impressive time as 80% of node energy is utilized for
communication related tasks.

5) Energy Efficient and Dynamic Security Protocol
(EEDSP): This scheme has proved to be energy efficient
for wireless sensor networks as it uses the limited
available energy of nodes efficiently. In this scheme, the
data at sensor nodes is encrypted by dynamically
generated key. Repeated encryption and decryption
cycles are performed periodically to make the
information secure at nodes. This scheme provides
security to data in-transit and also, when the data is left
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unattended at sensort nodes by following the encryption-
decryption cycles with different dynamically generated
keys [70].

C. Suggestive methods (Proposals) to improve loT
security

1) Proposal for Key Management: Symmetric
cryptographic protocols are suitable to be used in
ressource constrained Internet of Things nodes in
comparison to assymetric protocols. But one of the main
issue with symmetric key cryptographic protocols is with
key management i.e. how the key is shared between
communicating nodes. Cryptographic keys must be
negotiated and periodically refreshed in order to
gaurantee effective security. Therefore, new lightweight
key management methods suitable for Internet of Things
may be designed.

2) Proposal for Routing Protocol security: Internet of
Things employ RPL as routing protocol that defines
mechanism to protect routing control messages, however,
no further security mechanisms are developed in the
current version of RPL standard [14]. Considering that
RPL provides mechanisms to secure routing
communication against external attacks, research efforts
may focus on developing security mechanisms to
safegaurd RPL communications from internal attacks
where the attacker is in possession of 10T node and may
inject false routing messages.

5. CONCLUSION

Internet of Things is proving to be of extreme
importance to the computing society as an outcome of its
various applications including observing the physical and
environmental conditions, surveillance purposes, supply
chain management, defense applications, smart buildings,
disaster alerts, smart homes, smart cities, and so on,
where conventional networks are not ideal. To enable the
growth of loT at its full pace, one of the main
obstructions is to provide security and privacy to the
communicating messages in 10T network.

In this paper, we have classified the possible attacks
in 10T based on their impact on the type of security goal
being compromised. We have also surveyed the literature
on the existing security methods for 10T and other related
fields, and also summarized the limitations and benefits
of each of the security method from which several
conclusions can be drawn. One can conclude that security
is expensive in terms of memory and computations. It is
generally easy to implement complex security algorithms
for powerful resource-rich devices but the same is not the
case with 10T that brings new challenges. The
constrained resources do not permit to execute existing
solutions inminiature devices like loT with several

limitations. The focus in a security scheme for 10T is to
maximize security of information, reduce the impact of
attacks and have less energy consumption in the process.
The privacy and security issues for resource constrained
IoT devices need to be addressed and implemented
immediately, so that 10T can be put to work with its full
potential. In this direction, we have provided possible
research opportunities for future research work.This
survey will hopefully motivate future researchers to come
up with smarter, energy efficient and more robust
security protocols and make 0T safer.
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