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Abstract: : obliquely, the obfuscation becomes the vital mannerism for preserving the surreptitious data, so far it is necessary to pay
more attention to the art of hiding important images for the purpose of sending crucial decisions through the public media. It is usually
happened to hide important data in the image file to keep them away from being hacked illegally. The current work, a unique and
efficient method for hiding images in the MS Excel file is proposed, where data can be transferred with speed and security with slight
changes in the file size or any doubts from whom previously read its specifications or even the naked eye could not recognize the
variation, could be un-imperceptible for interceptors. The proposed method is to hide the colour or gray image with varied sizes
impeded in the Excel file in order to be transferred from the sender to the recipient without any change in its resolution. It also involves
transferring the colored image with its resolution details if the recipient is interested in such details, or it could be transferred as a gray
image if the color is not a required datum. In both cases, the color does not affect the safety instead of the involving speed through the
process of sending and the speed of image recovery by the recipient where the size of the data decreased, the main strength of Propose
System is the method does not affect the file used for hiding along with the mannerism of handling the information header with its
technique is unique so far being involved in literature survey. Wheras there is no difference in the technology of embedding, but a
difference in the method of embedding, we do not use traditional approach or sequential approach to embed the data, we use zigzag
approach, and likewise, the coding method is unconventional, it is new approach as we mentioned in the manuscript.
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recipient. The larger it is, the more accurate it will be, but
the faster the embedding and retrieval rate. In all cases, the
color and size do not affect the confidentiality of the
information, but rather the speed of embedding at the

1. INTRODUCTION

Nowadays, the surreptitious data becomes more and more
vulnerable than computer assets, S0 it has become necessary to

pay attention to the art of hiding important secret images in
order to send them to the places where critical decisions are
made. Usually, the important data is hidden in different
files such as video, images, sound, or other files in order to
protect it from those who are trying to access them illegally.
In the proposed method, images with different sizes
(original size, 256*256 and 512*512) and different colors
(colored or gray) were hidden by embedding them inside
an Excel file for transfer from the sender to the recipient,
depending on the desire to win quality or speed, or both,
where if the color details are important to the recipient, we
send them as they are, without changing the color and if
they are not important, they are sent in gray to reduce the
speed of embed and retrieval. As for the size, it depends on
the importance of the accuracy of the images to the

sender and the speed of image recovery at the recipient
when the size of the data embedded is less.

In this proposal, sophisticated methods of encryption
and concealment were used, so that the unauthorized
person could not retrieve that data when doubting its
existence. Matlab programming and GUI interfaces were
used to facilitate the application process for the user.

The most important features of the application include:

e The consistency or fixation of file size: A very slight
change in the file size of the vector. As the file size of
the Excel does not change by embedding an image
except by a slight amount (several Kkilobytes)
compared to the size of the hidden file (several few
megabytes
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e Unrecognizable: The involvement would be hidden
enough to the extent that it could be even felt with the
naked eye or by any person. It would absolutely be
unrecognizable that there is such an image file within
the Excel file.

e No cost required: It doesn’t need to buy expensive
computers, no need for high necessary expenses for
executing the application. It is possible to be applied
on normal personal computer with its available normal
properties. The higher the processor speed, the faster
the hide and retrieve speed

o Facilitate to use: It can be applied by those who do not
have programming experience. The application has
interfaces that even persons with low PC skills could
use it easily. It has been programmed with GUI
interfaces to make it friendly to the user.

A. Beneficiaries of the Application:

It is used in many fields, such as medical and military,
it can be useful and usable for transferring images of secret
maps between the distance military headquarters. So
through setting a plan of a roadmap to any military process
and the leader would transfer it to the specified situation of
execution, he could send it easily by the meant Excel file
and transfer it safely, so if it is hacked by the enemy, the
data would be saved unrecognizable. The enemy would
concern with textual data rather the image data. Then if the
map is colored and necessary to transfer it with full details,
means the color is necessary to be saved as it is for its
necessity. Otherwise, if the colures are not important to be
sent so it could be transferred plainly without the details or
data of colors that will ensure small size data and recovery
speed through receipt where the time of recovering and
transferring is so important to be concerned with especially
in the military or medical issues and so on.

The difficulty of retrieving the image in the proposed
method comes from the following reasons:

e Encryption: the embedded data is encrypted in a
complexed way.

e Masking method: the method of masking, which is
embedded randomly in the Excel file, is very
complicated.

Embedding method: the method of embedding data is not
serial, but zigzag.

2. RELATED WORKS

In [6], they proposed impervious stages to the research
work by adding multi-security levels that create multiple-
defense frontals against brute force. Thus, it is a little bit
complicated for an unauthorized person in order to
visualize the original data or intact it, , they proposed the
grey-level adjustment and different encryption calculations
(bitxor and shuffling operation of bit-wise, and stegano-
based cryptography), and information hiding which
accomplishing at the average of normal PSNR of 58dB,

RMSE with 0.6673, and NCC with 0.9917 of their
proposed framework with contrast and existing research
done in the state of arts with PSNR=40, RMSE=0.8115,
and NCC=0.981, so they improved the security just as the
nature of stego images and gave promising outcomes as far
as imperceptibility and security. In addition, the excellent
stego images and its less changeability in histogram,
likewise approve the validation of the proposed approach.

In [7], they used the art of steganography in cover
medium with imperceptible visualization by three image
channels. Additionally explained that the steganography
better hiding data than cryptography due to it conceals the
substance of the message yet not the presence of the
message without the attention to steganalysis as brought
right now, productive Steganography systems are being
presented dependent on LSB based Steganography(two
significant bits), diagonal pixels of the image. Symmetric
and Asymmetric key- based cryptography additionally
being utilized right now.

In [8], a new mechanism for steganography has been
presented in order to secure a huge sensetive data via cover
media as three channel image. different Size Image
Segmentations (DSIS) and Modified Least Significant Bits
(MLSB) where used in this work, DSIS algorithm has been
utilized randomly instead of sequentially for embedding a
secret image before embedding itself; The random
replacement also applied to the bit-wise at byte, an
effective hypothesis is shown simulation results that is
employed efficiently and satisfied high imperceptible
steganography images for both low band and high band of
payload.

In [9], author introduced the approach of encoding the
audio message, then hiding a short audio message into three
channel media (Red-Green-Blue palette) using Least-
Significant Bit (LSB) technique, the introduced a technique
that demonstrated a higher resemblance between the cover
image and attained steganography image, he had also
concluded of future work by embedding the audio message
within video file.

Reference [10] at 2018 presented the Stenography
through the font color palette of MS-Excel Sheet Cells with
the mechanism of the embedding the sensitive
information, it the primary methodology used to conceal
the information, considering the technique for movement
between non-empty cells of the content and the sequential
mannerism for selecting the actual hiding cells increasing
camouflage whenever the outside looker or intruder tries to
guess or visually preview, meanwhile it adds the significant
role for perturbation of extracting those data by the intruder
or unauthorized user and makes the approach much more
sophisticated against the brute force.

Reference [11] was proposed a modern approach for
stowing away data by utilizing the spacing occurred inter-
word and the inter-paragraph as a crossover technique in
the research work for steganography.
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In [12], researchers introduced a Zigzag Hybrid
Embedded calculation that is utilized in the proposed
framework. DES and LSB methods used to encode
information and afterward concealed it in the Excel sheet,
assumption to have a three channel pallet (Red-Green-
Blue) which permits dissipating the encoded information
upon Cover Excel File (CEF) with a slight changes in
Background Color Schema. The modification after
embedding is slightly for visual observatory sense, brute
force or intruders have explicitly no chance in attempting
to discover, it would be so doubtful to observe the
modification, no opportunity to figure any progressions by
visual look.

In [13], another methodology for steganography in
Microsoft words MS-word, the primary thought is that
setting any background color for undetectable characters,
for example, the space or the carriage return isn't reflected
or seen in the file properties.

3. TERMINOLOGY AND BASIC KNOWLEDGE

A. Image

An Image is a portrayal of a Real picture as series of
coefficients that can be stored and dealt by a computerized
PC. So as to make an interpretation of the image into its
coefficients, it is separated into small pieces called pixels
(picture components). For every pixel, the image-driven
collector records a pixels, or a series of coefficients that
depict some properties, for example, its attribute (the
intensity of the light) or its shading that translate into
numerical values [1] [2]. The values are in assortments of
rows and columns that relate to the vertical and horizontal
location of the pixels in the picture as shown in Fig.1.

-

_ pixel(x,y)

Figure 1. Digital Image Pixel

Computerized pictures have few fundamental qualities.
For instance:-

1) Digital Image: Digital images (Monochrome
Image)are the least complexed kind of pictures and can
take on two values, normally highly contrasting, or [0] &
[1]. A paired picture are alluded to as a 1 bit/pixel image
while it takes just a binary digit to represent each pixel.
Show Fig.2.

Two-level Images are regularly made from Grey-scale
Pictures through a threshold is turned white "One", and

those below it turned black "Zero" as shown in Fig.2. We
distinguished parameter of object in the picture to be as (2)

1if the point in the object
0 if the point in the background

beey) = | )

Figure 2. "One" or "Zero" is allotted in each pixel as a single bit (0 or 1)
* A 640 x 640 two-level image requires 43.5 KB of storage.

2) Grey-scale image: Grey-scale pictures are always
referred to as monochrome, or one-color Image. They
contain brightness data, no color data. The different
various brightness levels are accessible. The typical image
contains 8 bit/pixel (information, which permits us to have
the range (0-255), the far high value indicates distinctive
brightness (black) levels as shown in Fig.3. The 8 bits
image is commonly because of the way that the byte is
represented, which relates to 8-bits of information is the
standard unit in the realm of computerized PC with 6 x 6
sub-region as shown in Fig.3.

Figure 3. A 680 x 520 grayscale image requires over 360 KB of
storage, with 6 x 6 sub-region details.

3) Color Image: Color image utilized two-dimenional
matric for each color channel with the same size likewise,
two-dimentional matric for red (R), two-dimentional
matric for green (G), and two-dimentional matric for blue
(B) as shown in Fig.4. every pixel is normally represented
to be a 24-bit number containing the measure of its red
(R), green (G), and blue (B) parts, For some applications,
RGB color info is changed into scientific space that
decouples the brightness info from the color info. The
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hue/saturation /lightness (HSL) color change permits us
to depict RGB Imags in such a way that it can be more
promptly comprehend as it is illustrated in Fig.4.

Figure 4. Three bytes (e.g., RGB) channel image are depicted each
pixel, 640 x 480 24-bit color image, 921.6 KB of storage

1) Indexed Image: An Indexed representation—where
a 2D matrix contains a pointer to a color palette (or Look
Up Table - (LUT)), a 2D matrix of a similar size as the
image contains files (pointers) to a color palette (or color
map) of fixed greatest size (typically 256 colors). The
color map is just a list of colors utilized in that image. (Fig.
5) shows an indexed color image and a 4 x 4 selected
region, where every pixel shows the list and the
estimations of R, G, and B at the color palette that the file
focuses to Show Fig. 5.

Figure 5. Indexed Image Requires Color along with Look-Up Tables
(LUTSs), A 640 x 480 8-bit color, storage of 307.2 KB.

B. Least Significant Bit (LSB)

While having a look from outside of MS-Excel sheet,
the two types of the possible interchange and exchanging
of normal Excel file, while in fact, this Excel file is loaded
with invisible bit-wise concealment, it could be embedded
the intended image into an Excel file by using Least
Significant Bit (LSB). The least significant bit is the
lowest bit and is the least significant value in a series of
numbers in bit-wise binary representation; For example, in
the binary bit-wise 00111001, the Least Significant Bit
LSB is the far right [3] of bit-wise . The Most Significant

Bit (MSB) happens as we move to the far left [4] of bit-
wise. (MSB) 10111001 (LSB) number 00111001.

So, the cryptographer maintains the concealing of the
secret image within a color pallet of three channels (Red-
Green-Blue), trivial bits should be exploited and filled by
image fragments upon its strategic method. It should be
noted that Steganography is quite different from the
watermark: in steganography, there is a concealment of
illegal data for an illegal purpose, while watermark, is
mostly used to save copyrights for creative commons.

C. MS-Excel Sheet Color Schema Format

The main advantage of Microsoft Office is to provide
the color schema in their default setting parameters, the
Microsoft office brings us the benefaction to use these
advantages for hiding the image within these Excel Cells
into sheet itself, each sheet is built up with own color pallet
of the cell/cells in MS Excel sheet, likewise it falls into,
1st is Font Color Formatting (FCF) schema, 2nd is Border
Color Formatting schema, and last one is Formatting
(BCF) schema of Background Color Formatting BCF [5].
Each one from these schema formats in MS-Excel Sheet
color consists of a set of 24 binary digital numbers as Red
Green Blue (RGB) color schema as illustrated in Fig.6.
This schema permits the use of this method to use the
image steganography using utilizing the Least Significant
Bit (LSB), below are the main advantage of using the MS-
Excel Format:

1) Excel file does not attract attention, because its size
is small and the image size is large. The traditional
thing is to not embed a large file in a small file

2) The number of cells is very large, reaching billions,
and this provides us with sufficient capacity for
embedding.

Font-colored schem

Figure 6. MS-Excel cell’s color schema

C. System Specifications

The proposed systems were performed using an “Intel
Core 1 7, 2,26 GHz processor with 6 GB of RAM”. The
communication tests made with the 30 Gb/s Ethernet
network in terms of high speed circumstances. It is
obvious that a Matlab could run on a much more
competitive machine than the expectation in terms of
imperceptibility and secrecy. The program used to
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develop the imperceptible Image Steganography
Approach (U-11SA) is Matlab R2016a as shown in Fig.12,
Notification of System limitations that hamper the overall
performance are, First the speed of both computers(sender
and receiver), second the both sides have to use the same
version of MS-Excel.

4, UN-IMPERCIBTIBLE IMAGE STEGANORAPHY
APPROACH

The current work mainly proposed a method for hiding
images in the Excel file. The main contribution of this
paper is the use of an Excel file for transferring images by
embedding the image data into the background color of
Excel file cells. The idea is novel and creative. This section
is to explain in depth the research technical with
experiment.

Despite the proposed method reliance on the traditional
(LSB) algorithm for hiding, but it is considered as one of
the new methods of concealment, which started from
encoding image data and then the method of zigzag way of
embed it.

In order to apply the proposed model (U-1ISA) for
hidden image, gather all bits available in image pixel color
into one vector, fragmentation and flipping parts, then
defragmentation was used to encode the image data, while
LSB algorithm is used to hide data via fragment the vector,
finally, distribute parts on a specific Excel cell background
color in zigzag way to embed it.

To apply proposed model (U-11SA) for extract image,
extract data that was embedded in a specific background
cell in Excel file, then gather it in one vector, after that do
fragmentation and flipping these parts, then
defragmentation as same as we do in embed method to
obtain a new vector, depending on the type of original
image, we will convert the vector to new array. As shown
in Fig. 13 (Overall Proposed System (U-11SA)).

Finally, convert this array to the original image. The
detailed description for this proposed model is below.

A. Preprocessing

It is the most important stage of the proposed model, as
determine the below issues effects on the efficiency of the
model. Decision should be taken carefully depending on
the type of information need to be hided.

In some cases image could be transmit in gray even
though the original one was colored, for example if
authorized sender have analyzed the secret information
and ensured that there is no missing data will be if the
secret image has been change form RGB color to gray
color, so the decision for same cases will be sending the
image in gray color to gain speed and there is no wasted
time to transmit unimportant data.

Another case can be effect on the efficiency of the
model, the size of the secret image. Authorized sender
must check the minimum size of the secret image that can
contain full information of data, for example, in case the
secret image is very big and if the resize of the image to
small size will keep all information in save. In this case the
image must be resized to the minimum to speed up
transmission time. Therefore, our approach can be used to
hide colored or grayed images with varied sizes.
Authorized sender must be careful of the following:

- Original image size

- Size of the sent image (256*256, 512*512, ...)

- Dimensions of the sent image (length and width)

- Sent image format (Gray or RGB)

The secret image file size will differ from the original
size depending on the nature of the image data. The
resulting file might be smaller to ensure speed up the time
of embed, extract, and transmit of image in an excel file,
or it might be larger to ensure the accuracy of the image
data details, after that, length of encoded data and number
of cells in Excel sheet are determined. Gaining speed and
accuracy one of the most important aim of preprocessing
stage, as our method does not depend on a fixed size of the
image, but is analyzed and decision taken to change its
size and details of its data, as explained below.

The following equations are needed in preprocessing
stage:

e To calculate number of bits in image:
No.of bits = length * width * No.of color * 8 2)

e To calculate number of cells in RGB color image:

No.of cells = No.of bits /| 6 3)
e To calculate number of cells in Gray color image:
No. of cells= No. of bits / 4 4)

In our application, the first window is image selection
window, to determine the best image size and format to
transmit all details of data, as shown in Fig.7.

Decision should be taken first weather the image must
be embedded in the same color of the original image or
there is no need for the color, in this case the colored image
will be changed to a gray image to make the size of the
image less, and that will affect the time of embedding data
to excel cells and the time of extracting the image from
excel cells, in this case we are going to gain speed.

In case the original image is small, and need to be
larger to ensure that all details are cleared to the receiver,
in this case the size of image will be increased and the time
of embedding and extracting data of image will be
increased, in this case we gain accuracy instead of speed.

In case the original image is big and there is no change
in details if the size becomes lesser, we should change the
size to gain the speed of embedding and extracting image.
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Figure 7. Original size less than 256*256 pixel

During the transition between the cases of color and
size, the required choice in terms of the number of cells
required for concealment becomes clear, through which
we determine the win in the speed of concealment, or the
accuracy of the image.

In case of the size of original image color (42*113)
pixel size is smaller than (256*256), we show that to gain
the speed to hide, we must select original image size with
gray color, as it’s the lowest in the number of cells between
gray image colors that needs to hid, while if we want to
gain the accuracy in the image, we must select original in
both of RGB image color and size, as it’s the lowest in the
number of cells between RGB image colors. As we show
in table 1 and Fig.8.

TABLE 1. SIZE OF ORIGINAL IMAGE IS A SMALLER THAN
256*256 PIXEL SIZE

Image | Width | Length |No.of it per| No. of |No of bit§ No. of
size and colors |color | bytes cells
format
Original
nonel| 4 | 113 | 3 | 8 | 14238 | 113004 | 18984
Original | 45 | 493 | 1 | 8 | 4746 | 37968 | 9492
Gray
515:;?312 512 | 512 | 3 | 8 |786432| 6291456 1048576
515:;’;3 512 | 512 | 1 | 8 |262144|2097152| 524288
25;23356 256 | 256 | 3 | 8 |196608|1572864| 262144
PO6*257 | o6 | 256 | 1 | 8 | 65536 | 524288 | 131072
Gray

1200000
1000000
B0000D |
600000 |
400000
200000
o F
NO. OF CELLS WE WILL NEED IT.

= Original RGB | 18984
| m Original Gray | 9492
5127512 RGB | 1048576
..512'512 Eray-. 524288
|m 2567256 RGE | 262144
.-255.256 GFGU'I 131072

Figure 8. No. of cells needs when choice color and size image.

In the second case of the size we took original image
color in (305*305) and it is between (256*256) and
(512*512), we show that to gain the speed to hide, we must
select (256*256) size with gray color, while if we want to
gain the accuracy in the image, we must select original
RGB image color with (512*512) size, it’s the lowest in
the number of cells between RGB image colors. If we want
to gain the speed and accuracy at the same time, we select
the original image without change as in table 2 and Fig.9.

1200000
1000000 | 7 |
800000 |
600000
400000
200000
o

| NO. OF CELS WE WILL NEED IT

372100

186050

1048576

524288

524288

131072

.I Original RGB ]
® Original Gray |
=512*512RGE |
/5127512 Gray |
|m 2567256 RGB |
-256‘2555ra\-’]

Figure 9. No. of cells needs when choice color and size image.

TABLE 2. SIZE OF ORIGINA IMAGE IS BETWEEN (256*256) and
(512*512) PIXEL SIZE

Image width [Length No. of Bit [No.  of No of bits | No.
size and color [per |bytes of cells
format olor

ogg'ga' 305 | 305 |3 | 8 |279075| 2232600 | 372100
og?é;a' 305 | 305 |1 | 8 | 93025 | 744200 | 186050
512%51

Secp 512 | 512 |3 | 8 |786432| 6201456 | 1048576
S12"51 \o1o | 512 |1 | 8 |262144| 2097152 | 524288
2 Gray

256%25

SRop |256 | 256 |3 | 8 |196608| 1572864 | 262144
256"25 1,56 | 956 1 | 8 | 65536 | 524288 | 131072
6 Gray
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In third case of the size of original image color we choice

a (774*1032) pixel size and it is bigger than (512*512),
we show that to gain the speed to hide, we must select
(256*256) size with gray color, while if we want to gain
the accuracy in the image, we must select original RGB
image color with original size, as we show in table 3 and
Fig.10.

TABLE 3. SIZE OF ORIGINA IMAGE IS A HIGHER THAN 512*512

PIXEL SIZE.
image |width|Length| No. | Bit No.of | Noof [No.of
format of | per bytes bits cells
and size color |colors

Original 239630 |1917043 [319507
ongnal | 774 | 1032 | 3 | 8 p : A
Original | 72, | 1030 | 1 | 8 | 798768 |6390144 [I29753
Gray 6
512%512 104857
e Pl s12 | s12 | 3 | 8 | 786432 6201456 [
glri;m 512 | 512 | 1 | 8 | 262144 |2097152 [524288
é‘r’é’;m 256 | 256 | 3 | 8 | 196608 |1572864 262144
ér;g;zse 256 | 256 | 1 | 8 | 65536 |524288 (131072

Figure 10. No. of cells needs when choice color and size image.

For the 3rd example, if we want to gain the speed and
accuracy at the same time, we select the original image
without change, finally, for gain speed and accuracy are
briefly shown in the table 4.

TABLE 4. THE SPEED AND ACCURACY GAIN IN BRIEFLY

Image Lower than  [Higher(256*256) Higher than

Size (256*256)  |Lower (512*512) (512*512)
RGB Gray RGB Gray | RGB Gray

Original Speed faccuracy

512*512 | Accuracy accuracy

256*256 speed Speed

B. Embede Data

In this process we will embed the image data in the
background color of the Excel file cells. This process will
pass in several steps to prepare the image data to be an
encoded data in order to embed it in the cells of Excel file.

1) Select Image: When the image is selected to be
hidden, upload its data to the proposed program to
implement its data via some function in order to
systematically change its data via encryption processes.
The purpose of this encryption is to increase the protection
of data from intrusion or unauthorized people to retrieve
that data. Also, it is considered the first line of data
protection.

If we talk about the RGB image, we know that the
image data is a matrix (M, N) of pixels and every pixel of
the image is a 24-bit representation of the RGB color
mixture. In the following example, if this data is a part of
an image and we want to embed it in a specific Excel file:

Red Green Blue
10011101 10010010 10010001 1st pixel
10010101 10110010 10011001 2nd pixel
10011101 10011010 11010000 3rd pixel
10110100 11010011 10110001 nth pixel

For each color, each pixel in colored image will separately
flip the data from right to left. This step is to strengthen the
data encryption in order to obstruct the retrieval process by
intruders, as follows:

Red Green Blue
10111001 01001001 10001001 1st pixel
10101001 01001101 10011001 2nd pixel
10111001 01011001 00001011 3rd pixel
00101101 11001011 10001101 Nth pixel
Red | Green | Be | [ Red | Green | Biue

10111001 01001001 10001001 _____.

10101001 01001101 10011001

Then, it will gather this data into a vector (1 * n) as follows:
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After this step, the image data is encrypted and is ready to a) Assign Header: Assign address cell (HMR500) as
embed now. In the next step we will prepare Excel data to a header to imbedded information about the encrypted data
embed the encoded data. This step is explained briefly in  that will be embedded later, involves its first cell name and
the pseudo code : Select Image box bellow and in the  number of the cell that will embedded in cover, which is

Flowchart 1. randomly selected. Also, the number of bits of the
Pseudo code: Select Image: encrypted data the header information is shown in Fig.11.
Choose the RGB image that we want to hid, read image data Certainly, the selection of the first cell will be after the cell
array (MN). (HMR500) in order to ensure that no inclusion is made
Fori=1to M . . L
Forj=1toN over the header information and this is done through (5),

o For each pixel, for each color (RGB), flip the 8 bits (6)
from lefttoright. ) row = 10000 * riund (rond, 2) (5)
o Contact all new flipping data in one vector (1,C)
E:jd column = 10 * round( round, 1) (6)
n
L= length (vector (1,C)) B ——— : .

(" NeedScellsforthe ( Number of digit for

& 1st cell address for 2 _Secretmessage
/ — ) - / e -
— = " o .

il i <  ——  S— u
\ J AN J/

R —— — N
/ Select RGB Image / [(sgdressforist | 3 dmet ]

N/
"/

* Rl = - :

| Read pixel data | Figure 11. Hidden process for the header information.

b) Embed Header: The second step of embed encoded
data in the background color of Excel cells are
explained in the next pseudo code and also in

flowchart 2.
No
/ Select Excel file /
Select randomly the first cell address name to embed
) - vector (1.C) in.
For each pixel, for each color (RGB), flip the 8
bits from left to right +
* Go to cell (500HMR), by using LSB methods, embed the
first cell address name in background cell color.
Contact all new flipping data in one vector
(1.0) *
v

— Sequentially, at the next cells, embed the length of
=i+l (vector (1,C)).
L=length 1

Flowchart 2. Selecting MS-Excel File

Flowchart 1. Selecting image

2) Select Excel File: In this step, we will select the
Excel file that we want to embed the encrypted data in.
When the intended file is specified, it will be prepared to
embed data. This step has two stages(psedo code : Select
Excel File box):
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Pseudo code: Select Excel file

e Choose the appropriate Excel file.

o Select randomly the first cell address name to embed vector (1,C)
in.

e Go to cell (HMR 500), by using LSB algorithm; embed the first
cell address name in background cell color.

o Sequentially, at the next cells, embed the length of (vector (1,C)).

3) The Embedding and Saving Process: This process
is done after preparing both encoded data and ground for
embed. Every 6 bits of encoded data will be strip and
embed in the background color of the cell via 2 bits per
color in RGB color. The method that is applied for embed
data is the least significant bit (LSB). The distribution of
the bits on the cells will be in the manner of zigzag way,
as shown in Fig 12.

HU HV HW HX HZ
499
500 1st cell
501 | 2ndcell | 3rd cell
502 4th cell | 5th cell
503 6th cell | 7th cell
504 nth cell

Figure 12. Manner of zigzag way.

The embed process steps are explained in the next pseudo
code : Embedded Data Box and also in flowchart 3.

Go to the (first cell address name) to embed
(vector (1.C))

| Cut the first 6 bits from (vector (1.C)) |

v

Embed these 6 bits in the appropriate background cell
bv usina LSB methods

v

| Go to the next cell by zigzag miner

Flowchart 3.Embedding Data
C. Extract data

It is the part where the image is retrieved through
extracting the data that was embedded in the Excel file, as
follows

Pseudo code: Embed data (Embedding and Saving

Process)
To embed parts, go to the (first cell address name) to embed
(vector (1,C))
For k=1to L/6
e Cut the first 6 bits from front of (vector (1,C))
e Embed these 6 bits in the appropriate background cell
color by using LSB methods. Distribute 2 bits for each
color (RGB)
o Go to the next cell by zigzag way
End

Choosing the Excel file that contains the encrypted data,
and through the information which is embedded in this file,
we can extract the first cell name which is the starting point
that contains the encrypted data. In addition, the number of
bits through which we identify the last cell that contains the
encrypted data.

After reaching the first cell that contains the encrypted
data, we take the first 2 bits from each color R, G and B in
background cell color to create the first 6 bits in a vector.

The process continues (N/6) times until reaching the
last bit embedded in the cells provided that the transition
from one cell to another is in the manner of zigzag in the
same as a way of embedded previously. With each time,
the new extracted data will join with the previous data that
was extracted to create a vector (1 * N) as shown in the
following figure.

[ £0411002010020011000100LL0101001010011011001 2004 10111001 0:0110010000;

Then each 8-bit is cut separately to create a matrix
(N/24, 3), for each row being a RGB pixel with 24-bit data.

Red Green Blue
10111001 01001001 10001001 1 st pixel
10101001 01001101 10011001 2 nd pixel
10111001 01011001 00001011  3rd pixel
00101011 11101001 01001001 N th pixel

Then it flips each 8 bits from right to left as shown below.

Red Green Blue
10011101 10010010 10010001 1st pixel
10010101 10110010 10011001 2nd pixel
10011101 10011010 11010000 3rd pixel
11010100 10010111 10010010 Nth pixel

After this step, this data will convert to get the original
image. The next pseudo code: Extract data Box and flowchart
4 are to explain the extracting data process.
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@ Pseudo code: Extract data
1) Select the Excel file that contains the encrypted data. Go to the

cell (HMR 500)
/ Select the Excel / eRetrieve the name of the first cell in which the data was
embedded, suppose (1320AS)
+ o Sequentially, Retrieve from the next cells the length of encoded
data (L) that was embedded.
Read the cell (500 HMR) 2) Go to the first cell (1320AS) in order to start to retrieve the
1 encoded data.
A 4 eFori=1toL/6

. V Pick 6 bits via 2 first LSB from each color RGB in one cell
CN =Name of the first and gather it on the end of string (S).
cell suppose (1320AS) V Go to next cell in zigzag way.
+ eForj=1toL/8
V Pick first 8 bits from string(S), flip from right to left.
V Insert the 8 bit in end of new string S1.
V S =the rest of S except the first 8 bit. .

L= the lenath of encoded

* eFork=1to L/24

- V Pick first 24 bits from string (S1) and insert it in a queue
i= Q

+ V S1 =the rest of S1 except the first 8 bit.

o Convert the queue (Q) to RGB image.

Yes

v

Pick 6 bits via 2 first LSB —>
from each color RGB
v
| String (S)= string (S)+ 6 | Pick first 8 bits from
string(S), flip from
v
— right to left.
Go to next cell in zigzag +
+ String (S1)= string (S1)+ 8
=i+l +
— Figure 13. Overall Proposed System (U-1ISA)
k=1 =i+l
5. CONCLUSION AND FUTURE WORK
e As we know, the embedding process must have less
No : than a third of the volume of data included to ensure
Extract image =RGB ( queue (Q) that the host is not affected by the addition.
v o Although the size of the Excel file (the host) is small
& compared to the size of the (added) image, the size of
Pick first 24 bits from the Excel was not changed much.
string (S1) e In the practical application of the program, a three-
v @ megabyte-sized image was hidden in an Excel file of
Queue (Q) =queue (Q) 312 KB. We note t_hat the_ExceI file, as the result of
the process containing the image has become 320 KB.
v That is, the amount of change is very small.
| S1 = S1 - the first 24 bit. |  Image embedding speed depends on processor speed
! and image size to be hidden.

e There are two reasons explaining the novelty in this
j=j+1

paper, the first of which is to hide an image of a very
large size compared to the medium in which it is
hidden, and the second is to hide an image in an Excel
Flowchart 4. Extracting Data file.
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Additionally as we mentioned in introduction section,
the difficulty of retrieving the image of U=IISA is
Encryption: the embedded data is encrypted in a
complexed way. Masking method: the method of
masking, which is embedded randomly in the Excel file,
is very complicated. Embedding method: the method of
embedding data is not serial, but in zigzag minor.
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