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Abstract: The Internet of Things (IoT) integrates billions of smart devices that can communicate with one another with minimal human
intervention. It is one of the fastest developing fields in the history of computing. It is a promising system that needs new protocols
and architectures in comparison to conventional networks. Security has to be tackled effectively in this system as it considered one of
the main critical issues. Because heterogeneity is an inherent feature of IoT, it raises a large number of security concerns that must
be addressed through new methodologies like cryptographic algorithms to mitigate the risk. The goal of this work is to provide a
comprehensive survey of ML methods and recent advances and methods that can be used to develop enhanced security methods for IoT
systems. IoT security threats that are related to inherent or newly introduced threats are presented, and various potential IoT system
attack surfaces and the possible threats related are discussed.
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1. INTRODUCTION

Till now, there is no standard definition for the Internet
of Things because it is such a rapidly evolving area that
we still do not have a concrete vision of what will be
covered under it in the coming years [1]. One of the most
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’things’ embedded with sensors, actuators, and software and
connected through the internet to collect and exchange data
with one another [2]. The IoT can be considered a collection
of interconnected objects that enables devices and people to
be connected anytime using any network and any service,
as shown in figure 1. The composition of IoT consists of
several parts [3]:

eWireless sensor networks and Machine-to-Machine

(M2M).

e Embedded Mobile.

e Securing and Controlling the services.

o Energy consumption management.

e Healthcare.

e Smart Cities.
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Figure 1. The Envisioning of IoT

e Everyday devices. M2M refers to communication between two devices or
more through mobile or fixed networks and using verti-
cal point-to-point communication. Furthermore, the M2M
applications comprise a hardware module integrated with a
user’s device, with the main purpose of mitigating costs in
terms of maintenance and management costs. Unlike M2M,

Although IoT and M2M systems are sometimes used in-
terchangeably, they are not the same thing [4,5]. They do,
however, share many similarities. A shared feature of both
can be remote access to devices. Nevertheless, there are
some crucial differences between them. For instance, the
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the IoT is considered a more comprehensive concept than
M2M and can connect the computer with ’things”. M2M
is determined mainly toward SIM cards or by fixed-line
installation. On the other hand, the IoT is more oriented via
IP networks or software solutions [3]. Nowadays, securing
the IoT is very challenging and considered one of the
notable aspects of IoT development. The IoT presents a
broad range of challenges and security risks to IoT devices
themselves. We can assert that security is required to protect
IoT platforms and devices from information and physi-
cal attacks. Researchers have developed several encryption
methods and techniques to overcome these challenges and
mitigate several types of attacks, such as firmware hijacking,
DoS, encryption attacks, and Man-in-the-Middle attacks.
Industry leaders consider security a manageable risk that
must be minimized and treated besides all other threats. The
process for managing the security risks in the IoT is similar
to managing any other risk: identify the individual threats,
evaluate threats, and deploy defensive measures appropriate
to each risk. The main purpose of this paper is to present
a survey on IoT communication, networking, and security.
Section II presents the architecture of IoT. Section III of this
paper presents the classification of attacks in IoT. Section IV
of this paper will mainly focus on the security and privacy
of IoT. Section V sheds light on communication protocols
that used in IoT. Section VI talks about the future of IoT.

2. 10T ARCHITECTURE

There is no single agreement on architecture for IoT,
which is accepted universally. Different architectures have
been proposed by different researchers.

A. Three- and Five-Layer Architectures

In 10T, there are two types of architectures, three-layer
and five-layer architecture. The three-layer architecture is
considered the most foundational architecture, as shown in
figure 2.

The three-layered from its name comprises three layers:
perception, application, and network. (i) The perception
layer has sensors that play a vital role in gathering informa-
tion and recognizes other smart objects in the environment.
(i) The application layer is focused on applications and
particular services that need to be delivered to users. It
describes several IoT applications that can help the users
in their daily lives, such as smart cities, smart homes,
smart health, and smart grid. (iii) The network layer focuses
on transmitting and processing sensor data and connects
smart things. The three-layer architecture plays a vital
role in representing the main IoT concept. However, this
architecture is inadequate for research on IoT as the study
focuses more on more delicate IoT aspects. As a result,
researchers developed several layered architectures in the
literature, such as the five-layer architecture that added
two additional layers, processing, and business layers [4].
The five-layer architecture comprises business, application,
processing, transport, and perception layers, as shown in
figure 2.

Application Layer Business Layer

Application Layer

Network Layer Processing Layer

Transport Layer

Perception Layer
Perception Layer

A B

Figure 2. Types of architectures in IoT (A: Three-layers) (B: Five-
Layers).

The perception and application layers serve the same
purpose, similar to three-layer architecture. The functional-
ity of the remaining layers can be summarized as follows:
(i) the transport layer is responsible for carrying the sensor
data and transfer it from the perception layer to the pro-
cessing layer through the network using 5G, 4G, Bluetooth,
Radio-frequency identification (RFID), Local Area Network
(LAN). (i) The processing layer responsible of receives,
store, examine and process vast amounts of data from
the transport layer. This layer is capable of handling and
implementing a broad range of services to the lower layers.
Also, it uses several technologies, including data processing
models, fog computing, cloud computing, and databases.
iii) The business layer is accountable for maintaining the
entire IoT system, such as business, application, and profit
models, and managing users’ privacy.

In this paper, we will not mention the business model
in IoT. Ning et al. [5] proposed an architecture based on
the human brain’s layers of processing. It is motivated by
the intelligence of humans, critical thinking, ability to feel,
make decisions, and respond. Their architecture is consisted
of three layers. The first layer is called the human brain,
which is similar to the unit responsible for managing data
and the data center’s processing. The second layer is called
the spinal cord, which is equivalent to intelligent gateways
and distributed networks processed by nodes. The last layer
is called the nerve network, which focuses on the sensors
and the components of the network.

B. Cloud and Fog Based Architectures

In some architectures, processing data is performed by
cloud computers. For instance, cloud-centric architecture
puts the cloud in the center, with a network of things
underneath it and apps above it [6]. Cloud computing is
powerful because it offers exceptional scalability and several
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services, includes storage, platform, software, and core
infrastructure. Companies can use these unique services as
it will enable them to save a lot of space, time and managing
their resources efficiently as many companies now offer
cloud services upon request, which will make companies
save much money. Furthermore, cloud services usually have
supercomputers, which means that the tasks can be achieved
quickly. Also, other tools can be provided by developers,
such as machine learning tools, visualization tools through
the cloud.

Recently, a novel system architecture, known as fog
computing [7], has been revealed, in which sensors perform
part of the analysis and data processing. Several layers are
inserted between the physical and transport layers in a fog
architecture approach, including monitoring, preprocessing,
storage, and security layers. Figure 3 illustrates the architec-
ture of fog computing in IoT. The preprocessing and moni-
toring layer are performed on the edge side of the network
prior to relaying the data into the cloud. Furthermore, the
preprocessing layer is responsible for filtering, processing
and analyzing sensor’s data.

The storage layer is responsible for providing data
replication, distribution, and storage functionalities. Finally,
the security layer is responsible for encrypting and de-
crypting the data and maintains privacy and data integrity.
The keywords “edge computing” and “fog computing” are
commonly utilized reciprocally. The term fog computing
was initially found by Cisco, which refers to smart gateways
and sensors, while the edge computing term is somewhat
more penetrative. This concept enables physical devices,
such as pumps, lights, and motors, to perform smart data
preprocessing. The primary goal is to accomplish many
data preprocessing in the devices mentioned in our previous
examples above, which are referred to as at the edge of
the network. The architecture diagram is not much different
from the one we mentioned in figure 2.

The Fog computing paradigms are becoming popular
means of utilizing resources optimally by the IoT devices,
extending quality of service to the vicinity of the user, and
achieve fast processing in the IoT-cloud ecosystems. Fog
models allow fast processing of data, easy to reach storage,
and reduce bulky network transition. The inefficiencies of
the cloud inspire unnecessarily big data to be sent to the
backhaul of the network, which incapacitates the cloud
infrastructure. Fog computing addresses the limitation of
the cloud systems by improving robustness, efficiency, and
performance of cloud infrastructure [8].

Edge or Fog computing is an alternative to cloud
computing that can be used to offload the storage and
computations from the [oT devices [9]. The difference is
that cloud computing uses a server while fog computing
uses a network edge or an edge device. It is an end-user
device, located close to the IoT network [10]. It not only
provides data but also processes data. In fog computing,

Transport Uploading pre-processed and secured data to the

Layer Cloud

Security Layer Encryption/decryption, privacy, and integrity

measures

Data distribution, replication, and de-duplication
Temporary

Storage Layer Storage space virtualization and storage devices (NAS,

FC, ISCS], etc)

Pre-processing Data analysis, data filtering, reconstruction, and

Layer trimming
EEEE Activities monitoring, power monitoring, resource
Monitoring o o .
monitoring, response monitoring, and service
Layer .
monitoring
Physical and Virtual sensors and virtual sensor networks

Virtualization

Layer Things and physical sensors, wireless sensor networks

Figure 3. the architecture of fog computing in IoT

the end-user device requests the services and also handles
the computing task. Cloud computing offloads the data
management to the server while edge computing distributes
the management load towards its edges [11].

Consequently, in this paper, we will not go into detail
about edge computing. Furthermore, there is not a clear
boundary between system and protocol architectures. Fre-
quently, the system and protocols are designed in parallel.

3. 10T SECURITY AND PRIVACY

IoT provided users with numerous benefits; nevertheless,
it has also introduced some challenges. Security and privacy
risks are considered as a primary interest for security
researchers. Many businesses and government agencies are
in a difficult situation as a result of these two factors[8].
Widespread cybersecurity attacks have shown the vulner-
abilities of IoT technologies. Of all the challenges that
are currently identified, none of them has a great impact
on IoT adoption than security and privacy. Nevertheless, it
is unfortunate that end-users do not always recognize the
implication of security until a breach happened, causing
severe damages such as loss of critical data, and data
exfiltration. With the continuous security breaches which
have jeopardized the users’ privacy, the desire of the users
for poor security is declining these days. Consumer-grade
Internet of Things did not hold up properly in a recent
review of privacy and security. There were numerous vul-
nerabilities in current automotive systems.
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A. Security

The Internet of Things differs from computing devices
and traditional computers, making it more vulnerable in a
variety of ways [8]:

o Several IoT devices are primarily intended for large-scale
deployment. The use of sensors is a great example.

e Typically, an IoT deployment consists of a group of
similar or nearly identical appliances with similar char-
acteristics. This resemblance magnifies the impact of any
security flaw that could affect a large number of them.

o Likewise, several institutions have developed risk assess-
ment guidelines. As a result of this step, the number of
links connecting IoT devices is likely to be unprecedented.
Furthermore, it is evident that numerous devices can create
connections automatically and communicate haphazardly
with each other. We can clearly say that the IoT security
tools, techniques and tactics needed to be considered.

Despite the fact that security in the information and
technology sector is not a new issue, the implementation
of IoT has introduced unprecedented challenges that must
be addressed. The users are expected to trust that the IoT
devices and services are secure from flaws and weaknesses,
especially as this technology becoming prevalent, passive,
and incorporated into our daily lives. With poorly protected
IoT gadgets and services, one of the most important avenues
for cyber-attacks as well as the exposure of user data is
through data streams that are not sufficiently protected.

The interconnectivity in IoT devices can sometimes
cause issues as if the device is not secured well and con-
nected, it will potentially affect the resilience and security
of the other devices in the network. We can obviously notice
that this behavior is merely made about the challenge of the
significant employment of homogenous devices of 1oT.

Aside from the ability of some devices to mechanically
connect with other devices, this implies that IoT users and
developers alike have a responsibility to ensure that they
are not endangering other users as well as the Internet
itself. In the IoT [8], a shared approach is necessary for
developing an efficient and suitable solution to overcome
these challenges. IoT faces numerous vulnerabilities when
it comes to authentication. For example, [oT faces various
vulnerabilities when it comes to authentication, which re-
mains one of the most significant issues in the provision of
security in many applications. There is a limitation in using
the authentication in IoT, as it is capable of protecting only
one type of attack, such as replay attack, Denial of Service
attack (DoS).

The prevalence of risky applications due to their natural
multiplicity of data collection in the IoT environment makes
security one of the most vulnerable areas in IoT authenti-
cation. Contactless credit cards, for example, are capable of
authorizing names and card numbers to be read without the
authentication of IoT; this enables attackers to use the credit
cards and purchase goods in it by relying on the identity

and bank account number of the cardholder.

Another type of attack in IoT is a Man-in-the-Middle
attack, where the attackers can hijack the communication
channel to eavesdrop on the information when transmitted
over the network in real-time. This type of attack enables
the bank server to identify the transaction as a legitimate
event since the attacker does not need to know the victim’s
identity [9].

B. Privacy

The perspective of IoT usefulness is reliant on how it can
respect the privacy options of end-users properly. Concerns
about the potential harms and privacy associated with IoT
might be notable in delaying the IoT full adoption. It is
necessary to understand privacy rights, as it is crucial in
assuring the users’ confidence and self-confidence in the
IoT, the related services offered, and the connected device.
Much effort is being considered to guarantee that IoT is
redefining the issues in privacy. For instance, identity theft,
data misuse, and profiling individuals. The reason behind
the privacy concerns is because of the ubiquitous intelli-
gence embedded artifacts where the process of sampling and
dissemination of information in the IoT may be performed
almost in any place.

The omnipresent connectivity through the internet is also
a crucial aspect that helps comprehend this issue because
it will be easier to obtain personal information anywhere
globally [10].

C. Interoperability

The users’ value is known to be hampered by a frag-
mented environment of proprietary IoT technical imple-
mentations. Although full interoperability across products is
not feasible always, the end-users may not like purchasing
products that lack flexibility and are subject to dealer lock-
in. Detrimental outcomes can affect the network resources
when the 10T device has a poor design.

Another vital aspect is cryptography, which has been
used since 1900 BC [reference out of this paper] to im-
plement security in applications and ensure confidentiality
and integrity of data [6]. One secure application is not
sufficient enough when it comes to providing a defensive
mechanism against the threats. As a result, different layers
of security are needed to combat threats to IoT authen-
tication. Cyberattacks can be avoided by designing and
developing a product that has robust security features. The
evasion used to occur because end-users buy products with
sufficient security protection to safeguard against flaws.
Many strategies can play an essential role in achieving
security in IoT; the cybersecurity framework is one of them
[6].Furthermore, various factors might have an impact the
efforts that ensure security in IoT devices, including:

e Quarterly Updates: IoT manufacturers used to push
security updates on their devices quarterly. The security
patches and operating system updates are likewise upgraded
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[7]. Hence, hackers get enough time to find vulnerabilities
and steal sensitive data.

e Embedded Passwords: In order to support engineers
and technicians in troubleshooting operating system prob-
lems or remotely installing necessary updates, the IoT de-
vices store embedded passwords. Nevertheless, adversaries
could use this feature to penetrate the security of the device.

e Automation: users and enterprises usually use IoT
systems’ automation property to collect data or analyze the
activities of their business. Nevertheless, integrated artificial
intelligence can access such sources, enabling adversaries
to access the system, which can happen when the malicious
sites are not defined.

e Third-Party Applications: Organizations can perform
specific operations through numerous software applications
available on the Internet. However, the authenticity of these
applications could not be easily determined. The unauthen-
ticated application might give the attacker the privilege to
automatically access the system and corrupt its database if
the employees installed it on their device.

e Remote Access: Various network protocols can be
utilized by the IoT devices for remote access purposes,
such as ZigBee, Z-Wave, and Wi-Fi. Adversaries could
quickly access these protocols by establishing a malicious
connection since the specific restriction is not addressed.

e Monitoring: The IoT manufacturers usually configure
unique device identifiers (UDID) to monitor their devices.
However, some manufacturers do not put security policy
in their consideration when designing their devices. As a
result, monitoring and tracking suspicious online activity
becomes difficult.

e Inappropriate device authentication: Authentication
services are needed when it comes to restrict or limit the
threats across the network, and the main issue is that most
IoT applications do not use this service. Hence, Adversaries
can access the system easily and threaten the user’s privacy.

4. CLASSIFICATION OF ATTACKS IN IOT

Identifying possible threats in architecture based on tar-
get set and attacker behavior is notably essential to develop
security solutions. Several companies have invested many
assets and resources to secure their network environment,
IoT-based, in recent development. In IoT, the types of
attacks can be classified into two categories, as presented
in figure 4.

We divided the protocol based into two sections, com-
munication protocol attacks and network protocol attacks.
The communication protocol attacks cover various types
of exploitations that occur during the transitory phases
between nodes. These types of attacks include sniffing
attacks, pre-shared key attacks, and flooding attacks. In the
network protocol attacks, exploitation takes place when a
connection is established. Attacks include sniffing attacks,

wormhole attacks, and selective forward attacks. In data
based attacks, the adversary can exploit and affect the
messages and data that travel to the node site. These types
of attacks include Data exposure, Denial of Service (DOS),
hash attacks, and malicious node VM creation.

TABLE 1. TYPES OF ATTACKS IN IOT

TYPES OF ATTACKS IN 10T
Type of attack Active Passive
Eavesdropping Attack No Yes
Masquerade Attack Yes No
Denial of Service Attack | Yes No
Port Scanning No Yes
Message Reply Yes No

In IoT, there are two types of attacks that related to se-
curity namely active and passive attacks. Table 1 illustrates
the well-known IoT attacks based on passive and active
forms that are capable of affecting the performance of the
network. In order to mitigate the risk and impact of network
performance, the latest security mechanisms are required.
Differently, passive attacks require defense mechanisms
that are limited to monitoring tactics and therefore have
a negligible impact on the performance of the network.

Eavesdropping Attack: In this type of attack, the
adversary can intercept and gather the data and later used for
attacks, such as botnet attack. The adversary can intercept
much information during this attack, such as username,
passwords, unencrypted data, and hardware information can
be examined with advanced assistance tools. A significant
number of IoT devices in the market are currently not
secured and intelligent enough to mitigate the threats of this
type of attack and become an easy target for adversaries.
Unfortunately, it is very difficult to prevent or detect passive
network eavesdropping attacks. Usually, data is already
being collected by the time an attack is noticed. Wireshark,
for instance, is one of the most important tools that the
adversary use when it comes to intercept, eavesdrop, and
analyze data. Figure 5 illustrates the Ul of Wireshark.
Prevention is the key to keeping networks secure. There
are a number of ways to prevent unauthorized access
to networks, such as encryption, authentication, network
monitoring, applying awareness and security best practices,
network segmentation, firewall, and VPNs.

Masquerade Attack: In this attack, the adversary uti-
lizes a fake identity to get unauthorized access to the
victim’s computer information via legitimate access identi-
fication. IoT devices with insecure authorization processes
are particularly vulnerable and at high risk. This type of
attack exploits user credentials and passwords. The level of
access gained through masquerade attacks is determined by
the penetrator’s level of authorization. Figure 6 illustrates
how the masquerade attack work.

There are three methods the adversary used to perform
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this attack:

A. Creating fake server: The adversary can perform
this type of attack by creating a fake server to deceive
users located in the same network. After that, the adversary
will gather the credential information of the users when
they access the server. Once the attack is completed, the
adversary can use the user’s credential information and

Hacker Darth

that appears to
be from Jack

Hacker Darth

Figure 6. The Masquerade Attack

access the system and their data.

B. Creating Phishing Page: The adversary can perform
this type of attack by sending a phishing email to the users
(victims), deceiving the users, making them believe that
they are accessing a legitimate website, and asking them for
their credential information, which will enable the adversary
to access the system and their data. Figure 7 illustrates an
example of phishing website.

C. Keylogger: The adversary sends a specific malware
via email, deceiving the user, capable of monitoring every
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Figure 8. Diagram of Distributed Denial of Service attack in IoT.

keystroke from the victim’s computer to gather user creden-
tial information such as username and passwords, enabling
the attacker to access the system and user’s data. There are
a lot of illegitimate software keyloggers available online,
giving the attacker this privilege, such as PunkeyPOS [12].
This attack impacts millions of IoT devices

Message Replay Attack: In this type of attack, the
adversary first eavesdrops on the secure communication
link between the gateway or IoT devices. After that, the
adversary intercepts the connection and delay the replay of
the message between devices deliberately. This technique
makes the IoT devices perform functions that they are
not assumed to do. This type of attack can be easily
implemented, especially after capturing packets; additional
steps do not need the skills to decrypt the messages between
devices as the message entirely can be replayed to have
access to the server.

Distributed Denial of Service Attack: This type of
attack is considered one of the prominent attacks in the IT
industry. In this attack, the adversary creates botnets capable
of attacking the sensor nodes or any specific IoT device
capable of sending huge packets, making the devices and
their services unreachable. Some of these attacks involve
making multiple requests to multiple servers in order to
saturate the network until it breaks. They can also be carried
out through a type of malware that looks for vulnerable
devices in order to gain access to them. The defense
mechanisms available to prevent a distributed denial-of-
service attack (DDOS) are typically not powerful enough
to counter the attack due to their complexity and lack of
resources. In addition, the increasing number of devices and
their diversity has added to the security concerns associated
with these new technologies. Figure 8 illustrates a diagram
of Distributed Denial of Service Attack.

Port scanning: Adversaries uses port scanning tech-
nique to identify the network’s weak points and find the
open doors. Furthermore, it helps the adversary identify
scan thousands ports and determine the state of the open
ports without making a full connection. Port scanning can
provides many information to attackers, such as running
services, check if anonymous logins are allowed, the type
of authentication service that network requires, and running
services.

5. 10T COMMUNICATION PROTOCOLS

Whenever we talk about IoT, a vast number of devices
connected through the internet come to mind. The commu-
nication network and network protocols play a vital role in
making the IoT devices function well, which is considered
crucial. To reduce the security loopholes in IoT devices,
it is essential to utilize the proper protocol. The protocols
are communication modes that guarantee the best protection
of data between devices when connected. Some of these
devices are IP-based, while others are not (not dependent).
Furthermore, there are differences in terms of power, mem-
ory utilization, and range between these devices. In order to
understand each other, a medium and a common language
are essential for exchanging data between IoT devices. The
IoT protocol provides this medium. Furthermore, a standard
communication protocol brings the following advantages:

o Reliability: Communication technologies that comply
with the standards achieve high quality of service and
reliability against interventions. Furthermore, it ensures that
large number of IoT sensor data are secured.

e Vertical Scalability: In IoT, vertical scalability plays
a vital role in power consumption, as it consumes less
power than running multiple servers. Next, it minimizes the
administrative works. Additionally, it reduces software costs
and maintains compatibility

o Interoperability: Standard protocols can be pro-
grammed on multiple devices and existed hardware, such
as chipsets and gateways. Therefore, multivendor support
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Figure 9. The architecture of CoAP protocol

solutions assist users in minimizing the risk of proprietary
lock-in.

This paper investigates three different IoT protocols:
Service Discovery Protocols, Infrastructure protocols, and
Application protocols. Furthermore, in application proto-
cols, several protocols do not support IoT devices [13]. In
this section, we explain the core functionality of standard
protocols in IoT. The infrastructure protocols are utilized
to exchange data between devices and guarantee maximum
security through the network (IP-based). The IP-based net-
work is relatively complex and consumes more power and
memory, whereas non-IP-based systems do not require that
much memory and power.

A. Application Protocols:

1. Constrained Application Protocol (CoAP): This
protocol is designed specifically for resource-constrained
devices, such as wireless sensor network nodes. It allows
the nodes to communicate broader using similar protocols.
Furthermore, CoAP is used by other mechanisms, such as
SMS. Moreover, it plays an essential role in consuming
less power and memory in contrast with the typical in-
ternet devices. Also, this protocol can run on devices that
support UDP communication protocol and uses DELETE,
PUT, GET, POST and GET methods within the HTTP to
perform these methods properly [13]. Figure 9 illustrated
the architecture of CoAP protocol.

2. Extensible Messaging and Presence Protocol
(XMPP): This protocol is designed for Instant Messaging
(IM) based on XML. It’s used in voice and video calls
[14]. It offers several security services, such as managing
authentication, privacy analysis, and end-to-end encryption.
Figure 10 illustrates the protocol performance, enabling
gateways to connect to various messaging systems [15].

3. Advanced Message Queuing Protocol (AMPQ):
This protocol is an open-source communication protocol
that focuses on message-oriented environments [16]. It
allows messages to be passed among IP-based devices
using one-to-one and one-to-many delivery methods. Fur-
thermore, it allows communication and sharing resources
between old and new applications. This protocol needs a
secure transport protocol that works as a channel between
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Figure 10. The architecture of XMPP protocol.
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Figure 11. The architecture of AMPQ.

shared resources and applications. Communication is the
transport mechanism of this protocol, which can be used in
sending and receiving messages. Figure 11 illustrates the
AMPQ protocol.

4. Data Distribution Service Protocol (DDS): The
data distribution protocol designed for Machine-to-Machine
(M2M) communication. It enables data to be exchanged
through the publish-subscribe methodology. Unlike the
CoAP protocol, this protocol use brokerless architecture,
which uses peer-to-peer communication. Furthermore, it
gathers the edge anomalies that transmit SMS and then
pushes it via a predictive model. Figure 12 illustrates the
architecture of DDS protocol.

B. Service Discovery Protocols:

The Internet of Things devices regularly needs extensive
scalability of resource management methods that can help
acquire registers and locate services actively. DNS service
discovery (DNS-SD) and Multicast DNS (mDNS) are con-
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sidered among the most efficient and robust IoT protocols.

1. Multicast DNS: This protocol plays a vital role in
resolving the hostnames to IP addresses within a small
network that do not have a local name server. This protocol
is a zero-configuration service that utilizes primarily the
same packet format, programming interfaces and works as a
unicast for domain name service (DNS). Furthermore, it was
published as RFC 6762 by Linux NSS-mDNS and Apple
Bonjour services and performed by MuDPs protocol, which
is stands for multicast user-datagram. The IP multicast
query message carries the target machine and the IP address
to enable communication with clients who need the host to
verify the hostname, as does the client of mDNS. In order
to update mDNS caches, the subnet can play a vital role in
broadcasting a message to all devices. Figure 13 illustrate
the request/response mechanism in multicast DNS protocol.

2. DNS Service Discovery (DNS-SD): This service
pairs client-based functional services on the mDNS protocol
without the need for external administration. The DNS-
SD uses User Datagram Protocol (UDP) to relay packets
from mDNS to DNS utilizing particular multicast addresses.
Additionally, it has weighted load-balancing, which is con-
sidered a unique and priority-based feature. Figure 14 illus-
trates the mechanism of DNS service discovery protocol.

L . '\—/ B
%;\\\ \ /

Client 1 sond a message to all services
waking for & print service

Figure 14. The mechanism of DNS service discovery protocol.
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Figure 15. Z-Wave Protocol stack

C. Infrastructure Protocols

1. Z-Wave: This protocol is considered a low-power
communication protocol that provides around 30m of point-
to-point communication to relay a small size of data across
the network. It enables several wireless devices to con-
nect with each other reliably and efficiently. This protocol
was developed by a company named Chancy’s, established
by two Danish engineers. After noticing the potential of
this technology, In 2008, a company named ZenSys has
decided to acquire this protocol. Security in this protocol
is desirable. The Z-Wave protocol stack uses five layers
(Application layer, Network layer, Transport layer, MAC
layer, and Physical layer). Figure 15 presents the Z-Wave
Protocol Stack.

2. Bluetooth Low Energy (BLE): Bluetooth Low En-
ergy is a variant of Bluetooth Personal Area Network (PAN)
technology. It has short-range and can play a vital role in
IoT, especially with resource-constrained devices, saving
energy. The range of this technology is approximately
100m; the latency, on the other hand, is 15 times less [17].
It has three main blocks: Application, Host, and Controller
[18]. Figure 16 illustrates the protocol stack of BLE.

3. 6LowPAN: IPV6 over low-power is the alternative
name of 6LowPAN. It adds an adaptation layer between the
data link and network layers to allow IPv6 transmission over
IEEE 802.15.4 radio links. The common topologies that this
protocol can support include mesh, star, and a combination
of mesh and star topologies. This technology supports
many characteristics, such as low bandwidth, needs a small
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packet size, low power consumption, and relatively low
cost. The 6LoWPAN group has established compression
technique dedicated to header and encapsulation to enable
the IPv6 packets to be relayed and received over low-
rate wireless personal area networks (LR-WPANs). The
6LowPAN protocol stack uses six layers (Physical layer,
link Layer, Adaptation layer, Network layer, Transport layer,
Application layer) [19]. Figure 17 illustrates the 6LowPAN
protocol stack.

4. EPCglobal Network: The EPCglobal is the standard
for UHF-RFID identification. It is used to disseminate data
among co-workers and responsible of managing dynamic
data that is designed specifically to individual objects.
Figure 18 illustrates the architecture of EPCglobal Network.

The EPC stands for electronic product code and con-
sidered as a unique identifier for any physical product.
Although the EPC can be encoded in an RFID tag, it is
not mainly intended to be utilized completely with RFID
data carriers. It comprises of the following components:

e Security Services
o Information Services

Figure 19. The general architecture of LET-A [20].

e Discovery Services
e Object Naming service

5. Long-term-evolution-advanced (LTE-A): Cellular
communication will be very different from what we are
currently use. As the world becomes more interconnected
via 4G and 5G technologies, LTE-A includes great impact
on human possibilities [20]. The LTE is ten times faster than
3G, while the LTE-A enhances the user experience, reduc-
ing latency, and provides efficient bandwidth. Furthermore,
the maximum carrier bandwidth of LTE is 20 MHz, while
the LTE-A increases the carrier bandwidth to 640 MHz as
it combining up to 32 carriers. Also, the LTE-A reduced
latency to 10 ms for critical public safety communication
(PSC). Figure 19 illustrates the general architecture of LTE-
A.

6. THE FUTURE OF 10T

IoT devices and computers have network access and
adequate computational capacity to communicate with other
devices. Extending the network’s capabilities to all physical
places will improve our daily activities and save us time and
money. However, a critical vulnerability opens the door for
adversaries to attack Internet-enabled devices. The growth
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of the IoT market increases the possible threats impacting
device safety, productivity, and user’s data. According to a
security report, the number of data breaches in the USA has
increased by 60% drastically since 2015 [21]. Researchers
have developed several innovative methods to protect the
privacy and achieving security. Below are the latest research
methods:

¢ Enforcing Encryption Techniques: In order to increase
the security in IoT, encryption technique plays a vital role
in this aspect as it is capable of being implemented on cloud
and devices as well [22]. Therefore, cyber-attackers could
face difficulties in reading the data when transmitted over
the network as it will be.

e Constant Monitoring of Potential Attacks: In order
to analyze the impact of IoT threats and develop control
measures accurately, a regular security risks assessment is
needed. Companies and manufacturers have several teams
dedicated to security research purposes [22].

e Increase the Update Frequency: The manufacturers
behind the development of software and hardware should
push small patches rather than focus on major updates. This
technique can help in reducing the patch installation com-
plexity. Furthermore, frequent updates will help the end-
users avoid cyberattacks on their resources from different
sources [23].

e Deploy a powerful monitoring tool: Researchers pro-
posed new monitoring techniques that can be implemented
in devices. These techniques can detect suspicious activities
and can be controlled and tracked efficiently.

e Develop Security Guidelines for users: Security guide-
lines can play a vital role in increasing security awareness
for users. Due to the lack of education and awareness in the
security aspect. Typically, security guidelines are not men-
tioned when a user purchases an IoT device. Users could
avoid security breaches and threats if the manufacturer of
the device mentioned security in their manual. Companies
can also train their employees by enrolling them in an
educational security course to raise their awareness. For
instance, guiding users to change their passwords regularly
and force them to use strong passwords will help the
company and users from attackers when using dictionary
attacks. Furthermore, instruct the users to ensure that their
current devices are up-to-date. Educating the users will def-
initely play a vital role in protecting the whole environment
from outside attacks [24]. Everyone is interested in the fate
of the Internet of Things and how can it play a vital role in
the future. According to IoT analytics, in 2025, there will be
more than 30 billion IoT devices active worldwide. Figure
2 illustrates the total number of IoT devices (includes non-
IoT). The non-IoT in figure 20 includes all PCs, laptops,
mobile phones, and fixed line phones.

Previously, people were interested in IoT, but they
rejected it because it appeared challenging and complex

2010

+ loT 0.8 198

* Non-loT

® loT @ Non-loT

Figure 20. Total number of device connections (includes non-IoT).
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Figure 21. IoT resource-constrained devices

to implement. Over time, when technology advances, ev-
erything has changed and becomes more evident as the
development level of IoT becomes substantial continuously.
For example, smart refrigerators, smart fire alarms, and
smart lock door are a few examples of how IoT is currently
being used. We can clearly say that, nowadays, the IoT
is playing a vital role in our life, in terms of preserving
energy, reducing bills, which makes many people choose
IoT devices [25]. Figure 21 illustrates an example of IoT
resource-constrained devices. In the near future, many cities
from the first world countries will become smart. There
will be many new possibilities, new jobs, and better life.
The roads will be free from traffic jam as it will help
in improving the traffic management. Furthermore, when
implementing the IoT on a large scale, it will reduce the
air pollution. IoT has also play a vital role in health sector.
For example, Routine medical checks will be moved from
the hospital to the patient’s house, which will help patients
considerably.

Real-time monitoring utilizing portable devices con-
nected to the Internet of Things is considered as one of
the most prominent methods that will play a vital role in
saving patient’s live and improve the healthcare system in
general.
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7. CONCLUSIONS

The Internet of Things (IoT) plays an indispensable role
in our current and future life. Nowadays, IoT devices are
particularly available everywhere, such as schools, airports,
offices, homes, and markets. A vast number of devices are
becoming connected to the Internet, which increases the
likelihood of security issues and privacy concerns. Due
to the increasing number of these devices, people have
become worried about their security and privacy. With the
proper configuration and security measures, we can trust
the devices and services that are connected to it.

In this paper, we proposed the architecture of IoT,
the three and five-layered architecture, the fog, and cloud-
based architecture. We also present the security, privacy, and
interoperability of IoT and the factors that might jeopardize
the efforts to ensure security in IoT devices. Furthermore,
we classified the types of attacks in IoT and divided them
into data-based attacks and protocol-based attacks. Also,
we demonstrate the communication protocols used regularly
and explain the core functionality of standard protocols in
IoT. Finally, we illustrate an IoT security report that depicts,
in 2025, more than 30 billion IoT devices will be active
worldwide. We also talk about the future of IoT and how
essential the IoT is.
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