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Abstract: Security and privacy of data are important factors in the Internet of Things (IoT), which enables safe communication with
emerging objects. The non-standardization of security protocols on the internet of things makes them vulnerable to intruders and
compromises the process of communication. Conventional cryptography approaches face certain limitations in the generation of keys
for authentication and authorization of communication systems. The limitations of the cryptography approach are explored in terms of
computational overhead and hardware requirements. Singal processing is an alternative cryptography approach for key generation in
physical-layer wireless communication systems. The wireless channel’s reciprocity principle is used to generate keys. The important
factor in signal-based key generation is the process of quantization. In this manuscript, we propose modified discrete wavelet transform
(DWT) methods for key generation in IoT. The modification of discrete wavelet transform methods encapsulates the process of common
spatial patterning (CSP). The CSP is another signal processing method for the formation of signal patterns. The proposed method
reduces DWT discrepancies and yields a key generation technique that is efficient. Key generation processing used multi-bit quantization
to quantify the product of the modified discrete wavelet transform. The proposed algorithm for key generation simulates different
numbers of device nodes in indoor and outdoor scenarios. Use MATLAB tools to simulate the process and measure standard parameters
such as AKL and KDR. According to the results, the suggested technique outperforms existing key generation algorithms by 3%.
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1. Introduction
IoT is a way for communication devices to connect

wirelessly and use new technologies. The reachability and
acceptability of the internet of things are increasing in every
area of development, such as smart health care, smart cities,
smart agriculture, and many more. Because of the multi-
ple integrations of emerging devices and communication
protocols, new security challenges for secure data transfer
arise. Most operational devices use radio frequencies and
are compromised by third-party attacks. The vulnerability
of radio frequency and communication protocols is a bottle-
neck problem in the transformation of IoTs. Data security
and privacy are significant issues for the IoTs. The majority
of the authors focused on network security mechanisms
that used traditional cryptography techniques. For the com-
putation of key formation and distribution, cryptography
algorithms necessitate a large amount of computational-cost
and memory resources.The significant challenges for IoT-
enabled communication devices are limited resources such
as bandwidth and memory. The limitation of resources ham-
pers the proper functioning and utilization of the classical
cryptography approach, the limited functioning of classical
cryptography algorithms, and a discrepancy in authentica-
tion, authorization, and integrity of communication. The

physical layer property-based key generation approach is
an alternative approach to IoT security. The physical layer
key generation approach is a low-computational processing
function that does not require expensive resources. The
issue with physical layer key generation-based security
approaches is the fading of signals and many other param-
eters. The physical layer key generation approach has the
primary benefit of dynamically building keys between pairs
of communication devices by studying channel reciprocity
and randomness. Communication systems can use channel
reciprocity to determine the statistically connected channel
state and retrieve the passcode. Time-varying approaches,
on the other hand, consider issues inside the channel state
and influence how effectively keys are generated. To quan-
tify the physical layer information of a wireless channel,
channel state information (CSI), received signal strength
(RSS), or phase can all be employed. Unlike CSI and
Sequence, the RSS-based key expansion procedure does
not necessitate any hardware modifications in order to be
used with widely available wireless devices. As a result,
RSS provides the most commonly used statistic in physical
layer key generation systems to generate key pairs. Despite
numerous investigations on key generation and extraction
utilizing RSS, current algorithms have a low frame produc-
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tion rate and a large bit dispute rate. In this research, we
describe a physical layer key generation mechanism that
relies on wireless channel reciprocity. Channel testing, pre-
processing, digitization and encoding, data reconciliation,
and privacy amplification are the five aspects of the pro-
posed technique. The processing algorithm applies to the
collection of channel probing data from transceivers, which
separately applies a pattern based on discrete wavelet trans-
form and common spatial patterns (CSP). By adding CSP,
the number of bits that don’t match when key sequences are
made is removed. Our main contributions are summarized
as follows: A novel pattern-based key generation approach
is proposed to achieve reliable and efficient physical layer
key generation. The common spatial pattern reduces bit
mismatches after the processing of the modified wavelet
transform method. A lightweight key generation algorithm
with low communication overhead is proposed. The number
of information reconciliation processes has been reduced to
3%. For the proposed key generation method, simulation
experiments and performance evaluations are carried out.
The state-of-the-art results analysis of the proposed algo-
rithm is compared with the existing DCT and DWT key
generation approaches. The rest of the paper is organized
as: In Section II, ”related work ”is specified; ”existing
methodology ” and ”proposed methodology ”are given in
Sections III and IV. In Section V, ”experimental analysis” is
given; in Section VI, ”results and discussion” is mentioned;
and finally, “conclusions and future” work is given in
Section VII.

2. RelatedWork
The diversity and simplicity of channel reciprocity

measurement-based physical layer-based key generation en-
hance the reliability and security of internet of things-
enabled devices. Most of the authors apply a transform-
based approach for the encoding and transformation of bits.
Some important recent work is described here. The authors
of[1] propose methods for increasing key generation speed
while preventing data loss during transmission. Manjit Kaur
and colleagues [2] demonstrated that the mutation and
dispersion of each row and column are reliant on the
original mixed row and column, implying that the suggested
approach is sensitive to input data. The encryption pro-
cess was divided into two stages: row-wise and column-
wise. For each phase individually, the permutation and
diffusion processes were used. Zhang, Junqing, et al. [3]:
This research provides an in-depth examination of wireless
key generation-based compact security protocols suited for
IoTs. Ning Xie et al.’s[4] provide a comprehensive analysis
of the capabilities and methods available for physical layer
authentication (PLA). The primary distinction between the
two groups is whether Alice actively inserts tags into the
raw message. Mike, Yuliana, and others [5] present a syn-
chronized quantization (SQ) strategy that synchronizes data
blocks throughout the quantized phase, as well as a signal
strength exchange (SSE) method as an efficient information
generator in this paper. By performing a mega conversion
directly from the measurement channel parameters, the SQ

technique removes the signal pre-processing stage. This
is proved by a 25.77-fold reduction in computation time.
Mike, Yuliana, and others [6] One method for addressing the
problems with communication security is physical layer se-
curity (PHYSEC). In this study, they investigated PHYSEC,
which makes use of channel reciprocity. Consequently, the
likelihood of receiving a matching secret key is likewise
rising. Additionally, Wie and others [7] suggest that the
built-in SKG scheme’s stages might be simplified by the
combined multilevel quantization (CMQ) approach because
it could generate numerous identical results with a focus
on inexpensive and hardware-restricted equipment for IoT
platforms. This family of approaches offers a revolutionary
perspective on interference management for safeguarding
wireless communications. In [8], Margelis and others pro-
pose the SKY Glow secret key generation system, which is
tested on gadgets with IEEE 802.15.4 radios and aimed at
resource-constrained IoT platforms. The authors proposed
SKY Glow, a resource-constrained IoT device-friendly se-
cret key generation technique that is energy-efficient. Mutaz
Elradi, Saeed, and others [9] In order to establish a secure
network among WSNs as well as a cloud service in IoT,
an authentication key agreement mechanism is put forth
in this work. A key pair for WSN identification between
a cloud server and a client can be generated using the
suggested method. Rushan Lin and colleagues [10] evaluate
the received signal strength (RSS) of signals in this study in
order to propose an effective physical layer key generation
strategy. In order to decrease the high measurement inaccu-
racy rate and boost key generation rate, they also developed
a randomness extractor for a pair of transmitters to improve
bit production rate and ensure key randomness. Moving
window averaging is used by Ankit Soni and others [11]
to pre-process the received signal strength indicator (RSSI)
of beacons sent back and forth among Alice and Bob. They
describe a method for wireless secret key creation based
on moving window averaging (MWA). They were able to
assess the success of the proposed approach and conclude
that the produced keys were sufficiently random by using
the NIST statistical test to check their unpredictability.
Guyue Li and colleagues [12] present comprehensive and
quantitative research on wireless channel randomization
and one-time password (OTP) for message integrity in
this paper. The ”identical key-based physical layer secure
transmission” (IK-PST) and ”un-identical key-based physi-
cal layer secure transmission” (UK-PST) approaches were
presented. While UKPST employs non-identical keys, IK-
PST employs the same pair key on both sides. Neal et al.
[13]explain interpolating, compensating for signal distor-
tion, and capturing network observations with a multicity
adjustable quantized approach that allows for multiple bits
per component, described as high-rate uncorrelated bit ex-
traction (HRUBE). The HRUBE technique, which is used to
design systems with a defined constraint on the possibility
of bit discrepancy, includes an analysis to quantify the
probability of bit disagreement. To increase the reciprocity
of channel parameters, Dengke Guo [14] presented a simple
key generation approach that includes a moving average
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filtering (MAF) pre-processing phase prior to quantization.
In this study, Kalyani et al. [15] employ cryptographic-
based ways to improve IoT security authentication. We
employ extremely dependable Optimal Holomorphic En-
cryption (OHE) in this study to safeguard sensitive IoT
data. Although the OHE with key authentication technique
they proposed is effective, dealing with large-scale counts
can be time-consuming. In order to ensure security using
holomorphic approaches, attempts are being made in future
upgrades to expand a multi-cloud design. Miroslav Mitev
and colleagues [16] demonstrate that, when compared to the
best dynamic programming solution, a heuristic technique
with linear complexity incurs relatively minimal loss. Any
of the approaches presented here could pave the way for a
new generation of proxy security devices. They investigate
the usage of SKG in combination with physical unclonable
functions (PUF) authentication techniques in this research,
demonstrating how this can dramatically speed up key
generation and authentication when compared to more tradi-
tional techniques. Naseer at el [17] Alice and Bob generate
local randomization on their own, which is combined with
the distinctiveness of the wireless channel parameters to
achieve maximum cryptographic key generation using this
technique. Protocols are also evaluated using metrics such
as bit generation rate (BGR), bit mismatch rate (BMR), bit
error rate (BER), and recently introduced randomness effi-
ciency. In this study, Soumya Banerjee [18] presents a better
IoT ecosystem with a compact, anonymous, user-verified
session key agreement approach. The proposed scheme’s
robustness in terms of security was proven by a thorough
formal and informal security study. Among others, Junqing
Zhang and colleagues [19] argue that any two users can
use the wireless channel between them as a cryptographic
key because it is a perfect source of randomness. This is
applicable to the communications protocol stack’s physical
layer. In particular, the wireless channel is used to produce
cryptographic keys, while the RFF of the transceiver is used
to verify the user’s identification. Namal and colleagues
in [20] present that a Pentium-4 computer was used to
design the proposed system. In line with technical advance-
ments, the IoT works with data encryption systems. This
embedding technique gives the user the freedom to disguise
embedded distortion as noise produced by a specific picture-
collecting instrument. Yasmine Harbi and colleagues [21]
demonstrate various security issues in this paper, including
active attacks, rejection attacks, spoofing, insufficient mu-
tual identification, and a lack of key exchange agreements.
They presented the ”mutual authentication and session key
agreement” (MAKA) approach to encrypt communication
in IoT-enabled WSNs. Inka Trisna Dewi [22] proposed
a method for automatically creating key bits by utilizing
the received signal strength (RSS) between two devices.
Baldii and others [23] offer in this paper a brand-new
Convolutional Neural Networks (CNN) application based
on recurrence plots (RP), in which CNN is used to create
images from the original time series produced from dig-
itized RF emissions. The proposed method can be used
as a complementary authentication approach rather than

a principal approach, but it does require hyperparameter
tweaking to reduce the amount of noise. Guyue Li and
colleagues [24] found that in their research, cryptographic
protocols and techniques are used to establish the security of
wireless communications, and one of their basic primitives
is secret key distribution. Using examples from IoT network
prototypes, massive MIMO and mm-wave communications,
and channel reciprocity-based secret key generation, this
article examines the technological difficulties and prospects
in these areas. Other writers, such as Zijie Ji [25], pro-
posed and investigated wireless communication networks
aided by intelligent reflecting surfaces (IRS) for private
key generation. To accomplish this, they first specify the
bare minimum viable private key capacity for an IRS
operating as a passively beaming former in the company of
many listeners. For various LoS channel and eavesdropper
circumstances, they enhanced their use of their suggested
IRS optimization algorithm. In [26], Bacem Mbarek and
colleagues developed the IoT to facilitate connectivity and
data exchange between systems, objects, and people. One
of the IoT infrastructure technologies that has been used
to increase propagation and connectivity in IoT networks
is radio frequency identification (RFID). In order to offer
a safe and effective transaction between the tag and the
reader in IoT applications, they have introduced a new
RFID authentication protocol called SAM in this work.
Long Jiao and colleagues [27] This article outlines the
primary 5G wireless network enabling technologies that
present an opportunity to address current key generation
challenges at the physical layer. Through three case studies,
they show how 5G communication technology can help with
physical layer key generation, such as thwarting founder
eavesdroppers, obtaining a lower bit discrepancy ratio in
low SNR conditions, and lowering correlation coefficients
under high probing rates. Others include Mohanad Al-
hasanat [28]: This research presents a ground-breaking
key exchange technique for IoT networks. The suggested
method distributes encryption keys among network nodes
by utilizing channel diversity. This research suggests a new
physical-layer key distribution approach for IoT networks.
The extraction of uncorrelated keys is ensured by the varied,
autonomous, and randomized channel parameters among
each node and the main entity. For example, Haji M. Furqan
[29] says this paper provides new ways for generating
private keys from communication networks in multi-carrier
systems in order to ensure the secrecy and authenticity of
wireless communication systems. The proposed technique
can be explored in several versions, assuming various
activation ratios and block sizes. Li Sun, and others[30]
IoT functioning requires a high level of communication
security. Physical layer security (PLS), one of the methods
for communication security, has attracted a lot of interest
from both academics and business since it can provide
uncrackable, demonstrable, and quantifiable secrecy. This
article offers a comprehensive examination of the subsystem
security mechanisms employed by IoT. According to Qiao
QI and his associates[31], an enormous number of IoT
devices must have seamless access to the constrained radio
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spectrum, and this is a requirement for the impending fifth-
generation (5G) cellular network. Then, using numerical
simulation, they proposed a workable and successful design
approach for securing enormous access and demonstrated
the performance benefit. In [32], Marko Jacovic and com-
panions present a simple method for creating encryption
data at the physical layer to amend IoT security accord-
ingly. They establish an effective technique by combining
the pre-existing channel prediction and carrier frequency
offset (CFO) components of orthogonal frequency division
multiplexing (OFDM) receivers. They talked about tradi-
tional OFDM receiver designs and how CFOs and wireless
channels might affect them. In [33], Jan and others proposed
a simple way for mutual authentication in an encryption
system to establish the identity of the participants. This
approach employs a basic four-way handshake. Accord-
ing to Yida Wang and colleagues [34], the typical AoI
constraint, in particular, compels the transmitters to send
message signals with a better chance and puts a definite
lower bound on the amount of data transmit power required
to achieve nonzero covertness. The transmit probability in
concealed communications not only determines the rate at
which information signals are generated, but it also shows
the prior distribution of the alternate explanation. According
to Xudong Jia and colleagues [35], this research provides
connectivity and cross-domain cryptographic techniques for
IoT. In this approach, the identity-based self-authentication
algorithm replaces the traditional private key infrastructure
(PKI) authentication mechanism, and the block chain serves
as a safeguarding anchor in place of the conventional cre-
dential of authority. The authentication technique includes
both identity-based cryptography (IBC)-based cross-domain
authentication and multifactor authentication. In [36], the
authors propose intelligent network resource adjustment
that integrates the software-defined network controller with
a lightweight machine learning algorithm. According to
Farhan Ali and colleagues [37], the key distinctions be-
tween 4G and 5G were outlined in the current study.
They recommended a considerable amount of spectrum for
future generations, tested spectrum ranges, and examined
the literature on the 5G and IoT spectrums in this study.
It is obvious that 5G requires more bandwidth and more
flexible usage. In [38] ,Olivier Bronchain et al., using a
newly published, accessible execution of the AES fortified
with a number of side-channel attack defenses, discuss the
difficulty of fortifying COTS devices and the limitations of
locked security assessments. Instead, they make mounting
attacks more difficult by requiring additional safeguards.
In [39] Yang and others, following the convergence of
this process, the created data transmission generator is
obtained as the objective channel estimation for a particular
application situation. In contrast to standard methodologies,
this study presents and assesses a framework for wire-
less channel modeling based on a generative adversarial
network (GAN), combining advanced data processing and
complicated theoretical analysis. Ankit Kumar and others
[40] seek to increase data protection in this study by
increasing the size of the quantum cryptography key that all

involved parties share. In order to solve the issue of unsafe
storage, quantum cryptography stores the split particles
involved, measures them, and then creates what they use.
The fundamental elements that determine the security of
modern cryptographic methods are improvements in CPU
processing speed and mathematical algorithms. Ben Het-
twer and others [41] attempt to fill in this gap by employing
attribution techniques that seek to understand deep neural
network (DNN) selections in order to spot leaky processes
in cryptographic implementations. In particular, we have
demonstrated a method for leaking operation detection in
both protected and unprotected cryptographic systems by
computing heat maps of side-channel traces. Physical layer
security, for example, can be utilized by Shakiba-Herfeh
and others in [42] to ensure the confidentiality of node
authentication messages. Unlike equivalent conventional
cryptographic techniques, all of which are dependent on
computational security, According to Dan Moghimi and
others in [43], an attacker can use this data to extract the
256-bit encryption data for the ECDSA and ECS chord
identities using lattice methods. In this study, Vesal Hakami
and co-authors [44] assume that an energy-harvesting IoT
device must employ a time-varying wireless channel to
(losslessly) compress and report delay-constrained detecting
signals to an IoT network. This is technically equivalent to
a multi-agent scenario in which network users interact to
work in a multi-state environment. According to Minseok
Choi and colleagues in [45], the suggested method keeps
track of network and queued state data and changes queue
caseloads by properly matching users and allocating power
to avoid excessive queuing delays. To overcome transmitter
queue backlogs, the suggested system performs user pair-
ing operations for NOMA with optimized power alloca-
tions dynamically. This work proposes a delay-constrained
and chop-limited mechanism for offloading data in [46]by
Huang and others. The vehicle X can commence vehicular
communication using the suggested technique. In [47],
Hung and others represent delay-constrained buffer-aided
networks examined in this research. Reinforcement learning
for relay selection is investigated. Both Sarsa and deep Q-
learning were investigated. Additionally, we looked into two
techniques to study the a priori information from faulty
actions. According to Yuvaraja and colleagues [48],the pro-
posed approach makes the best trade-off between increasing
network lifetime and decreasing WSN end-to-end delay.
This study provides a hybrid particle swarm optimization
with the bat algorithm (HPSO-BA) to estimate the en-
durance of a given network architecture using an efficiency
benchmark. Abbas Ali Rezaei [49], for example, provides a
novel congestion management technique for traffic with low
delay and optimum speed management for healthcare WSNs
(HWSNs). The suggested technique incorporates capacity
reduction and monitoring phases. The protocol for low-
priority (LP) traffic supports two types of traffic: high-
priority delicate traffic (HP class) and low-priority quasi-
traffic (LP class). Since the delay bound for HP class traffic
is constrained, the HP class queue’s scheduling weight
varies on a periodic basis at the intermediate weighted

https:// journal.uob.edu.bh/

https://journal.uob.edu.bh/


Int. J. Com. Dig. Sys. 15, No.1, 207-220 (Jan-24) 211

fair queuing (WFQ). Scheduler Amina Boudjila and others
in [50] examine the delay-constrained least cost (DCLC)
problem using several heuristic techniques in this paper.
They also provide a one-of-a-kind algorithm with edge
between’s that is based on the Taboo Search technique
(EB). This paper proposes the Taboo Search (TSEB) heuris-
tic for the solitary multicast routing problem (MRP) and
conforms it to the multi-objective delay-constrained least-
cost (DCLC) issue, which takes into account both expense
and postpone constraints. In their article, Miroslav Mitev
et al.[51] examine the effects of infusion and responsive
jamming attacks on wireless secret key generation (W-
SKG). First, it is demonstrated that pilot randomness can
reduce replay attacks to spoofing, which are potentially less
harmful. Injection man-in-the-middle (MIM) attacks have
been demonstrated to be able to transform MIM attacks
into less destructive jamming attacks. SVN Santhosh Kumar
and colleagues [52]The Fitness Function-based Routing
Protocol (FFBRP), which offers the most efficient route to
extend network node lifespan, The planned framework is
tested with NS2 simulators, and its performance is assessed
with metrics like throughput, network throughput, edge
delay, and node energy consumption. Soheil Rostami and
colleagues [53] investigate and analyze the typical power
consumption of a wake-up broadcast device using a semi-
Markov process. The proposed solution is an efficient way
to reduce device energy consumption while maintaining
constant and predictable latency. Ramadevi Chappala et
al.[54] provide an adaptive hybrid congestion control pro-
tocol (AHCCP) for IoT sensor networks based on route
packet leave (RPL). In this protocol, an end device first
detects the packets. Depending on traffic, IoT devices are
divided into different priority categories. According to the
type of traffic, this protocol classifies the packets sensed
by the end IoT devices into different categories. Pasumpon
Pandian, M.D., and colleagues [55] demonstrated that edge
computing, a good substitute for cloud computing, has
gained a lot of traction across a wide range of IOT-based ac-
tivities, particularly in the commercial sector. The proposal
is more consistent with the schedule tasks when the delay-
constrained jobs are prioritized for edge computing, which
is determined by measuring the edge’s delay and comparing
it to the production time of the tasks. In [56], Xiao-
ling Wu and colleagues represent the centralized approach,
which requires a global understanding of the systems and is
problematic in large wireless connections. The decentralized
variant of the centralized approach, which requires multicast
neighborhood and a swarm scale of 40, is used. In this,
they compare the simulation results from hybrid particle
swarm optimization (HPSO) and genetic algorithms (GA).
According to Javed Iqbal and others in [57], the information
might be classified as routine, critical, or delay-sensitive,
depending on its reliability. The key QoS requirements for
transmitting the collected data are on-time delivery and min-
imal losses. Even with its many advantages, developing data
distribution methods for WBANs is a difficult process due
to the constraints of the human body. Deeptha and others
in [58] represent that the main idea behind opportunistic

routing (OR) is to identify a candidate set of nearby nodes,
also known as a candidate set, and employ the benefits
of the wireless medium’s broadcast capabilities in order to
cooperatively send data packets to the destination with the
help of the coordinated candidate set. A classification of OR
protocols was established by this survey, taking into account
the various mechanisms for candidate selection and coor-
dination. Shuyan Hu and colleagues [59] discuss the use,
transmission, trade, and management of energy acquired
in upcoming wireless networks interacting with microgrids
as a short-term appraisal of present accomplishments. The
article places a strong emphasis on the transmission of
superfluous energy inside wireless networks.
The comprehensive study of the physical layer key gen-
eration approach focuses on three segments of key gen-
eration stacks, such as channel parameters, quantization,
and information reconciliation. The selection of channel
parameters depends on several factors, such as the strength
of the signal, the rate of attenuation, and many others.
Recently, several authors selected RSS channel parameters
for key generation approaches. The formation of bits for
key generation and quantization is an important phase. The
several authors employed different quantization approaches
in single-bit and multi-bit quantization. The error rate of
quantization increases the bit mismatch ratio and the impact
of a mismatch on the security of the key. In our methods,
employees use the CSP approach for the formation of
bits. The approach of CSP reduces bit mismatches and
increases the strength of security. Information reconciliation
is a necessary step in key generation. The current approach
to information reconciliation is employed in two modes:
error control coding (ECC) and cascaded protocol. The
multiple operations of XOR increase the computational
cost of the key generation approach. Our proposed key
generation approach reduces the number of XOR operations
in the information reconciliation phase and improves the key
agreement rate.

3. ExistingMethodology
In IoT-based communication systems, the physical layer

key generation approach provides full-stack security. It’s
also an alternative approach to the classical cryptography
approach for shared key generation in the authentication
process. The main components of physical layer key gener-
ation are wireless channel parameters such as RSS, Channel
Impulse Response (CIR), and channel state information
(CSI). The report survey suggests that RSS channel pa-
rameters are a better option for key generation than CIR
and CSI. The key generation procedure takes advantage
of the inherent unpredictability of different channels to
connect shared private keys without the intervention of a
third party. Some channel reciprocity variables, such as
temporal variation as reflection, distortion, and dispersion of
dynamically changing channel routes between communica-
tion nodes, have an impact on physical layer key generation.
Recently, several authors proposed transform-based meth-
ods for key generation approaches using DCT, DWT, and
other derivates of the transform function. Lower noise and
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content-based key expansion pre-processing are the primary
benefits of transformative approaches. The key generation
principle is divided into four stages, as shown in Fig. 1.
Channel probing, quantization, information reconciliation,
and privacy amplification.

Figure 1. Phase of physical layer key generation approach.

A. Discrete Wavelet Transforms (DWT)
To minimize the discrepancies in channel parameters,

we employed DWT methods for the pre-processing of RSS
parameters. DWT decomposes the signal into layers of
approximate and detailed information. The processing of the
DWT method proceeds in a manner of approximation. The
approximate parts of the transform methods are estimated
as low frequency and high frequency. The processing of
functions is described as
The high pass filters H and the low pass filter L process the
signal S

YLPF[n] =
∞∑

k=−∞

S [k]L[k − n] (1)

YHPF[n] =
∞∑

k=−∞

S [k]L[k − n] (2)

The sampled of approximate and details part as

XA =
∞∑

k=−∞

S [k]L[2k − n] (3)

XD =
∞∑

k=−∞

S [k]L[2k − n] (4)

The coefficient XA and XD is part of approximate and

details of DWT method and estimate the coefficient value
of RSS channel.

B. Common Spatial Pattern (CSP)
In the key generation procedure, the common spatial

pattern approach projects the encoder’s matrix. The encod-
ing approach reduced errors while increasing the fairness
factors of multi-bit operations.
Step-1 normalization of low frequency spatial covariance C
of the wavelet segment D ϵ RM×L

C =
DDT

trace(Ddt)
(5)

M denotes the number of DWT signals sampled, L the
number of samples, and T the transpose operation.

C. Key Generation Model
A three-node eavesdropping model is used. Bob and Al-

ice have been approved as transceivers. Eve plays a hidden
assassin who wants to listen in on Alice and Bob’s private
discussions. This concept is seen in Fig. 2. Furthermore,
we suppose that the key generation method is accessible
to the general public and that Eve, the eavesdropper, has
access to it. To generate keys, the transmitter and receiver
must communicate via wireless channels. Eve, the silent
opponent, wishes to use the overheard relevant data to
extract the opportunities to ensure between legitimate trans-
mitters. The spacing between the silent opponent and the
transponder is assumed to be at least 50% of the waveform
(i.e., ½). According to [10], when the listener is far apart
from the legitimate devices, the broadcast gain between the
observer and the legal transponders is self-sufficient. As a
result, the eavesdropper is unable to extract any significant
channel gain among transceivers using his own channel
observations.

Figure 2. Key generation model based on DWT and CSP.

4. ProposedMethodology
This section describes the proposed algorithm for physi-

cal layer key generation based on DWT and CSP transform
methods. The proposed technique employs DWT methods
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to pre-process the probing signal S (t), the received signal
r (t), and z (t) to determine the impact of n (t) on h (t),
where T is the coherence time and n (t) is noise at time t.
The received signal from Alice and Bob

ra(t1) = s(t1)h(t1) + na(t1) (6)

rb(t2) = s(t2)h(t2) + nb(t2) (7)

Here ra(t1) is received signal of Alice on time t1, and s(t1)
is probing signal and na(t1), nb(t2) is noise of Alice and
Bob on time t1, t2.
Due to impact of noise h(t) cannot directly estimated,
nowh(t) determines

ha(t1) = h(t1) + Za(t1) (8)

hb(t2) = h(t2) + Za(t2) (9)

Here ha and hb is RSS estimated parameter and Za, Zb is
impact of noise variation of Alice and Bob. The time t1 ̸= t2
also h1 ̸= h2.

A. Process of Key Generation
1) Probing

The approach of channel probing extracts RSS channel
parameters in wireless communication. The distance factors
between Alice and Bob’s locations determine the strength
of RSS signals. The processing of channel signals proceeds
as described in equations (8) and (9).

2) Pre-processing(DWT)
The pre-processing of the received signal is an

important phase of the key generation approach. The
approach of pre-processing applied DWT methods. The
processing of DWT in the sampling process as

coe f f icentdwtk(S ) =

 1
N

∑
S∈N(t)

L1(h) + L2(h)


2

(10)

Here L1 and L2 is coefficient of approximate signals.
The sample of signals orthoprocessing of further signal is

S ap(S ) =
1
M

∑
S∈N(t)

dwtk
h(t)

(11)

Here h(t) is the extracted channel and dwtk is the coefficient
of transformation. The further processing of the signal in
the mode of quantization.

3) Quaternization Phase
The process of converting a sequence of discrete and

continuous-valued samples (RSS values) into a discrete
quantity of output levels (binary bits) is known as quan-
tization. There are many various quantization systems that
have been proposed in the literature and used for key
generation; each has pros and cons. To reduce sampling rate
and enhance bit discrepancy rate, we adopted a common
spatial pattern (CSP) for the best quantization procedure
(BDR).The processing of the algorithm is described in

figure 3.
The Sap(s) signal is quantized for the binary stream of
sampled signal by DWT methods. The stream of bits
generated by CSP methods. The CSP methods process the
variance matrix of signals in two different C1and C2, and
product is multi-bit stream of keys.

Algorithm 1
1: Input: a Sap(S) time variance t
2: Output:multi bit(1111111100001111) 16 bit
3: Estimate csp(sap,t)and error(Et)
4: MB← Rk(p,k) {the set of reversek − NsofS t}

5: for all MB ∈ csp and h ∈ N(s)do
6: if o Rk(h(t)) then
7: updateMB← updateMB ∪ {o}
8: end if
9: end for

Figure 3. Proposed model of key generation algorithm based on
DWT and CSP.

4) Information Reconciliation
Alice and Bob are not able to monitor the channel

concurrently because wireless devices use a half-duplex
communication protocol. After quantization and encoding,
noise sources may cause uneven quantization results. The
information reconciliation phase is required to rectify the
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misaligned bits between the participants and generate the
key pair. The proposed algorithm extends the common
spatial pattern algorithm for information reconciliation for
the minimization of errors and improves the process of key
generation.

Algorithm 2
1: Input: set MB = {b1, ......., bn}

2: Output:set of MB = {L(b1), ..........,H(bn)} values
3: i←0
4: for all MB ∈ L do
5: Emb(Lb)← updatebit
6: Ci←{L(b1)N ∈ {1, .........,Q}}
7: end for

5) Privacy Amplification
The participating transceivers apply privacy amplifica-

tion to the shared key to obliterate the information that
was leaked. Two common methods for achieving privacy
amplification are the extractor and the 2-universal hash
function. The shared key is processed by the associated
transceivers individually using the same two universal hash
functions in the proposed approach, comparable to the
procedure in [40]. The hash functions are chosen at random
from the 2-universal hash family, which includes all of the
functions h: h : {1...M} → {0, 1}m of the type

g(a, b) = (ax + b)modPm (12)

hab(x) = gab(x)modm (13)

For each a ∈ {1.....pM − 1} and b ∈ {0.....pM − 1}, pM is a
prime number greater than M in this example. Furthermore,
the bit sequence is separated into 256-bit blocks, with M
equal to 256. The value of m is affected by the randomness
of the data bit sequence, the total count of additional bits
used during the encryption process, and the information
leaked during information reconciliation.

5. Experimental Analysis
The proposed key generation algorithms are simulated

in MATLAB software, and the window operating system is
version 10. The operating frequency of the communication
process is 2.4 GHz. The signal distribution used the digital
signal generators of the MATLAB function. The signal
strength of RSS is 868 MHz. These parameters measure
the performance of modified key generation algorithms [6].
The simulation process is carried out under three scenarios:
indoor, outdoor, and hybrid. The proposed key generation
algorithm compares with existing transform methods (DWT
and DCT). The simulation parameters are mentioned in
Table 1.
The outcomes of the key generation strategy employing

DCT, DWT, and the proposed method are shown in Figure
4. The key generation approach situation takes place inside,
and the separation between Alice and Bob is 2 m. The
simulation parameters assessed the performance of average

TABLE I. Simulation parameters

Parameters Values

System Model IEEE 802.11
Length of channel 2048

No of communication node 3
Noise model AWGN

Wavelet DB2,DB3,DB4
Quantization CSP(CDF)

Sequence length 1000,2000,3000

Figure 4. AKL versus SNR under indoor scenario of simulation.

key length (AKL) on various noise ratio segments. The
proposed approach improves the average key length value in
DCT and DWT compression. The CSP approach improves
the proposed algorithm’s bit- matching ratio and average
key length.
Figure 5 depicts the key generation strategy employing

Figure 5. KDR versus SNR under indoor scenario of simulation.
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DCT, DWT, and the proposed algorithm. The key generation
algorithm’s simulation mode is indoor environments, and
the separation between Alice and Bob is 2 m. The key dis-
agreement rate (KDR) is used to estimate the performance
of the outcomes. The key disagreement rate was determined
by generated key’s bit mismatch. The lower the value of
KDR, the better this approach outperforms DCT and DWT.
The performance of key generation techniques employing

Figure 6. AKL versus SNR under outdoor scenario of simulation

DCT, DWT, and the suggested approach is shown in Figure
6. The simulation scenario is outdoor , with numerous
obstacles, and the signal attenuation rate is high. The rate
of attenuation decreases the signal’s strength and increases
the rate of bit mismatch. In the case of an outdoor scenario,
the proposed algorithm of average key length produces
lower results than DCT and DWT. The CSP function cannot
control the impact of too much noise.
Figure 7 shows the results of key generation methods based

Figure 7. KDR versus SNR under outdoor scenario of simulation.

on DCT, DWT, and the proposed algorithm. Alice and Bob’s

simulation environments are both outside, and the length
separating them is 10 meters. The noise value increases
in an outside environment, affecting the key generation
method. The estimate of peripheral functions is the pro-
posed algorithm’s key disagreement rate, which fluctuates
with noise intensity (low and high). In this scenario, the
proposed algorithm performs inferiorly to the DCT and
DWT algorithms.
Figure 8 depicts the results of a hybrid simulation scenario

Figure 8. AKL versus SNR under hybrid scenario of simulation.

that measures the average key length on various noise
segments. Alice and Bob’s distance varies between 2 and 10
meters. The separation between Alice and Bob influences
the fluctuation of the noise impact. In the hybrid mode of
simulation, the performance of the average key length value
is decreased instead of DCT and DWT.

The outcomes of the key disagreements in the hybrid

Figure 9. KDR versus SNR under hybrid scenario of simulation.

simulation scenario are shown in Figure 9. In a hybrid
simulation environment, the separation among Alice and
Bob can range from 2 to 10 meters. In the suggested
approach, the modification of distance and the influence of
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noise components increase the value of the bit-mismatch.
The increase in KDR implies that the suggested method
performs lower than DCT and DWT.
The results of bit-operation on the key generation algorithm

Figure 10. Average number of XOR operations versus length of key
in information reconciliation.

utilizing DWT and the proposed approach are shown in
Figure 10. The suggested approach increases both the
number of XOR operations and the matching ratio for multi-
bit operations. The operation of a bit is determined by the
length of the key.
The results of the key disagreement rate on the number of

Figure 11. Average number of XOR operations versus KDR in
information reconciliation.

XOR operations on a multi-bit are shown in Figure 11. The
value of KDR increases as the operation of XOR increases.
The additional XOR operations enhance the complexity of

TABLE II. Variation of average key length (AKL) using different
noise segment in simulation indoor scenario.

SRN(dB) DCT[10] DWT[11] Proposed

10 4.3 6.5 9
20 4.1 6.7 9.3
30 4.4 6.7 10.3
40 4.6 6.8 11.5
50 4.8 7.1 12

TABLE III. Variation of key disagreement rate(KDR) using different
noise segment in simulation indoor scenario

SRN(dB) DWT[11] DCT[10] Proposed

10 0.46 0.48 0.41
20 0.39 0.41 0.37
30 0.36 0.39 0.36
40 0.35 0.38 0.35
50 0.33 0.34 0.32

the proposed technique above DWT.

6. Result And Discussion
The performance of key generation algorithms based on

DCT, DWT, and the proposed algorithm is presented in
this section. The variation in results is dependent on the
variation in the signal-to-noise ratio. In both indoor and
outdoor scenarios, the signal-to-noise ratio is considered the
same. The key generation algorithm’s influence parameters
are average key length and key disagreement rate. Tables
2, 3, 4, and 5 describe the KDR and AKL results. These
tables consist of SNR values and measure the different
results of algorithm performance in compression of existing
algorithms for key generation based on transform methods.

There are two performance parameters, such as key dis-
agreement rate and average key length, that are used to
compare existing key generation DCT and DWT algorithms.
The proposed algorithm employed a common spatial pattern
(CSP). The CSP approach improves the length of the key
size, enhances the bit pattern, and reduces the bit mismatch
rate value of the generation approach. The different intervals
of signal-to-noise ratio vary the performance of the key

TABLE IV. Variation of average key length (AKL) using different
noise segment in simulation outdoor scenario.

SRN(dB) DWT[11] DCT[10] Proposed

10 7.3 7.2 7.2
20 7.9 7.8 7.6
30 8.4 81 7.9
40 8.5 8.4 8.3
50 8.4 8.4 8.4
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TABLE V. Variation of key disagreement rate(KDR) using different
noise segment in simulation outdoor scenario.

SRN(dB) DWT[11] DCT[10] Proposed

10 0.42 0.41 0.42
20 0.4 0.4 0.41
30 0.37 0.37 0.36
40 0.35 0.36 0.35
50 0.35 0.35 0.35

generation algorithm. In an indoor scenario, the minimum
value of SNR is 10 and the maximum noise value is
50. The average key length increases by 5% from the
DCT algorithm of the key generation approach and by
3% from the DWT transform method during the initial
stage of key generation. The overall impact of average
key length over an indoor scenario is a 4% increase when
compared to the DCT algorithm and a 2.5% increase when
compared to the DWT algorithm. The key disagreement rate
is another parameter of the key generation algorithm that
was measured in an indoor scenario with the same signal-to-
noise ratio and estimated results. The results of KDR vary
randomly in the cases of DCT and DWT. However, in the
case of the proposed algorithm, the variation of KDR values
is decreasing and the proposed algorithm’s efficiency is
improving. Instead of DCT, the value of KDR is reduced by
about 3%, and the value of DWT is reduced by about 1.5%.
The continuously decreasing value of KDR validates the key
generation algorithm’s efficiency. The outdoor scenario of
results with the same SNR values alters the behaviour of
the key generation algorithm and demonstrates that it is 3%
better than the existing key generation algorithm.

7. Conclusion And FutureWork
paper’s goal is to offer an efficient physical layer key

generation method based on the discrete wavelet transforms
and the CSP approach. In terms of error minimization and
multi-bit quantization, the suggested method is extremely
efficient. The covariance matrix of CSP reduces the sample
mismatch value and produces 16 bits. To boost the bit
production rate even more and ensure the key’s randomness,
we also suggested a randomness extractor. To validate the
proposed approach, we used wireless network card gadgets
as the receivers and transmitters in experiments. The out-
comes of the studies demonstrated that the devices could
create keys using our proposed technique. Additionally, the
comparisons showed that our method performed better 3%
than those of other relevant schemes. The proposed algo-
rithm defends against active attacks by Eve. Eavesdropping,
on the other hand, is a simple and indirect attack strategy.
Upcoming IoT devices will be subjected to a wide range of
active malicious attacks, including message manipulation,
data leakage, pilot spoofing, jamming, impersonating, and
so on. The feasible secrecy rate and the chance of a secrecy
outage are two performance indicators that are frequently
used in DWT. From the perspective of information theory,
some measures are suggested. Future IoT user expectations

will be diverse due to the variety of devices and services. As
a result, new measures for judging the effectiveness of PLS
systems must be proposed. The new metric should provide
a comprehensive evaluation of the developed approaches
while taking into account multidimensional user require-
ments such as secrecy, latency, capacity, packet delay, and
so on.
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