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Abstract: Cloud computing has been among the most critical digital processes and storage technologies in recent years. Nevertheless,
the cloud is faced with data security issues due to its vulnerability to weak access control. Access control guarantees accessing cloud
data and resources only to authorized users; unauthorized users are then detected and prevented from retrieving these resources. There
have been many models of access control presented and used in the cloud domain, such as Attribute Based Access Control (ABAC) and
Role Based Access Control (RBAC); however, these schemes suffered from many limitations, such as their difficulty using contextual
information such as time, location of the user, type of device or the use of attributes residing in multiple and disparate locations, leading
the performance of such approaches to be extremely low. To deal with these problems, we present a novel model of access control
applied to Cloud computing called Hybrid attribute and role-based access control for cloud (HyARBAC).

This proposal combines ABAC and RBAC to provide flexible and accurate access control that considers environmental information
when controlling access and decreases administrator intervention to manage and control this task. In addition, this model is reinforced
by integrating a moving target defense mechanism (MTD), considered an extra layer of security for deterring current and upcoming
threats and trying to compromise the original attributes and their corresponding mechanisms of our authorization policies. After an
experimental study applied to a healthcare database and comparison against ABAC and RBAC according to several performance

features, the effectiveness of HyARBAC was proved to enhance access control.
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1. INTRODUCTION

Cloud computing is one of the critical technologies for
sharing hardware and software resources with users. Due
to the sensitive and vital information saved in the cloud
for consumers, security and privacy are considered essential
in cloud computing [1],[2]. Access control is a crucial
technology for the security (i.e., availability, confidentiality,
and integrity) of all information systems, and its primary
purpose is to ensure that authorized users can access data
and prevent unauthorized persons from accessing these data

[3].

The literature has proposed several models for control-
ling access to cloud computing in use, such as Discre-
tionary Access Control, Mandatory Access Control, Role
Based Access Control, and Attribute Based Access Control.
Among these schemes, RBAC and ABAC are the most
widely applied for ensuring control over access to data in
different enterprises [4]. The fundamental notion of RBAC
is as follows: Users are associated with roles, permissions
are associated with roles, and users are given permissions
by belonging to the appropriate roles [5].

Although RBAC makes policy administration easy and
it is also easy to audit, it has several limitations, such as the
“Role Explosion”, which occurred for fine-grained formu-
lating policies. Due to this situation, several different roles
are frequently needed to complete fine-grained permission.

Additionally, RBAC does not enable circumstances in
which contextual factors are considered when deciding
whether to provide access when the user’s time is required

[6].

An alternative approach was suggested for these limi-
tations, in [7],[8]. ABAC aims at overcoming RBAC lim-
itations by considering more flexible, context-sensitive in-
formation. Specifically, Contextual attributes may be simply
used as access control parameters with ABAC. [9]. In terms
of administering policies, ABAC is more complicated than
RBAC. Moreover, ABAC can lead to a “Rules Explosion”,
as a system with N attributes could need up to 2V possible
rules [9].

Thus, both models present unique benefits and draw-
backs, making their integration a vital research topic [10],
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[11],[12]. While both ABAC and RBAC have been ex-
tensively utilized independently, their combination in the
suggested model is only somewhat groundbreaking. How-
ever, the novelty lies in how these models are integrated
to provide a more adaptable and precise access control
mechanism. By combining the advantages of ABAC with
RBAC, this integration aims to overcome the limitations
of existing approaches and may provide a more complete
solution. Consequently, we propose in this article a new
control access approach named: Hybrid attribute and role-
based access control for Cloud (HyARBAC). HyARBAC
addresses a known weakness of current access control mod-
els by considering contextual information such as time, user
location, device type, or qualities with various locations.

This creative addition of contextual data enhances the
accuracy and effectiveness of the access control mechanism,
particularly given the dynamic nature of cloud settings.

Furthermore, HyARBAC introduces a novel security
measure to the access control paradigm by incorporating
a moving target defense system (MTD). The idea behind
MTPD is to continuously modify system features, making it
more challenging for attackers to exploit vulnerabilities. By
creatively enhancing security through the implementation of
MTD, our approach strives to bolster the system’s defense
and mitigate potential risks effectively.

The proposed HyARBAC model demonstrates a consid-
erable amount of originality and creativity by combining
ABAC and RBAC, taking into consideration contextual
data, including a moving target defense mechanism, and
conducting experimental research for validation.

We have introduced a new access control model called
Hybrid attribute and role-based access control for cloud
(HyARBAC) that addresses the challenges associated with
access control in cloud computing. This innovative approach
combines ABAC and RBAC to provide flexible and accurate
access control while considering environmental information
to control access.

This model makes access control management and con-
trol more efficient by reducing the need for administrator
intervention. Moreover, we reinforce the proposed model by
suggesting a Moving Target Defense (MTD) technique [13]
that provides an extra layer of security for deterring current
and upcoming threats to defense policies. More precisely,
the suggested MTD takes as an input an origin authorization
to generate the origin attributes listed in the policy and to
inspect the attribute bag. As a result, we obtain attributes
strongly correlated to the original. Afterward, these recently
found attributes are applied to the original strategy in order
to modify it by adding new constraints to the ones already
there. This modified policy is then applied to the access
request in order to enforce it.

The rest of the paper is structured in the following order:
We present basic concepts and related work on similar

access control approaches proposed for cloud in section 2.
In Section 3, we introduce in detail our proposal. After
that, we introduce in Section 4 the experimental study and
the results obtained. Finally, we highlight our concluding
remarks and futures in Section 5.

2. STATE OF THE ART
A. Background and Basic Concepts

- Role Based Access Control (RBAC) The RBAC
[14],[15] is an access control that defines a set of permis-
sions that are associated with a set of roles. Additionally, in
RBAC, various users are assigned to appropriate roles, and
users obtain permissions as members of those roles. That
makes permission management much more accessible.

For the various organizational functions, roles are cre-
ated, and users are then assigned roles according to their
responsibilities and qualifications. Additionally, roles may
be given additional permissions as novel applications and
systems are added. Permissions can also be removed from
roles as required.

In [15], Sandhu et al. defined a set of four conceptual
(RBAC) models. The relationship between these models is
illustrated below. RBACO, the basic model, is in the entity,
stating that this is a necessary condition for any system to
implement RBAC. RBACO is included in both RBACI and
RBAC2, however each has unique functions.

RBACI includes RBACO and includes the notion of
role hierarchies, wherein roles can inherit authorization
from others. RBAC2 incorporates RBACO and introduces
constraints that restrict the acceptable configurations of the
various components of RBAC. RBAC1 and RBAC2 are
incomparable to each other. Finally, the RBAC3 model is a
combination of RBAC1 and RBAC2.

- Attribute Based Access Control (ABAC)

ABAC was presented in [8], where ABAC’s access
decisions are based on user, object, and environment at-
tributes. Authorization rules in the ABAC system are based
on attributes [16].

- Moving Target Defenses (MTD)

MTD is a paradigm emerging around the idea of proac-
tive modification, for example, moving a protected system’s
settings. In order to deter potential attacks, for example,
it complicates the reconnaissance process in which the at-
tacker gathers information about the victim’s existing setups
or deters ongoing attacks designed based on previously
discovered patterns. [17]

MTPD is designed to give defenders the upper hand over
attackers by continually shifting resource locations in a
way that is only known to defenders, making the infor-
mation used to identify attackers quickly out-of-date and
erroneous. This strategy increases the cost for adversaries
to exploit and identify potentially vulnerable systems and
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allows defenders to limit the effectiveness of recognizing
and exploiting attacks.

B. Related Work

Various systems combine the RBAC and ABAC in dif-
ferent ways, so many models are proposed in the literature.
We will discuss more essential models in detail in this
section.

Kuhn et al. [9] have suggested that combining the
best characteristics of RBAC and ABAC can offer efficient
access control for rapidly evolving distributed systems. The
authors compared the pros and cons of RBAC and ABAC
and then presented possible approaches and options for the
combination of attributes with RBAC.

Kuhn et al. identified three principles for schemas to
manage the relationship between attributes and roles.

The first concerns dynamic roles, in which the front
end uses attributes, such as the time of day, to define the
subject’s role. The second principle proposes that attributes
and roles can be integrated in an attribute-centric way. Roles
are treated as one of many attributes; roles are not associated
with permissions.

The primary weakness of this model is the loss of
the administrative simplicity of RBAC as attributes are
added. The third role-centric concept uses attributes to limit
RBAC. Constraint rules that embed attributes only restrict
the permissions available to the user, not extend them,
identified this strategy as a direction for research in the
future [18].

Jin et al. [11] presented an approach for combining roles
and attributes based on the role-centric model identified
by Kuhn et al. [9]. Jin et al. suggested a hybrid access
control approach. This model addresses the issue of role
explosion. The authors of [11] applied a component called
“Permission Filtering Policy” that limits the collection of
available permissions based on object attributes and user;
however, this approach does not incorporate environmental
attributes.

In [18], Rajpoot et al. presented An approach that
integrates the ABAC and RBAC models and provides a
precise access control system that takes the current context
into account when making control decisions. The authors
of this study consider that the model presented by Jin et
al. in [11] did not include environmental attributes and was
not designed for systems with frequently varying attributes,
for example, time and location.

In addition, the authors make a significant change to
RBAC through the use of object attributes in authorization,
solving the problem of role-permission explosion.

Aftab et al. [19] presented a combined RBAC and
ABAC based access control model that implements the
concept of roles between objects and object attributes as

well as between users and user attributes. In this proposal,
several attributes are assigned with roles. These roles are
associated with particular users and different objects. Note
that this model reduces the burden on the administrator and
provides the least privilege.

Barkha and Sahani [20] proposed an access con-
trol scheme called the “Flexible attribute enriched RBAC
model.” It provides the integration of ABAC and RBAC;
they used contextual attributes for the role activation mech-
anism, which checks the related conditions to activate the
roles. Also, this scheme adds revocation of permission by
checking the condition related to permission. In this way,
this approach decreases the control’s computational com-
plexity. However, this model does not handle the inherited
role that allows for simplifying role engineering tasks.

In the access control in cloud computing state of the art,
the reader can find [21], in which Hou et al. introduced an
enhanced grain access control mechanism for data security
to protect data during access to edge computing. This
technique has been combined with RBAC and allocates
roles depending on user group credibility. In addition, this
model checks user access based on matching attributes in
order to obtain satisfactory data protection and decrease the
danger of insider attacks.

Huang et al. [12] proposed an approach to combine
ABAC and RBAC where this model was developed at
two levels: the former is an above-ground level, which
is a standard RBAC scheme extended with contextual
constraints. The latter is an underground level, representing
the knowledge building of the RBAC model as attribute
policies. These policies are used to create the simple RBAC
at the above-ground level automatically. This proposed
model has tackled the problem of assigning permissions for
large-scale applications. However, it still has a limitation
on the problem of role explosion for fine-grained control of
access.

In [22], Belhadaoui et al. presented a new access
control paradigm for the Hadoop Ecosystem. This paper
offers the benefits of the ABAC and the RBAC models.
Depending on user roles and attributes, this hybrid paradigm
applies access control policies dynamically. In addition,
Belhadaoui et al.[22] protected sensitive data in Hadoop
and enforced access control policies. The suggested model
offers a flexible and fine-grained access control mechanism.
This paper discusses the architecture, components, and
integration of the model within Hadoop, with a focus on
Hadoop MapReduce and Hadoop Distributed File System
(HDES).

Although this study examines access control within the
framework of the Hadoop ecosystem, it may need to be
more detailed regarding possible security vulnerabilities or
issues related to the suggested model access policies.

In [23], Alayda et al. proposed a combination method
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for access control in cloud environments called RAAB-AC,
which combines Roles Based Access Control and Attributes
Based Access Control models to overcome their limitations
and create a flexible, simple, and robust access control
model for cloud computing.

The paper describes various approaches to combining
the models, highlights the advantages of the suggested
model, and emphasizes cost reduction and adherence to
the concept of least privilege. This paper needs empirical
evaluation or experimental results to validate the effective-
ness of the proposed approach. Furthermore, it does not
discuss potential trade-offs or drawbacks associated with
combining RBAC and ABAC models, such as the “role
explosion problem” in RBAC and the scalability issue.

Sahani et al.in [24] extended the RBAC model for large-
scale applications and developed a framework based on
attributes to automate the user-role assignment procedure.
The role activation attributes make it possible to implement
context-aware and fine-grained access control.

In [13], Rubio et al. presented a new MTD-inspired
technique that permits companies to proactively collect
the attributes of different entities involved in the access
request process. After collection, the authors attempted to
choose the attributes that would specifically identify the
entities above and to modify the original accesses randomly
over time by inserting additional policies built from the
reidentified attributes.

This approach can provide an extra layer of security for
deterring current and upcoming threats from compromising
original attributes. However, this approach makes it pos-
sible to prevent attackers from compromising the created
and transmitted attributes by using hacking methods, for
example, tampering, in order to circumvent the policies of
authorization and their corresponding technique and thus
obtain involuntary access to sensitive data.

Through this analysis study of the related work of the
access control techniques proposed in the literature for
Cloud computing, we discovered that many researchers
overlook crucial elements such as scalability, revocation
permission, explosion problem, inherited role, and access
policy security. To deal with these issues, we designed
our HYARBAC model, ensuring scalability, efficient man-
agement, context awareness, fast computation, auditability,
inherited role, permission revocation, and a secure solution
for all users.

3. Hysrip RoLE AND ATTRIBUTE BASED AccEss CONTROL FOR

Croup CoMpPUTING: OUR PrOPOSAL

In this section, the proposed HyARBAC model is illus-
trated. We start by explaining the proposed model. After
that, the assignment permission principle for each role
through attributes-based rules and constraints is presented,
which is considered the main idea of this proposal. To
enhance this access control in the cloud, an MTD scheme

is conceived, which is explained in this part.

A. Proposed Model

As explained above, we propose to combine the access
control oriented by the role principle with ABAC in order
to ensure the effectiveness of this process control, aiming
to apply and integrate environmental data to identify autho-
rized cloud resource users.

In particular, the proposed HyARBAC system described
in Fig.1 uses the attributes of the environment during the
session to enable roles in which a user can be attributed to
many roles but can be activated at a time for only one role,
and the constraint role-permission is introduced to surmount
the issue of role explosion and obtain fine-grained results.

Role Hierarchy

Attributes
Environments

Permission
Assignment

Users Perr

User

Assignement
User
Session

Figure 1. Proposed Model HyARBAC

Session ABAC
Role Constraints

According to the proposed model, when a user sends
a request, his session is then started, but before activating
the role, the environment condition is checked (satisfied or
not).

The role is set whenever the environment condition is
satisfied; otherwise, the role is disabled. After activating the
role, a permission set is appropriate for that role.

Thus, the admin needs to assign the roles once, after
which these roles can be assigned to many users and may be
created with the specification of the ABAC rules depending
on the object’s security level.

Moreover, the administrator may set two security levels
according to the sensitivity of objects; he uses the RBAC
technique if an object is less sensitive; otherwise, he will
enforce more security by adding ABAC attributes and the
MTD technique.

The flowchart of the proposed model is presented in
Fig.2.
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Figure 2. Flowchart of HyARBAC

B. Assignment Role-Users

In our model, each user could have one or many roles,
and many users may be given access to the same role. So,
initially, the administrator statically assigns each user with
their roles.

C. Assignment Permission—Role

For this model, each permission could have one or more
roles associated with it, and each role could be associated
with one or more permissions.

Suppose the security level of the object is less. In that
case, the RBAC technique is used(in the case where the data
is not sensitive), in which each role has its permissions, and
each permission is attributed to its roles statically; otherwise
(in the case where the data is sensitive), we assign roles
to permissions through ABAC rules (constraints) using the
attributes of users, objects, or environments, users will be
able to access the set of permissions represented by the
intersection of Ps and Rs, where Ps represents the set
of permissions associated with the current roles and Rs
represents the set of permissions defined by the relevant
ABAC rules.

D. Access Decision

Once the user sends an access request, the session is
started; enabling the role depends on checking the context
condition. If the contextual condition is true, the role will
be activated; otherwise, the role activation will be revoked.

After activating the role, if the level of security of the ob-
ject is less than a threshold (fixed at 1), the system enforces
the RBAC technique, where a collection of permissions is
connected to the role; otherwise, the system assigns a set
of permissions to the role through ABAC rules (constraints)
using user, object, and/or environment attributes.

In this step, an environment constraint check is per-
formed; if satisfied, access to data is allowed, and otherwise,
the role revocation and session are ended. Then, while
accessing the object, that condition is checked; if the en-
vironment condition becomes unchecked, this authorization
is removed from the last available authorization, which the
MTD system reinforces the ABAC method [13], where this
system represents an additional layer of protection for a
future attack on policies. The set of flows from the proposed
system is shown in Fig.2.

In this step, an environment constraint check is per-
formed; if satisfied, access to data is allowed, and otherwise,
the role revocation and session are ended.

E. Moving Target Defenses ( Policy Mutation)

This technique is inspired by the approach presented by
Rubio et al. in [13]

r Mutated Policy PN \

Svstem
RBAC + ABAC
(Original policy P1)

- J

Figure 3. A graphical representation of our approach reinforced by
technique MTD.

Initially, in Fig.3, we model an RBAC+ABAC (Original
policy PI) access policy as a set of constraints-based rules
Ru = {rul, ru2, ru3,..., run}.

For every rule ru € Ru, we present the collection
of original attributes (Sr). Additionally, we represent the
attribute bag (attributes set A) as ANSr#® that with each
rule.

The strategy then seeks to develop a modified policy Pn
by the initial policy Pl as the next: for every rule rueRu,
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we find the collection of attributes Ct = {c1, c2, ... cp} CA,
Ct#Sr who correlate with the set of Sr attributes.

The rule ru can then be changed into a new rule rit by
arbitrarily selecting a subset ceCt such that Si- = Sr{_Jc.

The modified rule set R = {ruzl, rir2, ...run} is later
combined to generate the novel modified policy Pn. Thus,
Pn is said to extend the original policy Pl by including rules
that describe additional correlated attributes.

We periodically repeat the procedure above to generate
many distinct political mutations.

In order to achieve this effect, an interaction technique
can generate rules that are changed at random, as mentioned
above, by only choosing a subset of the set Ct of attributes
that are correlated at a time, where the resultant rules may
differ now and then.

We summarize this description with the following algo-
rithm:

Algorithm Policy Mutation

Require: An original policy Pl, an attribute bag A
Ensure: A mutated policy Pn

Pn— ©®

Ru «getRulesOfPolicy(P1)

for all rui € Ru do
SregetAttributesOfRule(rui )

Ct «locateCorrelated Attributes(Sr , A)
rii «—getRandomMutatedRule(rui , Ct )
PnePn { rii

endfor

returnPn.

4. EXPERIMENTAL SCENARIO : CASE StupY OF AcCCESS CON-
TROL OF HosPITAL INFORMATION SYSTEM

In our proposed implementation of the HyARBAC
model, we have taken great care to include authorization
rule definitions and XACML[25] policies for access con-
trol, utilizing the Axiomatic Language for Authorization
(ALFA) [26], a highly effective domain-specific language
for defining XACML policies.

Our goal was to create a simple strategy for developers
to utilize, and we achieved this by incorporating the ALFA
plug-in for the Eclipse IDE to generate and edit XACML
policies.

To evaluate and validate this approach, we utilized the

open-source WSO2 Identity Server [27], a proven solution
that has helped us offer experimental proof for the effec-
tiveness of our proposed strategy.

We also developed a series of tests evaluated and
validated using the WSO2 Identity Server, reinforcing our
proposal. We aim to provide a practical solution that can
be easily implemented, and our proposed approach, backed
by real-world testing, is a testament to its effectiveness.

A. Studied Scenario

Our research involved a thorough examination of
HyARBAC, a system designed to address access control
challenges in hospital information systems placed on a
cloud computing platform.

To evaluate the performance and effectiveness of
HyARBAC, we conducted experiments on a comprehensive
set of case studies that covered a wide range of access
control scenarios.

The case studies featured multiple users, including pa-
tients, doctors, nurses, and other medical staff, each with
their own specific roles and responsibilities. We formulated
policies for each role, using XACML language with ALFA
to specify the policies and WSO2 IS to validate them.

The case studies featured multiple users across various
departments, including patients, doctors, nurses, and oth-
ers, each with their own roles and corresponding policies.
Specifically, we created three policies: two for doctors
(policy2 and policy3) and one for a nurse (policyl).

Our experimental results and analysis provide a com-
prehensive understanding of the technical aspects of our
approach and demonstrate its effectiveness in addressing
access control challenges in a hospital information system
placed on cloud computing.

Policyl: ”The nurse can active her role only during
working duration.”

Policy2: ”The doctor is capable of reading and writing
patient medical records that are exclusive to his depart-
ment.”

Policy3: “the primary doctor can read the patient’s
medical records and can add information for patients who
are exclusively part of his department.”

-Role explosion problems and fine-grained access:

When implementing access control policies in RBAC,
fine-grained control is often necessary to ensure that users
have access only to the resources they need.

However, implementing such policies often requires a
large number of roles, which can lead to a role explosion
problem. For instance, in the case of policy2, a doctor
would be allowed to read or write the medical records of

https://journal.uob.edu.bh
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their patients within their department. To achieve this level
of fine-grained control, we might need to create multiple
roles such as Doctor Cardiology, Doctor Brain, and Doctor
Orthopedic.

To address this problem, we can use attribute constraints
role-permission instead of creating multiple roles. By doing
so, we can define permissions based on attributes of users
(such as their department) rather than creating a new role
for each possible combination of attributes.

This approach reduces the number of roles required and
simplifies the management of access control policies. For
example, in Table II, we only need one role (Doctor) to
achieve the same policy that requires three roles in Table I.

Cardiology | Brain Orthopedic

Role patient patient patient

record record record
Doctor Read and
Cardiology | Write Read Read
Doctor Read and
Brain Read Write Read
Doctor Read and
Orthopedic Read Read Write

TABLE I. ROLE EXPLOSION PROBLEM IN RBAC(NEED OF 3
ROLES)

Role Department dResource- Action
epartment
Cardiology | Read/Write
Doctor | Cardiology | Brain Read
Orthopedic | Read
Cardiology | Read
Doctor | Brain Brain Read/Write
Orthopedic | Read
Cardiology | Read
Doctor | Orthopedic | Brain Read
Orthopedic | Read/Write

TABLE II. CONSTRAINT’S ROLE-PERMISSION (ONLY ONE
ROLE IS NEEDED)

1) In order to apply policyl (concerning the nurse), we
generate the eXtensible Access Control Markup Language
(XACML) code corresponding to this policy; this code is
presented in Fig.4.

Figure 4. XACML Activation role policy

1.1 Test case 1 for the activation role nurse: In Table 111,
the nurse wants to activate its role at 7:00 a.m. and then at
11:30 a.m.

Role Durat19n (.)f role Current time | Result
activation
08:00:00- A .
Nurse 16:00:00 11:30:00 Permit
08:00:00 - AN,
Nurse 16:00:00 07:00:00 Deny

TABLE III. TEST CASE1 FOR ACTIVATION ROLE

Fig.5 shows the XACML requestl code of the nurse’s
role activation.

-Request] for activation role: Case permit

Figure 5. XACML Requestl activation role

Fig.6 shows the generated response using the XACML
requestl code of the nurse’s role activation in working time
(11:30 h), which the decision permits.

Ws02 Carbon x
Evaluation is done with ene policy which policy id is He

Permit
[CMultiple Request [CIReturn Policy Li
Resource
Subject Name nurse
ok
P —— s

Action Name | | s Ui

Environment Name [11:30:00 DOlinclude In Result

Figure 6. Generate response for requestl

Fig.7 shows the XACML request2 code of the nurse’s
role activation outside working duration (at 07:00h).
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- Request2 for activation role: Case deny

<Request xmlns="urn:oasis:names:tc:xacml:3. tud-17" i Retur

l<accributes Catego:

">nurse</AtcribuceValuey

">07:00:00</AtcributeValue>

|</2ceributes>

|</Request>

Figure 7. XACML Request2 activation role in outside working
duration

Fig.8 depicts the generated response by the XACML
request2 code of the nurse’s role activation outside working
duration (at 07:00 h), where the decision is denied.

R E——

Identity
m Trylt
& Users and Roles
© add
1= s @ Create Request Using Editor
&) user stores W502 Carbon x
© add Evaluation is done with one policy which policy d is He
= Deny
32 st CIMultiple Request CIRetwrn Policy Lt
& claims
Resourcs
© add esouree
3 s Subject Name nurse
6 service Providers o
Action Name [authenticate | Liinciuge in Kesuic
© add
12 e Environment Name [o7:00:00 ] Clinclude In Result
@ Resident
N Test Evaluate| |Create Request| Clear| | Cancel |
) identiy Providers —

Figure 8. Generate response for request2

As indicated in the activate role policy, it is enabled
based on context (Time), so the role is activated during
working hours, and hence, it is switched off outside working
hours.

2) In order to apply policy2 concerning the doctor, we
generate the XACML code corresponding to this policy. It
is presented in Fig.9.

Using the constraints of role-permission, this proposal
allows for fine-grained access and resolves the ‘Role explo-
sion’ issue, as shown in the example presented in Tablell.

Policy2 can be translated as follows:
Subject-role = doctor and subject-department=Brain ;

resource-name = medicalRecord and

department= Brain;

resource-

-Constraint role- permission:

If subject-department=resource-department then deci-
sion=permit

else decision=deny

<Rule Effect= rule 17> <Target> <Anyof>
<

tatch

</AL10F> </Anyof>

“/Target> <Condition> <Apply rn:0asis:names:tcixacnl:1.0:function: string-equal”></Apply> </Condition>

atch I
<AttributeValue

/Match>
</ALL0f> </AnyOf> </Target>

Figure 9. XACML Doctor policy2

- Test for constraints role-permission: Case Permit /
Deny.

Figure 10 shows the request for constraints role-
permission (subject-department=resource-department);

We have two decisions: the case to permit a doctor to
access a resource (medicalRecord) and the case to deny a
doctor access to this resource.

Subject Resource Action Condition Decision
b tment = brain department = brain & action-ype = write Ject-department=resource= Permit
& subject-role = doctor resource-name = medicalRecord department = True

bject-dep: = brain d =
& subject-role = doctor cardiology & resource-

name = medicalRecord

ect-department=resourc Deny

department = False

action-type = write

Figure 10. TEST CONSTRAINTS ROLE-PERMISSION

Figure 11 shows the response to the test decision to per-
mit or deny a doctor access to resources (medicalRecord).

Subject Resource ‘Action Envronment Conditon Dectsion Verfication Resull

i [resource separtmentzbran acion-ype = wrie Envionment = Any Vae [ TRUE
¥ Lemt e

acion-ype = wrie Ervionment = Any Vae.

Deny TRUE

Figure 11. RESPONSE TEST CONSTRAINTS ROLE-

PERMISSION

3) In order to apply policy3 concerning the doc-
tor(inherited role) :

We generate the XACML corresponding to this policy,
which permits simplifying role engineering tasks using the
inheritance of one or more parent roles in our policy, as
shown in Fig.12.

Policy3 is as follows:” The primary doctor can read the
patient’s medical records and add information for patients
who are exclusively part of his department.”

We need two rules to apply the policy; we create the
first rule (the original one) and the second (inherited), which
will be created automatically by the inherited role, as shown
below (see Fig 13).

https://journal.uob.edu.bh


https://journal.uob.edu.bh

¥

A0)

Ll faas

Uy

10 Allgy

Int. J. Com. Dig. Sys. 15, No.1, 403-414 (Feb-24) . 411

Figure 12. XACML inherited role policy

3.1)Test case3 for inherited roles:

Figure 14 presents the request for an inherited role,
which permits or denies the primary doctor access to a
resource.

Figure 15 presents the response to the request for
inherited roles and the verification result of the decision
to access resources.

Environment Conition Decision Inheritance
Relation

Subject Resource Action

Subject-role = Resource-name | action-type = Write Environment subject- Permit Inherited
PrimaryDoctor = MedicalRecord =AnyValue |deparment=resource-
3 Subject- & Resource- department = True
department = Brain | department = Brain

Subject-role =
PrimaryDoctor

Resource-name | action-type = Read Environment Condition = Permit Originated
= MedicalRecord = Any Value Any Value

Figure 13. TWO RULES ACCESS

Subject Resource Action ronment Condiion Decision

Subject olo = Permit

dopartment = Brain

Figure 14. TEST CASE3 INHERITED ROLE

Decision Verification Result

Subject
Permit TRUE

Figure 15. GENERATE RESPONSE TEST CASE3

B. HyARBAC Security Aspects Analysis and Features

- Context-aware: We have a context-aware system. We
utilize environmental conditions in our system.

-Auditability: - In order to make the system simple to
use, we maintain the RBAC model, where the role assigned
to a user is static and the permission is associated with the
role.

- Revocation of the permission: The revocation of the
permission based on the condition of the context is en-
sured by the system. When accessing certain objects, we
constantly check the context constraint, and when certain
conditions fail, we immediately repeal the user’s access.

- Inherited role: The inherited role permits simplifying
role engineering tasks using the inheritance of one or more
parent roles.

- Computationally fast: Our system assures the activa-
tion of the role according to context conditions because the
role can only be activated if the conditions for activating
the role are satisfied, which makes the system faster.

- Ease management: The proposed model allows for
easier administration of policies, such as assigning roles
to users and assigning objects to roles with constraints
attributes (object, user, and environment). This makes it
simpler to manage policies.

- Scalability: Since the role explosion problem is solved
(by constraints role-permission), we can increase the num-
ber of authorized users, and the system can operate effec-
tively. As a result, the number of permitted users cannot
affect our system.

- Security: The security of our system is dependent on
the sensitivity of our resources. The data is secured by
RBAC and ABAC access control techniques; in addition,
our access policy (attributes, rules, etc.) is secured against
attackers who want to hack the policy (by modifying
attributes, rules, or other) by using the Moved Targeted
Defense technique, which constitutes a barrier of protection
against unauthorized access to our sensitive data and to
deter current and future attacks.

Hence, our system of access control overcomes the
limitations of both ABAC and RBAC and has the following
features:

-For the purpose of solving the problem of RBAC role
explosion and to provide fine access control in RBAC, we
use the constraints role-permission.

- The system is simple to audit because we use the
RBAC approach, in which a user’s role assignment is static,
and the permission is associated with the role, so it is easy
to audit.

- The system is easy to manage and update.

- Our system is faster because activation of the role
is based on checking the environment attribute (after and
before activation).

- Additionally, in this model, two security levels may be
defined according to the sensitivity of objects.

- Layer of additional protection for deterring current and
future attacks against policies.

As shown in Table IV, our proposed HyARBAC model
surpasses other access control schemes found in the liter-
ature. While most research does not address crucial chal-
lenges such as scalability, revocation permission, explosion
problem, inherited role, and access policy security, our
model was specifically designed to overcome these obsta-
cles and deliver outstanding performance. HyARBAC offers
efficient management, fast computation, auditability, context
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awareness, inherited role, permission revocation, and policy
security.

Our study results demonstrate that HyARBAC outper-
forms other access control models, making it the most
promising solution for various settings. Choose HyARBAC
for an access control model that delivers exceptional per-
formance, scalability, and security.

Jin Rajp | Barkha | Alayda Our
Features etal. | etal | etal et al. model
[10] [15] [17] [24]
AL.ld.lt' Yes Yes Yes Yes Yes
ability
Fine-grained
access Yes Yes Yes Yes Yes
control
Scalability Yes No No No Yes
Revogat'lon No No Yes No Yes
permission
No role
exlosion No Yes No No Yes
problem
Context- No Yes | Yes Yes Yes
aware
Inheritd role | No No No No Yes
Ease
Yes Yes Yes Yes Yes
management
Dynamicity Yes Yes Yes Yes Yes
FE}St comput- No Yes Yes Yes Yes
ationally

TABLE IV. COMPARISON OUR MODEL AGAINST THE
STATE-OF-THE-ART ACCESS CONTROL SCHEMES

5. Concrusions AND FuTuRE WoORK

This article presents a new approach to access control
for cloud computing, called Hybrid Role and Attribute
Based Access Control for cloud computing (HyARBAC).
This model combines ABAC and RBAC to provide flexible
and fine-grained access control that considers environmental
information, reducing the need for administrator interven-
tion. Additionally, the model is strengthened by the Moving
Target Defense technique, adding an extra layer of security
to our policy.

This approach brings the benefits of ABAC and RBAC
while overcoming their drawbacks. In our model, the activa-
tion of the role is dependent on an environmental attribute; it
depends on the constraint’s role permission to fix the prob-
lem of role explosion. Also, several attribute-based rules are
suggested for any permission to achieve fine-grained access.
HyARBAC guarantees dynamicity, auditability, scalability,
fine-grained access control models without role explosion,
and more security.

In future research, we can consider leveraging machine
learning algorithms to improve the accuracy of access

control decisions in cloud computing.

Furthermore, we can explore the potential benefits of
integrating blockchain technology into access control sys-
tems, as this could enhance transparency and traceability of
access decisions.

1- We suggest integrating blockchain systems in cloud
computing to increase the security of sensible data in the
access process. Moreover, blockchain could help to:

-Increase security: Blockchain technology’s decentral-
ized structure and cryptographic methods make access ex-
tremely secure.

-Increase  transparency:  Organizations can use
blockchain systems to generate an unchangeable,
transparent record of who has access to what resources.
That can lessen the chance of unauthorized access and
guarantee that the right persons are given the proper
amount of access.

-Automation: Access control in cloud computing can
be automated using blockchain technology. That implies
that access can be provided or denied automatically. That
can lower the possibility of human error and guarantee that
access is granted and canceled as soon as possible.

2- We propose to integrate Al technology into cloud
computing to create more secure, adaptable, and efficient
cloud environments for users and organizations. In this
direction:

-We should concentrate on developing Al algorithms
that can dynamically combine the benefits of ABAC and
RBAC models based on user attributes and contextual
elements to create a more effective and flexible access
control system.

-We have to concentrate on creating adaptive access
control systems that are Al-powered. These systems can
dynamically modify access permission based on user be-
havior, context, and risk assessments by utilizing machine
learning algorithms.

This adaptability will enhance security and usability,
ensuring that access decisions align with the dynamic nature
of cloud environments.
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