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Abstract: The protection of medical images transmitted through the E-healthcare system is very critical. Nowadays, medical image
watermarking has been emerged as trustworthy way to authenticate medical information during transmission. This paper presents a secure
self-embedding scheme that detects and corrects the tampesr in medical images. The proposed scheme involved two decomposition and
dimensionality reduction techniques, singular value decomposition and learning sparse decomposition. First, the color medical image is
transformed into YCrCb color space and the luminance plane is chosen. To create the watermark, the medical image is automatically
classified into region of interest (ROI) and region of non-interest (RONI), and then, the ROI is encoded by sparse decomposition with
convolutional Basis Pursuit DeNoising (BPDN) dictionary. The sparse watermark is then hidden in the singular values of the host part of
the image. The quantitative and qualitative results show that the proposed method is robust against numerous aggressive and geometric
distortions without compromising the quality of the original medical image. The proposed algorithm yields a high Peak Signal-to-Noise
Ratio (PSNR) larger than 45dB for all type of images, as well as high normalized correlation (NC) value under all types of attacks. It
is demonstrated that the presented system performs better than the existing techniques, and could be helpful for e-healthcare systems.
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1. INTRODUCTION
Telemedicine is a rapidly quickly emerging field where

medical images is transmitted through the electronic health-
care environment for the intention of diagnosis, consulting,
and remote medical intervention. In this context, the secure
transmission of medical images has a valuable influence on
the proper examination of serious diseases besides reduc-
ing the misdiagnosis problems. Nowadays, medical images
watermarking has become a reliable method of verifying
medical data during transmission. Numerous watermarking
systems for medical images have been introduced based
on efficient mathematical transformations, including Fourier
transform, cosine transform, wavelet transform, singular
value decomposition, compressed sensing, and sparse de-
composition.

Singular Value Decomposition (SVD) is among the most
effective methods available for protecting sensitive data.
SVD is a factorization method used for dimensionality
reduction by extracting algebraic feature from images [1].
It factorizes a 2D matrix M into three identically sized
matrices, one diagonal matrix and two unitary matrices, as
shown in Eq (1):

M = UΛVT =

r∑
i=1

λiuivT
i (1)

where Λ is a singular value matrix of positive real
numbers, whereas the other two matrices (i.e., U and V)
are the eigenvectors. Singular value decomposition has
been extensively utilized in watermarking generally, and
medical image protection specifically, thanks to the stability
characteristic of the singular values and the high resistance
to geometric attacks.

Another effective and reliable tool recently gain a great
attention is the sparse decomposition (SD). SD with all its
versions has been unfolded as a promising transform uti-
lized to effectively present and compress high-dimensional
signals. Generally, SD factorizes a given vector into a linear
combination of a few sparse vectors from an over-complete
dictionary [2]. Specifically, each vector

−→
ξ ∈ RK can be

basically computed by the following formula:

−→
ξ �

n∑
i=1

−→
bi s (2)
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where
−→
bi ∈ RK is the ith dictionary vector and −→s ∈ Rn is the

sparse vector. As the dictionary is overcomplete, i.e.,(n > k),
it can identify a wide range of patterns in the input data.
Over the past few decades, SD has established its value and
effectiveness in a variety of signal processing fields, such
as compression, Denoising, pattern classification and blind
source separation. In 2014, a new era has begun in image
watermarking field by the innovative method presented in
[3], where sparse coding was utilized in order to compress
and encrypt the watermark before hiding in the host image.

This paper introduces a tamper detection and correction
scheme based on SVD and SD transformations. Sparse
decomposition with convolutional learned dictionary is uti-
lized to encrypt and compress the automatic-segmented ROI
before hiding in the medical image. This leads to improve
the embedding capacity, and achieve a strong encryption of
the ROI. It also reduces the perceptual degradation in the
watermarked image. This is accomplished by minimizing
the number of elements required to represent the hidden
information. Moreover, because noise cannot be sparsely
represented, applying SD in watermarking helps in achiev-
ing the necessary robustness against noise.

2. Literature Review
Protecting medical images against manipulation in e-

healthcare systems is crucial need to prevent incorrect
diagnoses and treatments. Thus, various techniques have
been presented to confirm the authenticity of medical data
based on signature or hash [4], encryption [5], [6], and
watermarking (e.g., [7], [8], [9]). For instance, Jabbar et
al. [4] suggested a frequency domain method that com-
bines the hash signature with the watermarking system.
First, robustness hash code was generated based on Slice
Transform (SLT) and Discrete Cosine Transform (DCT).
Next, it was coupled with the patient record in order to
form a watermark, which is then used to create a signature
by encoding it based on a chaotic map with a secret key.

El-Shafai et. al. [5] proposes an optical-based authen-
tication approach for medical images protection based on
useful hashing, steganography, and encryption algorithms.
This method employs sparse decomposition technique to
compress the color elements of the image. Also, it performs
the sigmoid quantization to the compressed medical image
in order to create the digital quantized elements. To increase
its secrecy, the message is then encrypted by Rubik’s cube-
based method to get the encrypted medical image. However,
the rising frequency of security attacks in e-healthcare
systems show that these methods lack efficiency.

The regions in the medical images can be classified into
region-of-interest (ROI) and region-of-non-interest (RONI),
where ROI plays the main role in diagnosis. In contrast,
the RONI is either insignificant or not helpful for diagnosis
and treatment purpose. Various ROI-based watermarking
methods have been presented in the literature, which are
performed in either spatial domain or frequency domain.
Spatial domain-based fragile watermarking has been used

for medical image authentication where the watermark has
the ability to destroy itself in the event of any kind of attack,
whether malicious or not. Depending on the embedding
strategy, fragile watermarking can be classified into two
types: block-based and pixel-based watermarking. Many
block-based techniques have been proposed to insert a
fragile watermark into the non-overlapping block of the
image [10], [11], [12]. For instance, Gull et al., [12]
presented another fragile watermarking approach to localize
the tamper in the gray and color images. The medical image
is first split into 4×4 blocks, and each block is further split
into two blocks; upper block and lower block. The data for
manipulation detection is hidden in the lower block, while
the information for localization is hidden in the upper block.
A block-based tamper detection results in a significant false
positive rate because of identifying the entire block as
a tampered if just one pixel is altered. This led to the
development of the pixel-based fragile watermarking, where
the watermark extracted from the original pixel is embedded
into the pixel itself [13]. In [14], a blind fragile watermark-
ing method for tamper detection is presented. The Speeded
Up Robust Features (SURF) algorithm is applied to the ROI.
Then, the binary message is hidden into the blocks around
the SURF points. A semi-fragile watermarking method for
JPEG2000 image is proposed in [15]. In this method, a
perceptual hash function (PHF) is utilized on the wavelet
elements and used to generate the watermark, which is
then concealed in the host image during the JPEG2000
compression process. In general, fragile watermarking tech-
niques achieve a high imperceptibility, however, they cannot
withstand different kind of attacks. Moreover, the fragile
and semi-fragile watermarking methods are not able to
correct and reconstruct the tampered area in the attacked
image.

Robust watermarking based on frequency domain has
been successfully applied for tamper detection purpose.
For instance, Parah et al. [7] introduced a ROI-based
tamper detection using block-based cosine transform. The
watermark is hidden in the chosen DCT coefficients of
8× 8 blocks. A dual watermarking method using stationary
wavelet transform and SVD is introduced in [8] for color
general and medical images. This algorithm hides two wa-
termarks: gray-scale watermark concealed in the green layer
of the color image for the copyright protection purpose,
and binary watermark concealed in the blue channel for
tamper detection purpose. The genetic algorithm is also
applied to achieve better perceptual quality and robustness.
Swaraja et al. [9] suggested an algorithm for medical image
authentication based on Discrete Wavelet Transform (DWT)
and Schur transform. This method conceals dual watermarks
into the blocks of the RONI. Particle Swarm Bacterial
Foraging Optimization algorithm is also used to select
the optimal threshold. To enhance the invisibility, Lempel-
Ziv-Welch compression algorithm is performed. Another
medical image watermarking method is proposed in [16]
which incorporates two intelligent algorithms, which are
genetic algorithm and particle swarm optimization to take
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advantage of the relationship between the pixel values
of an image. However, the performance of such method
mainly depend on chosen the optimal scaling factor used
for embedding.

Another frequency domain-based watermarking system
for medical image authentication is proposed in [17], where
the wavelet transform and fractal dimension theory are used.
The regularity of the mutation structure in the medical
image is examined using a measure specified in the fre-
quency domain. Additionally, the elements of the restored
wavelet values are reduced using the fractal dimension.
Based on the singularity of the fractal dimension of the
block data, the main characteristics are determined and the
fractal characteristic is created as the image authentication
characteristic. Singh [18] introduces an invisible watermark-
ing for color medical image based on DCT and lifting
wavelet transform (LWT). First, the digital signature and
patient report are combined and hidden into the host medical
image for identity authentication purpose. In addition, the
patient report is encrypted using BCH error correcting code
and the signature watermark is encrypted using message-
digest before concealing into the host image.

Various watermarking systems have been suggested in
the literature for both tamper localization and correction.
For instance, a block-based tamper recovery method is
proposed in [19]. First the ROI hash is computed to find
the tamper. The pixels of each ROI block are concealed
into the least significant bits (LSBs) of the corresponding
RONI block. The ROI hash value and the hash value of
the reconstructed region are compared during the extrac-
tion process, and only modified blocks are recovered. The
average and variance of each block are used to identify the
modified blocks. Khor et al. [20] introduced a tamper detec-
tion and correction method for medical image, where the
ROI information is embedded into RONI least significant
bits. Another LSB-based watermarking method is proposed
in [21], where the watermark is generated by perfuming
exclusive-OR function between the mean pixel value of 4×4
pixel blocks and a key generated by the logistic map (LM).
The watermarks bits are then hidden in LSBs of the image
blocks. In general, watermark embedding in the spatial
domain is less robust than embedding in the frequency
domain, and the ROI cannot be correctly recovered if the
RONI is tampered.

Zero-watermarking and Error Correcting Code are used
in 2021 by [22] for tamper detection. First, RS code is
directly applied on the ROI pixels to be stored in RONI.
The parameters of RS code are guardedly selected in order
to obtain a good restoration capability. The performance of
this method including the recovery ability is based mainly
on the RS code parameters. Also, this method is fragile
against some attacks (e.g., rotation and JPEG compression).
Another ROI-based tamper correction method for gray
medical image is proposed in [23] using principal com-
ponents (PC) for robust watermark and Lempel–Ziv–Welch

method for fragile watermark. Moreover, a self-embedding
watermarking system is presented in 2022 by [24] based on
a spiral block mapping. In this method, a 3×3 block-based
coding is performed to establish a watermark consisting of
two authentication bits and seven restoration bits embedded
in the LSBs. The spiral block mapping is used to hide
the recovery bits into number of sub-blocks. This method
is evaluated under several attacks such as blurred image,
noise addition, and sharpening, and it yields high robustness
and invisibility results. In [25], a reversible watermarking is
introduced for tamper correction based on Scale-Invariant
Feature Transform (SIFT). The image is first divided into
blocks, and the features of each block are extracted to
be concealed into the corresponding feature region. These
methods achieve high imperceptibility level and low com-
plexity time. However, they cannot restore the original
tampered area. In addition,they have very low embedding
capacity.

In 2023, many watermarking methods have been devel-
oped for accurate restoration of tampered ROI in the med-
ical images. For instance, a zero-watermarking method is
introduced based on K-means clustering [26]. The medical
image is classified by K-means algorithm to identify ROI
that contain important information. Then, Fourier transform
is performed to the ROI to improve the robustness against
geometric attacks. Next, Sobel operator is utilized to obtain
the edges for the QR code creation. The embedding is
performed by applying XOR operation between extracted
ROI edges and the watermark. Another ROI-based tamper
correction scheme is proposed in [27]. The ROI in the
medical image is manually segmented then compressed and
hidden in the RONI region. In addition, a small amount of
data is hidden in ROI to identify ROI tampering. In general,
the ROI-based methods show a high invisibility and a good
capability of ROI recovery. However, most of the current
methods in the literature depend on a manual selection of
the ROI, which is error-prone process.

An accurate automatic segmentation of the ROI still
remains a challenging problem. In this paper, the ROI is
automatic segmented and post-processed by morphological
operations. The ROI is then compressed and hided in a
stable part of the host image for effective authentication
and restoration of gray and color medical image. Sparse
decomposition with convolutional Basis Pursuit DeNoising
(BPDN) dictionary learning is utilized to get the better
compression of the ROI, thus higher perceptual quality
and resistance to noise addition attacks. The proposed
method solves the drawbacks in the previous methods in
the literature. Moreover, the proposed method successes
in accurately identifying the distorted region in the gray
and color medical image and reconstruct it in very low
complexity time.

3. ResearchMethodology
In this work, SD and SVD are used for assuring the

integrity and maintain authenticity. The proposed scheme
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is decomposed into four main procedures: ROI detection
and enhancement procedure, ROI embedding procedure
(Algorithm 1), extraction procedure (Algorithm 2), and
tamper detection/ correction procedure (Algorithm 3). Fig.
1 shows the block diagram of our proposed system.

A. ROI Detection and Enhancement
The region of interest (ROI) of the medical data is the

region that carry the most crucial information. This part is
sensitive and should be preserved during transmission via e-
healthcare system. Thus, the proposed method automatically
separates the ROI and hides it again in the most robust
part of the medical image. First, the proper threshold for
the binarization of medical image is determined using
Otsu’s thresholding algorithm [28], followed by automatic
thresholding. Then, morphological closing is performed to
connect adjacent objects and pruning the edges of the ROI.
Next, hole-filling operation is applied to get the final ROI
segmentation. Finally, the non-interest region is omitted by
assigning the intensities of this region to zeros, thus it does
not affect the embedding process and degrade the quality of
the watermarked image. Fig. 1 (1) shows the detected ROI
in the given medical image.

B. Embedding procedure
The input of this stage is the host medical image and the

output is the watermarked image with hidden ROI. Fig. 1
(2) describes the embedding stage of the proposed scheme.
First, if the medical image is colored, it is converted into
YCrCb color space. To make this algorithm more robust,
the Y plane is chosen as a host part in the color image as
it has higher values than the other components. Then, SVD
is applied on the host part (i.e., the grayscale image or Y
plane in color image) to get three matrices, i.e., U, S, V.
Sparse Decomposition (SD) is also applied on the ROI of
the selected part in order to generate the watermark. SD is
applied to dramatically decrease the image information and
improve payload power using convolutional BPDN learning
dictionary [29]. In this form of sparse decomposition, the
unstructured dictionary is replaced with a dictionary D with
a structure equivalent to convolution with a set of linear
filters. The approximation of signal S from its sparsely
represented signal S’ can be performed by S ≈ D × S ′,
where S can be a whole image rather than just a little
image patch. Additive embedding with a predefined scaling
factor (i.e., γ=0.5) is then performed to integrate a copy
of the medical image ROI in the host part. Then, SVD is
utilized again on the resulted watermarked matrix to get
three watermarked matrices, i.e., Uw, Sw, Vw. The resulted
Uw and Vw matrix are saved as secrete keys (K) used for
extraction. The detailed steps and mathematical equations
of this procedure are provided in Algorithm 1.

C. Extraction Procedure
To ensure authenticity of the transmitted medical data,

the concealed watermark is reconstructed and compared
with the received image. To do this, the RGB watermarked
image is first transformed into YCrCb color space and the

Figure 1. Block diagram of the proposed scheme: (1) localization
of ROI, (2) Encoding and embedding procedure, (3) Extraction and
decoding procedure, and (4) Detection and correction procedure.
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Algorithm 1 The embedding procedure.

1: procedure Embedding
2: Input: the original color medical image Im ∈ RM×N×O

3: Output: the medical image with hidden ROI Im′ ∈
RM×N×O & the security key K

Begin:
4: if color then
5: [YCbCr]=YCbCr(Im)
6: Yo = Yp = Y

end if
7: [U Σ V]=SVD (Yo) ▷ SVD
8: Φ = DL(D) ▷ Dictionary learning
9: for y do = 1 To N

10: X(:, y) = SD (Φ, Yp(:, y)) ▷ SD
11: Σ̂(1:N,y)= Σ(1 : N, y)+ γ.X(:,y) ▷ Embedding

end for
12: [UxΣ̂xVx]=svd(̂Σ)
13: K= [UxVx] ▷ Security key generation
14: Ŷo = [U × Λ̂h × V ′] ▷ Inverse SVD
15: I = (Ŷo, Cb,Cr)
16: Im’= RGB (I)

end

Y channel is separated. Then, SVD is performed on the
watermarked part Y. The inverse of embedding process is
applied here to get the hidden part, as shown in Fig. 1 (3).
Specifically, the singular matrix of the watermarked Y plane
is combined with the secrete key (K) from embedding stage.
The sparse matrix is reconstructed by subtraction decoding
function using the same scaling factor γ used for embed-
ding. The hidden ROI is then reconstructed by multiplying
the extracted sparse matrix with the learning dictionary
D. The inputs, outputs, and details of this procedure are
provided in Algorithm 2.

Algorithm 2 The extraction procedure.

1: procedure Extraction
2: Input: the received medical image with hidden message

Im′R ∈ R
M×N×O & dictionary Φ & the security key K

3: Output: the extracted Y pattern Pex ∈ R
M×N

Begin:
4: if color then
5: [YRCbCr]=YCbCr(Im′R)

end if
6: [URΣRVR]=SVD (YR)
7: YE x = K(M,N1) × ΣR × K(M,N2)T ▷ Reconstruct

YEx
8: XR = (YEx − ΣR).γ ▷ Extraction
9: Pex = Φ × XR ▷ Reconstruct the hidden ROI

end

D. Tamper Detection and Correction Procedure
The aim of this phase is to identify, localize, and restore

the distorted region of the received image based on the ex-
tracted concealed watermark from the previous procedure.
The distorted region can be identified by calculating the

absolute difference between the reconstructed part Pex and
the corresponding part of the modified image Pd. If the
computed difference at particular (x, y) coordinate is higher
than a specific threshold value τ, then, this medical image is
considered as unauthentic image and restored by replacing
the modified pixels by the corresponding values in the
extracted pattern, as illustrated by the following equation:

PR(x, y) =
{

Pex(x, y), |Pex(x, y) − Pd(x, y)| > τ
Pd(x, y),Otherwise

(3)

Afterwards, the restored luminance part PR is combined
with the other image Chroma planes. The resulted image is
finally transformed back into the RGB color space. Further
descriptions and details of this procedures are illustrated by
Algorithm 3.

Algorithm 3 The tamper detection and correction procedure

1: procedure Embedding
2: Input: the received image Im′R ∈ R

M×N×O & the
extracted pattern Pex ∈ R

M×N

3: Output: the corrected medical image Imc ∈ R
M×N×O

Begin:
4: if color then
5: [YR CbCr]=YCbCr (Im′R)

end
6: for I do = 1: M
7: for j do = 1: N
8: d(x, y) = |Pex(x, y) − YR(x, y)|
9: if d(x, y) > τ then

10: mask(x,y)=1
11: YR(x,y) = Pex(x,y) ▷ Correcting the

distorted pixels
end if

end for
end for

12: If mask=0 → Authentic Medical Image
13: Ic = (YR, Cb,Cr)
14: Imc=RGB (Ic)

end

4. Results and Discussion
The experimental analysis is performed using different

medical images of 256 × 256 dimensions from ”Mid-
Pix” which is an open-access database for medical images
(https://medpix.nlm.nih.gov). Also, some images from a
medical search engine, i.e., Openmd (https://openmd.com/),
are used. These medical images have different details for
different human body portions. The simulation tests were
implemented using MATLAB 2020a operated on a Win-
dows 10 machine with a 2.40 GHz Intel Core i5 processor
and 8 GB RAM. Sparse decomposition is performed using
the “SParse Optimization Research Code” (SPORCO) [30],
which is an open-source library for solving optimization
problems with sparsity regularization, dictionary learning,
for both standard and convolutional forms of sparse coding.
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TABLE I. Summary of different measures used for performance evaluation of the proposed method.

A. Performance Evaluation Functions
In this paper, several evaluation functions are used. Table

I summarizes the measures used and description of each
one. Five measures are used to evaluate our embedding
phase: Peak Signal-to-Noise Ratio (PS NR), Structural Sim-
ilarity Index Measure (S S IM), Weighted Peak Signal-to-
Noise Ratio (wPS NR), Unified Average Changing Intensity
(UACI), and Number of Pixels Change Rate (NPCR),
which are computed as shown in Eq. (4-8) in Table I,
respectively. To calculat the PS NR, Mean Square Error
(MS E) is first calculated based on Eq. (3) in Table I.
A PS NR value of more than 40dB indicates that the
watermarked image falls within normal degradation limits
and the hidden pattern is almost invisible [31], whereas

SSIM above 0.95 are generally considered to be visually
unnoticeable to the human eye [32], [33].

The traditional PS NR assesses distortion on the host
data without taking the human perception into account.
Thus, the weighted Peak signal-to-Noise Ratio (wPS NR)
is also computed for our imperceptibility test. PS NR and
wPS NR are generally similar for the smooth areas, but for
the high texture areas, PS NR is lower than wPS NR as the
noise visibility function is almost zero [34].

The UACI and NPCR measures are computed in order
to determine the proportion of distinct intensities between
two images. UACI defines the average intensity of dissimi-
larities between two images, whereas NPCR shows the pro-
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(a) (b) (c) (d)

Figure 2. Column (a) displays two color medical images with the corresponding histograms displayed in column (b). Column (c) represents the
carrier images with the corresponding histograms of the selected layer displayed in column (d).

portion of distinct intensities between two digital images.
Obtaining greater UACI and NPCR values is recommended
for improving security (resistance to differential attacks).
The optimal percentage value for UACI is 33.4635% while
the optimal percentage value for NPCR is 99.6094% [35],
[36].

For robustness evaluation, Normalized Correlation (NC)
and Normalized Absolute Error (NAE) are computed to as-
sess the similarities between the original and reconstructed
part. Equations (1) and (2) in Table I give the mathematical
expressions of theNC and NAE measures. The satisfying
watermarking security, i.e., resistance to attacks, is associ-
ated with high NC values (nearly 1), and low NAE values
(nearly 0).

B. Evaluation of Embedding Procedure
This section assesses the quality of the medical images

after self-embedding. Table II displays the PS NR, S S IM,
wPS NR, UCAI, and NPCR for six sample of medical
images used in our experiments. All PS NR values are above
48 (dB) with an average of around 50, and all wPS NR
values are greater than 52dB. Also, all S S IM values are
near 1, even though the high embedding capacity, i.e.,
the same size of the host medical image. In addition, all
UACI values are near to the optimal value of around 33%.
Our scheme has also a high NPCR that are closer to the
theoretical percentage values.

These outcomes demonstrate a high level of imper-
ceptibility achieved by our embedding procedure owing
to utilizing the dimensionality reduction tool, i.e., sparse
decomposition, so just a small number of non-zero values

Figure 3. PSNR comparison between our SD-based method and the
existing methods.

Figure 4. SSIM comparison between our SD-based method and the
existing methods.
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(a) (b) (c) (d) (e)

Figure 5. Column (a) displays two medical images used in our experiments with the corresponding histogram in column (b). Column (c) represents
the ciphered region, whereas columns (d) and (e) represent the constructed hidden region with the corresponding histogram, respectively.

TABLE II. The performance of embedding procedure.

Images. PSNR SSIM wPSNR UACI NPCR

Med-Img1 48.47 0.9936 55.44 32.38 99.99
Med-Img2 54.36 0.9997 54.38 32.94 98.76
Med-Img3 50.03 0.9902 57.22 29.04 99.55
Med-Img4 50.07 0.9944 52.62 32.47 94.40
Med-Img5 48.71 0.9923 60.81 29.76 99.99
Med-Img6 50.25 0.9934 52.99 32.24 95.71

modify the weight of the host medical data. Moreover, the
visual inspection of the invisibility aspect of our method
is confirmed by Fig. 2. The figure displays samples of
color medical images used for our experiments (a), the
corresponding watermarked images with the hidden ROI in
(c), and their histograms shown in (b) and (d). As shown in
the figure, our watermarked images have a high quality, and
it is quite hard for the human eye to identify the concealed
information. In addition, there is high invisibility proven
by the similarities between the histograms of the host and
carrier images.

For further evaluation, the performance of our system is
evaluated in comparison with the performance of other cur-
rent methods in term of PS NR and S S IM, and the results
are displayed in Fig. 3 and Fig. refFig:SSIM, respectively.
As the figures demonstrate, the average PS NR and S S IM
values for our proposed method are much higher than other
methods because of utilizing learned sparse decomposition
where only a few numbers of elements enough to recon-
struct the hidden ROI instead of all elements. Finally, the
obtained results show that it quite challenging for the human
to detect and identify the concealed data, where the image
modifications look as random noise frequently present in
the digital images.

Figure 6. Comparison of the robustness of our proposed scheme and
existing schemes under some attacks.

Figure 7. Comparison of the robustness performance against filtering
attacks.

C. Evaluation of Extraction Procedure
For extraction procedure evaluation, Fig. 5 shows two

grayscale medical images used as watermarks and the
corresponding histogram in (a) and (b), respectively. The
encrypted version of the watermark with SD is displayed in
Fig. 5 (c) and the extracted watermark with the correspond-
ing histogram are presented in (d) and (e), respectively.
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TABLE III. Samples of extracted tampered pattern under various attacks.
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Figure 8. The detection and correction results of the proposed method under tamper addition and region removing attacks, where row 1 and 2
display the original and distorted images, where row 3 and row4 show the detected ROI and tampered area in the ROI highlighted by blue region,
respectively. The corresponding corrected images by our method are shown in row 4. The PS NR, S S IM, and time measures for our correction
procedure are presented in the rest rows, respectively.
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As shown, the encrypted part has no similarity with the
origin part, however, it is successfully used to reconstruct
the hidden watermark with high perceptual quality. Another
advantage of our method is that it offers a natural encryption
technique to protect the hidden watermark (see Fig. 5 (c)).

In watermarking applications, the reliable method has
to be capable of retrieving the hidden data even when the
image is seriously destroyed. To evaluate the reliability, the
proposed scheme has been evaluated under some serious at-
tacks, including sharpening, noise adding, cropping, gamma
correction, compression. Fig. 6 represents NC comparison
between our method and some existing techniques in terms
of noise addition, translation, and compression attacks, i.e.,
Gaussian noise with variance 0.01 (GN), impulse noise
(SP), histogram equalization (HE), JPEG compression with
QF=30 (JPG), rescaling 0.5 (RS), rotation with angle 45 °
(RT), and 25% cropping (CR). Based on the results in the
figure, our proposed method significantly surpasses other
methods, and it is scale- and rotation-invariant.

Moreover, the proposed scheme is robust against serious
geometric and noise attacks. The proposed method also
shows a high resistance to filtering attacks. Fig. 7 shows
a comparison between our method and [23], [37] under
different filtering attacks, including with [3 × 3] Average
Filter (AV), Gaussian Low-pass (GF), Median Filter (MF),
and Sharpening (SH). The robustness performance of our
proposed scheme is much higher than other schemes for all
kind of filtering attacks.

For further evaluation, Table III illustrates the qualitative
and quantitative results. According to the table, the NC
value of proposed system for the watermarked medical
image without attack is always near to 1. Also, the original
and extracted watermarks have a very high degree of
similarity, with an average NC of 97% and an average
NAE of 0.19258. Even with high density noise addition,
the hidden watermark is still extractable with good quality,
i.e., NC is greater than 0.88. These outcomes prove that the
proposed technique offers a good robustness even though
the distortion in the received medical image is high.

D. Evaluation of tamper detection and correction
The aim of this test is to confirm the ability of our

method in providing a secure transmission of the medical
data against intentional attacks. The proposed scheme em-
beds crucial information of medical data, represented by
the ROI, in the most stable part of the color image. On the
receiver side, the hidden part is restored again and compared
with the corresponding part of the received image to confirm
the integrity and authenticity. The authenticity of its origin
is verified since the origin copy of the crucial region is
embedded with the received image.

Fig. 8 evidences the efficiency of the proposed method in
detection, localizing and correction intentional attacks, such
as adding tamper or removing a part of the medical images.
The PS NR and S S IM are also computed to measure the

similarity between original and reconstructed medical image
for further evaluation. The proposed method shows a high
accuracy in localizing the tampered area, and high integrity
represented by the ability to restore corrupted images in low
complexity time as shown in the table.

Overall, experimental result analysis proves the high
imperceptibility of the updated medical image, where the
hidden patter does not affect the image quality. Moreover, it
is demonstrated that our scheme is robust against various at-
tacks, including geometric attacks, JPEG compression, and
signal processing attacks, such as filtering, noise adding,
blurring, contrast enhancement. In addition, the analysis
carried out to prove the effectiveness of the proposed system
in ensuring authenticity proves that the proposed method
successes in achieving a high security level and determining
authentic and unauthentic image.

Finally, the provided results have demonstrated that
our proposed scheme successes in restoring the tamper
area, achieving both invisabilty and robustness aspects,
and offering a good encryption as well as a high level
of compression. The proposed method has the capability
to localize and reconstruct the tampered area with high
similarity measures between the host and reconstructed
image. It is also proven that our scheme outperforms the
current methods with regards to perceptual quality, robust-
ness, detection and correction performance.

5. Conclusions
This paper introduces a new hiding scheme to verify

the integrity of grayscale and color medical images based
on two decomposition and dimensionality reduction tech-
niques, singular value decomposition and learning sparse
decomposition, i.e., singular value decomposition and learn-
ing sparse decomposition. Unlike most of existing methods
in the literature, the ROI in the medical image is identified
by automatic segmentation and morphological operations.
Also, dictionary learning is used which is particularly help-
ful in the context of input image adaptation. The proposed
system is assessed using different kinds of gray and color
medical images under different attacks. A performance
comparison is also made between our scheme and some
current schemes.

The proposed system presents a high performance with
regards to invisibility, robustness, and security, which are
the most necessary requirement of reliable watermarking
systems. It has been also demonstrated that our proposed
technique can be successfully used to guarantee the se-
curity and confidentiality of both gray and color medical
images. It is found that involving SD with convolutional
Basis Pursuit DeNoising (BPDN) dictionary learning in our
method offers many utilities such as invisibility, resistance
the noise, a high compression and a very strong encryption.
As a future work, genetic algorithm can be utilized to
dynamically choose the most suitable scaling factor used in
the embedding and extraction procedure. Also, the recovery
capacity can be further improved.
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