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Abstract: This study delves into the crucial intersection of personality traits and information security behaviors in an era of increasing
technological reliance. Using a quantitative approach, we explore the correlation between the Big Five Personality Traits (BFI)
and the Knowledge-Attitude-Behavior (KAB) components related to information security awareness. Our study, which involved
311 undergraduate students chosen through stratified random sampling, uses Spearman correlation analysis and logistic regression
modeling to examine correlations between personality traits from the BFI and information security risk status. The findings reveal
significant correlations, particularly highlighting the roles of neuroticism (33.33%), lack of direction (16.67%), extraversion (16.67%),
and antagonism (16.67%) in increasing susceptibility to security risks. The logistic regression model demonstrates 85.7% accuracy,
indicating its effectiveness in correlating personality traits with information security behaviors. The study underscores the importance
of considering individual personality profiles in cybersecurity strategies. By understanding the interplay between personality traits and
security behaviors, organizations can effectively develop targeted interventions to enhance information security awareness and resilience.
These findings provide a nuanced understanding of the psychological factors shaping cybersecurity attitudes and behaviors. Also, these
findings have significant implications for crafting targeted cybersecurity awareness programs, suggesting that integrating personality
traits into these initiatives could promote cyber-secure behavior more effectively. This research adds valuable insights to information
security, emphasizing the need for a more personalized approach to awareness strategies and future research to explore this relationship
further.
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1. INTRODUCTION
The rapid advancement of information technology (IT)

has undeniably transformed various sectors, including aca-
demics, government, and private enterprises. However, this
progress also presents significant challenges, notably in
information security. Cyberattacks targeting organizations
have escalated, exposing them to increased risks Wiley, Mc-
Cormac, and Calic [1]. A primary vulnerability in organiza-
tional landscapes arises from human error, often due to non-
compliance or insufficient awareness, which has become a
prominent cause of security breaches, surpassing even mali-
cious intentions [2, 3]. Despite the extensive implementation
of technical solutions, these alone are inadequate to mitigate
such vulnerabilities effectively. The human element often
represents the weakest link in information security, empha-
sizing the necessity for enhanced engagement and aware-
ness [4, 5]. Surprisingly, organizations frequently overlook
the crucial role of human factors in their security strategies.
Alarmingly, human error is implicated in approximately
95% of security breaches, highlighting the urgent need for

proactive and preventive measures [6]. Security breaches,
encompassing virus infections, identity theft, and hacking,
stem directly from users’ inattentiveness, inadequate aware-
ness, and failure to take appropriate measures. The literature
highlights that many users falsely believe they are safe from
cybercriminals due to their perceived lack of prominence
or affluence, which can compromise their security [7]. The
prevalence of cybercriminal activities could be mitigated
through heightened knowledge, improved attitudes, and
proactive conduct among users in various sectors, includ-
ing government entities, educational establishments, and
even households. This study delves into the intersection
of personality traits and information security awareness, a
crucial yet underexplored dimension. Leveraging the Big
Five Inventory (BFI) model, we examine how distinct
personality dimensions—openness, conscientiousness, ex-
traversion, agreeableness, and neuroticism—correlate with
information security behaviors among IT users [8]. Ap-
plying the Knowledge-Attitude-Behavior (KAB) paradigm
further aids in understanding how personality traits influ-
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ence individuals’ attitudes, augment their knowledge, and
ultimately affect their security behaviors. This exploration
is vital for developing tailored interventions that enhance
information security awareness and resilience. The primary
contributions of this study are threefold:

1) Empirical Analysis: Through quantitative methods,
we identify significant correlations between the Big
Five personality traits and various components of in-
formation security awareness among undergraduate
students.

2) Theoretical Insights: We enrich the existing lit-
erature by integrating personality psychology with
information security practices, offering a nuanced
understanding of how individual differences shape
security behaviors.

3) Practical Implications: Our findings inform the de-
velopment of targeted cybersecurity awareness pro-
grams that consider personality profiles, enhancing
the effectiveness of these initiatives in promoting
secure behaviors.

As we progress, the paper will present a conceptual frame-
work in Section 2 and a literature review in Section 3. The
methodology is detailed in Section 4, findings are discussed
in Section 5, and the implications of these findings are ex-
plored in Section 6. Section 7 concludes with a summary of
the study, its limitations, and directions for future research.

2. CONCEPTUAL FRAMEWORK
A. KAB Model

Introduced by Kruger and Kearney [9], the Knowledge-
Attitude-Behavior (KAB) framework measures information
security awareness, grounded in the interconnected com-
ponents of affect, behavior, and cognition [10, 11]. This
model elucidates how knowledge influences behaviors, me-
diated by attitudes—suggesting that enhanced knowledge
fosters more positive attitudes, which in turn promote better
security practices [3]. This framework is instrumental in
explaining cybersecurity awareness and behaviors across
diverse settings [3, 12, 13]. The KAB framework is a
comprehensive tool for understanding the interplay between
IT service usage, security knowledge, and security practices.
It underscores the importance of: Security Knowledge: The
KAB model posits that knowledge forms the basis for
behavioral change. In this context, the ”Security Knowl-
edge” concept aligns with the KAB model’s “knowledge”
component. IT Service Usage: The ”attitude” component
of the KAB model pertains to an individual’s beliefs,
perceptions, and attitudes towards a particular behavior.
In the context of IT Service Usage, if end-users cultivate
a positive outlook on integrating secure online practices
and acknowledge potential risks associated with various
services, such as online banking or social networking, they
are more likely to demonstrate prudent and safe behavior.
Security Practices: The ”security practices” correspond to
the “behavior” component of the KAB model. This includes
how end-users interact with IT systems, software security,

email security, data management, and network management.
The text emphasizes the importance of these practices,
highlighting how learning about and implementing them can
mitigate risks posed by cybercriminal activities. Good data
and network management align with responsible behaviors
that contribute to the security of IT systems, which is in
line with the behavior component of the KAB model.

B. Personality Traits
Personality significantly influences individual behavior

through distinct traits [14]. The Big Five Inventory (BFI)
encapsulates key dimensions—openness, conscientiousness,
extraversion, agreeableness, and neuroticism—that predict
user behavior across various domains [8, 15]. For instance,
high extraversion and openness are associated with in-
creased risk-taking behaviors, while high agreeableness and
conscientiousness typically reduce such risks. The applica-
tion of personality assessment to predict user behavior in
cybersecurity contexts has gained notable traction, provid-
ing insights into how traits influence information processing
and vulnerability to security threats like phishing [15, 16].

Figure 1. Conceptual Framework

Figure 1 presents our conceptual model that integrates
the KAB and BFI frameworks, illustrating how individ-
ual knowledge and attitudes towards information security,
shaped by personality traits, impact security behaviors. This
study hypothesizes significant correlations between the Big
Five personality traits and information security risk-taking
behaviors within the KAB framework.

3. LITERATURE REVIEW
A. Information Security

Information security, often synonymous with cyberse-
curity, involves safeguarding personal and corporate data
assets against unauthorized access and threats [5, 17]. This
field is pivotal for maintaining the confidentiality, integrity,
and availability of information, which is essential for the
smooth operation of any organization. The literature often
uses the terms ”information security” and ”cybersecurity”
interchangeably, a practice we will continue in this study
[5, 18]. Wilner [19] argues that ”information security”
more accurately describes the protection of data, a stance
supported by the current academic discourse.
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B. Information Security and Human Behavior
Integrating human behavior into information security

practices has become increasingly recognized as crucial. Es-
tablishing an Information Security Policy (ISP) is vital, but
its effectiveness significantly depends on the human factors
at play within an organization [20]. Studies indicate that
noncompliance with security measures, ranging from casual
neglect to intentional sabotage, is a significant contributor
to security breaches [21, 22]. The evolving research on
technology acceptance and behavior science theories, such
as the Big Five Inventory (BFI), underscores the importance
of understanding and predicting security behaviors among
employees [18, 23].

C. Personality Traits and Information Security
The relationship between personality traits and infor-

mation security behaviors has garnered increasing atten-
tion in cybersecurity research. The Big Five personality
traits—neuroticism, extraversion, openness, agreeableness,
and conscientiousness—offer valuable insights into predict-
ing and understanding the behavioral patterns that affect
security practices. Each trait contributes uniquely to how
individuals perceive and interact with cybersecurity proto-
cols.

1) Neuroticism: Characterized by emotional instability
and anxiety, neuroticism has been variably linked to
information security behaviors. Russell et al. [24]
observed an inverse correlation between neuroti-
cism and secure cyber behaviors, indicating that
individuals with higher levels of neuroticism might
engage in less effective cybersecurity practices. This
relationship suggests that neuroticism could impair
the ability to consistently follow security protocols,
possibly due to heightened stress and anxiety levels
that distract from vigilant security practices.

2) Extraversion: Extraverts are known for their so-
ciability and assertiveness, which could influence
their attitudes towards cybersecurity. According to
Pattinson et al. [25], extroverts may exhibit a more
proactive approach to security due to their assertive
communication and willingness to engage with secu-
rity measures. However, their sociable nature might
also expose them to greater risks, such as oversharing
information on social media, potentially compromis-
ing security.

3) Openness: Openness involves a high level of curios-
ity and creativity, leading to enthusiasm for exploring
new technologies and security measures. Morales-
Vives et al. [26] found that intelligence, mediated by
openness, significantly influences compliance with
preventive security measures. Individuals high in
openness are likely to embrace and understand the
benefits of new security technologies, contributing
positively to organizational security.

4) Agreeableness: Agreeable individuals are coopera-
tive, kind, and trusting—traits that generally promote
compliance with organizational policies. Shropshire,

Warkentin, and Sharma [27] noted that agreeableness
correlates positively with the intent to adopt security
measures. However, the trusting nature of agreeable
individuals may also make them vulnerable to social
engineering attacks, as they are more likely to trust
others and could be deceived by phishing attempts.

5) Conscientiousness: This trait is marked by a high
degree of diligence, organization, and responsibility.
Conscientious individuals are likely to adhere strictly
to security protocols. Frauenstein and Flowerday
[16] observed that conscientious individuals are less
susceptible to social networking site (SNS) phish-
ing attacks due to their methodical and cautious
approach to processing information and disciplined
adherence to security practices. By examining these
personality traits, our study aims to provide deeper
insights into how individual differences influence
cybersecurity behavior. This nuanced understanding
will aid in designing more effective information
security strategies tailored to diverse personality pro-
files, enhancing overall organizational security.

D. Unique Aspects of Information Security Risk-taking
Several unique factors influence information security

risk-taking behavior:

1) Digital Environment:The rapid evolution of cyber
threats requires dynamic and adaptable security
strategies to mitigate risks effectively [28].

2) Anonymity and Psychological Distance: The often
anonymous nature of cyber threats can diminish the
perceived immediacy and severity of these risks,
affecting individual behavior in security practices
[29].

3) Cognitive Biases: Common cognitive biases, such as
the illusion of invulnerability, can lead individuals to
underestimate their likelihood of being targeted by
cyberattacks [30].

4) Adaptability to Changing Threats: The continual
evolution of cyber threats necessitates that informa-
tion security measures be flexible and responsive to
new challenges [31].

The literature review thus provides a comprehensive frame-
work for understanding the multifaceted relationship be-
tween human behavior, personality traits, and effective
information security practices. This review sets the stage
for this study’s contribution, which aims to bridge the
gaps identified in previous research, offering insights into
developing more nuanced and effective security strategies
tailored to individual behavioral profiles.

E. Developments in Information Security Awareness Re-
search
Recent studies on information security awareness have

shed light on the critical roles of attitude, knowledge, and
individual and intervention factors in shaping information
security behaviors. For instance, Susanto and Maulana
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[32] emphasized the dominance of attitude over knowledge
in predicting secure behaviors among local government
employees, pointing out the effectiveness of training in-
terventions. This aligns with Setiawan and Rizal’s [33]
findings that post-pandemic, there is a heightened need
for targeted educational reforms to boost information se-
curity awareness among college students [33]. However,
these studies, including Fatoki, Shen, and Mora-Monge
[34], focus less on exploring the underlying psychological
mechanisms, like optimism bias, that significantly impact
security behavior [34]. Additionally, Butavicius, Taib, and
Han [35] and Witsenboer, Sijtsma, and Scheele [36] offered
valuable insights into phishing detection and cyber security
behaviors among students, respectively, but their research
often lacks a longitudinal perspective necessary to observe
changes in time [35, 36]. Further contributing to this field,
AlGhamdi, Win, and Vlahu-Gjorgievska [37] and Solomon
et al. [38] provided models to assess and enhance com-
pliance with information security controls and contextual
security awareness, respectively, focusing on culturally and
contextually sensitive frameworks [37, 38]. Chen and Yuan
[30] and [26] explored how ignorance, cognitive biases,
and intelligence integration with personality traits influence
security behaviors and compliance with preventive measures
[26, 30]. Our study extends these discussions using a quan-
titative modeling approach through Spearman correlation
analysis and logistic regression. This enables us to:

• Predict and Analyze: By using logistic regression,
we can predict information security behaviors based
on personality traits and measure the impact of each
trait with high accuracy. This nuanced understanding
allows for targeted interventions directly informed by
empirical data.

• Capture Temporal Dynamics: Our modeling ap-
proach considers the dynamic interplay between per-
sonality traits and security behaviors over time, ad-
dressing a significant gap in current research that
often overlooks these temporal dynamics.

• Integrate Personality with Behavior: Our study
offers an integration of personality traits, providing
a more comprehensive view of their impact on in-
formation security behaviors. We also explore how
these traits interact with knowledge and attitude to
form a robust information security behavior model,
as Susanto and Maulana [32] suggested.

By addressing these aspects, our research enriches the
theoretical framework and provides practical insights for
developing more effective, personalized information se-
curity strategies. This ensures that interventions are not
only empirically grounded but also finely tuned to meet
the nuanced needs of individuals, thereby enhancing the
effectiveness of cybersecurity measures.

4. METHODS
A. Study Demographics and Sampling Method

The research was conducted during the academic year
2020-2021 at Mindanao State University - Iligan Institute
of Technology (MSU-IIT), which has a student population
of 7,718 undergraduate students. Our participant pool in-
cluded students from all year levels across seven distinct
colleges within the university, ensuring a comprehensive
representation of the student body. Stratified random sam-
pling was employed to ensure that each subgroup within
the university was adequately represented. This method di-
vided the total population into smaller, more homogeneous
groups based on their college affiliation. Participants were
randomly selected from each subgroup proportionally to
their subgroup’s size relative to the total population. This
technique helps reduce sampling bias and improves the
sample’s representativeness. For the purpose of this study,
we aimed to achieve a 95% confidence level with a 5%
margin of error, appropriate for the population size of 7,718
students. A total of 311 students participated in the survey,
which falls within the 10% to 30% range recommended
for reliable and valid sampling when the sample elements
exceed 20 [39]. This sample size was determined to provide
sufficient data for meaningful statistical analysis, aligning
with established sampling methodologies. The participants
encompassed a diverse group comprising 236 females,
71 males, and 4 individuals identifying as LGBTQ. The
age range of the participants was 18-24 years (M=21).
Additional demographic information, including year level
and college affiliation, is provided in Table 1.

TABLE I. Demographic Participants

N %

Sexual Orientation
Female 236 75.9
Male 71 22.8
LGBTQ+ 4 1.3

Age
18 23 7.4
19 73 23.5
20 87 28.0
21 57 18.3
22 50 16.1
23 10 3.2
24 1 0.3

Year Level
First Year 94 30.2
Second Year 96 30.9
Third Year 63 20.3
Fourth Year 58 18.6

B. Data Collection
Data were collected through an online survey utilizing

Google Forms, which included sections to assess partic-
ipants’ Big Five Inventory (BFI) characteristics, security
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knowledge, IT service usage, and security practices. The
survey was mandatory, and all questions required an answer
to ensure completeness. Respondents were instructed to log
in using their My.IIT email addresses. This is to ensure that
only individuals within the organization are included.

C. Instruments and Measurement Tool
1) Survey Design and Structure The study employed

a comprehensive self-completion questionnaire to
assess the interplay between participants’ Big Five
Inventory (BFI) characteristics and their informa-
tion security behaviors. To ensure the integrity of
the data, the survey incorporated controlled ques-
tions designed as attention checks to validate the
authenticity of responses. Participants failing these
checks were systematically excluded from further
analysis, thereby enhancing the reliability of the data
collected.

2) Anonymity and Ethical Considerations: Complete
anonymity was granted to all respondents to miti-
gate potential bias and encourage honest responses,
particularly when addressing potentially sensitive
topics related to security practices. Although partic-
ipation in the survey was voluntary, once engaged,
respondents were required to answer all questions to
ensure comprehensive data collection. The survey’s
introductory page clearly outlined the study’s objec-
tives, scope, researcher contact information, and an
informed consent form, adhering to ethical research
standards.

3) Survey Sections and Scales: The questionnaire
was divided into five main sections, each designed
to capture different dimensions of the participants’
profiles and behaviors:
• Section A: Demographic Information - This

section collected basic demographic data to
facilitate subgroup analyses and to control de-
mographic variables in the analysis.

• Section B: BFI Characteristics - Participants’
personality traits were measured using a 5-
point Likert scale, ranging from 1 (strongly dis-
agree) to 5 (strongly agree). This scale helped
quantify the degree to which participants iden-
tified with each Big Five personality trait.

• Section C: Security Knowledge - This section
assessed participants’ awareness and under-
standing of information security concepts using
a 5-point Likert scale from 1 (very low) to 5
(very high). This scale evaluated the depth of
knowledge that participants held about infor-
mation security practices.

• Section D: IT Service Usage - IT service usage
was measured on a 5-point frequency scale
from 1 (never) to 5 (always), gauging how
frequently participants engaged with various
IT services, which are potential vectors for
security threats.

• Section E: Security Practices - Participants’

actual security behaviors were evaluated us-
ing a 5-point frequency scale, ranging from
1 (never) to 5 (always), to understand their
practical engagement with security measures.

4) Reliability and Validity of the Instrument: The
validity and reliability of the survey instrument
were rigorously tested. An adaptation of the reli-
ability assessment methodology by Alohali et al.
[40], focusing on the internal consistency of the
survey sections. The Cronbach’s alpha values for
each section exceeded the accepted threshold of 0.7,
indicating a high level of internal consistency. Table
2 in the study documentation presents these results,
affirming the survey’s capability to yield reliable and
consistent data across various constructs measured.

TABLE II. Summary of Components

Component No. of Items Cronbach’s alpha
BFI 44 1.023
Security Knowledge 20 0.941
IT Usage Service 8 0.745
Security Practices 26 0.878

D. Data Analysis Techniques
Spearman’s correlation: Our study utilized Spearman

correlation analysis, a non-parametric method, to explore
the relationships between various ranked variables. This
method was chosen because it does not require the assump-
tion of normal distribution and is ideal for ordinal data, such
as the 5-point Likert scale used in our survey. Spearman’s
correlation coefficient ( or rs) quantifies the strength and
direction of a monotonic relationship between two vari-
ables. Values range from -1 (perfect negative correlation)
to +1 (perfect positive correlation), with 0 indicating no
correlation [41]. We conducted the Spearman correlation
analysis using Orange software, which facilitated evaluating
the relationships within the data. This analysis helped to
identify whether variables related to personality traits and
information security behaviors had positive, negative, or no
correlations, and the strength of these correlations was cate-
gorized as weak (rs within 0.1 - 0.3), moderate (rs within 0.3
- 0.5), or strong (rs within 0.5 – 1.0). The assumptions for
Spearman’s correlation, such as the requirement for the data
to be at least ordinal and the relationship between variables
to be monotonic, were carefully considered and met in this
study, ensuring the validity of the results.

Logistic Regression Modeling: Logistic regression was
implemented to delve deeper into how BF characteristics
predict the risk status of end-users regarding information
security. This statistical technique allowed us to explore
the probabilities associated with the various categories of
the dependent variable (risk status) based on the inde-
pendent variables (BFI characteristics). Before applying
logistic regression, we conducted feature selection using

https:// journal.uob.edu.bh

https://journal.uob.edu.bh


1238 January F. Naga, et al.: Investigating the Relationship Between Personality Traits and ISA

the Relief-Based Feature Selection (RBFS) method. RBFS
is particularly effective in identifying the most relevant
features by measuring the quality of attributes based on
how well their values distinguish between instances that
are near to each other [42]. This step enhanced our logistic
regression model’s predictive accuracy and computational
efficiency. Figure 2 illustrates our modeling workflow.

Figure 2. Modeling Workflow

We then transformed all categorical data into a numer-
ical format to facilitate the logistic regression analysis, en-
suring all input data fit the technique. The logistic regression
process was structured around a 10-fold cross-validation
method to maximize the reliability and generalizability of
our findings. This approach minimized overfitting by testing
the model across multiple subsets of the data, thus providing
a robust assessment of its predictive power.

E. Tools and Software for Data Analysis
In our study, we employed Orange Data Mining Soft-

ware and Python to handle our data analysis needs, each
selected for their strengths in statistical analysis, visualiza-
tion, and model building. Orange Data Mining Software,
an open-source platform with a user-friendly graphical
interface, was particularly useful for quick visualizations
and preliminary analyses, employing widgets that simpli-
fied the process of exploring data relationships through
Spearman correlation and other statistical methods. This
allowed us to easily interpret and understand our data
without deep coding. Python, known for its extensive li-
braries and community support, provided the depth required
for more rigorous statistical tasks and model building.
We utilized Python for detailed statistical analysis, logis-
tic regression modeling, and data preparation tasks using
libraries like SciPy, Statsmodels, and Pandas. This included
implementing feature selection techniques such as Relief-
Based Feature Selection (RBFS) and validating our models
through 10-fold cross-validation to ensure their robustness
and accuracy. Combining Orange’s capacity for quick data
handling and visualization with Python’s advanced analyt-
ical capabilities allowed for a thorough exploration and
evaluation of the data. This dual-tool approach was crucial
for efficiently covering all phases of our analysis, from data
preparation to complex model evaluation, ensuring compre-
hensive insights into the relationships between personality
traits and information security behaviors.

5. RESULTS
A. Understanding KAB Components and Information Secu-

rity AwarenessSpearman’s Correlation
1) Security Knowledge TThe data analysis in this study

employs Spearman correlation analysis to explore
relationships between variables and subsequently
employs logistic regression modeling to delve further
into predictive insights. The findings reported in
Table 3 provide insights into the significance of
information security awareness as demonstrated by
participants’ Security Knowledge. The findings pro-
vide a comprehensive view of respondents’ familiar-
ity with various information security-related terms.
Notably, the variation in understanding levels among
participants emphasizes the significance of bolster-
ing awareness efforts. For example, terms such as
”Adware,” ”Spyware,” and ”Phishing” demonstrate
a clear trajectory from low to high knowledge lev-
els, indicating the need for targeted education on
these specific topics. The participants’ awareness
of IT security measures underscores the diverse
comprehension levels across the listed measures.
Terms such as ”Anti-Virus,” ”Anti-Spyware,” and
”Anti-Spam” show varying knowledge distributions,
indicating the need for targeted efforts to enhance
understanding. Exploring participants’ awareness of
statements about the organization’s IT support high-
lights the need for comprehensive information dis-
semination. While a considerable portion is aware of
the existence of the IT department, the understanding
of its supportive role in addressing IT issues is
evenly distributed across different knowledge levels.
Furthermore, the knowledge concerning students’
access to free anti-virus software exposes a gap in
awareness, emphasizing the necessity of promoting
this resource more effectively. The results of this
study highlight the significance of tailoring informa-
tion security awareness programs to effectively target
and address the specific knowledge deficiencies that
have been found. By improving the comprehension
of end-users regarding terms associated with infor-
mation security, actions taken for IT security, and
the support provided by organizations, it becomes
possible to develop strategies that empower users
with the necessary knowledge to make informed
choices and contribute to establishing a more secure
digital environment.
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TABLE III. Security Knowledge Resuts

Terms Very
Low

Low AverageHigh Very
High

Knowledge of Information Security-Related Terms
Security-Related Terms
Virus 3.21 11.9 31.51 30.22 23.15
Adware 18 24.76 36.01 15.11 6.11
Spyware 15.43 23.79 35.05 19.29 6.43
Phishing 7.07 15.43 29.90 26.05 21.54
Hacker 4.18 13.50 23.47 29.58 29.26
Firewall 10.93 15.43 32.8 22.50 18.33
Identity Theft 6.11 9.97 21.86 33.12 28.94
Worm 17.36 23.15 31.51 18.97 9.0
Trojan Horse 14.15 20.90 30.55 21.54 12.86

Knowledge of IT Security Measures
Anti-Virus 2.57 15.11 32.8 31.51 18
Anti-Spyware 14.15 32.15 32.48 15.76 5.47
Anti-Spam 10.61 25.72 34.41 20.58 8.68
Firewall 14.15 21.86 32.15 18.97 12.86
Software
Updates

1.61 11.25 26.69 34.08 26.37

Secure
Password
Practice

1.61 10.93 23.79 29.58 34.08

Back Ups 2.57 12.54 23.79 31.19 29.9
Security
Measures on
Mobile
Devices

1.61 13.50 28.62 28.62 27.65

Knowledge of Statements on the Organization’s
IT Support
Awareness of
the existence
of the ICTC

2.89 8.04 21.86 26.05 41.16

Knowing that
the ICTC is
supportive in
any IT
problems

6.43 13.18 29.90 29.9 20.58

Knowing that
students of
the university
can use the
anti-virus
software on
their devices
for free

27.33 24.44 28.94 9.0 10.29

2) IT ServiceUsage The findings about IT Service Us-
age, as presented in Table 4, underscore the signif-
icance of individuals’ engagement with various IT
services. The distribution of respondents’ interac-
tion with these services sheds light on the behav-
ior patterns that can directly affect their awareness
and security practices. The high frequency of email

utilization, with a substantial majority indicating
”Always,” highlights the integral role of email as
a communication tool in daily life. Similarly, the
substantial engagement with social media and search
engines, where a considerable proportion of respon-
dents consistently indicate ”Always,” accentuates
the pervasive presence of these platforms in users’
routines, emphasizing the importance of ensuring
their secure usage.

TABLE IV. IT Service Usage Result

IT Service Never
(%)

Rarely
(%)

Sometimes
(%)

Often
(%)

Always
(%)

Email 1.0 0.6 9.0 22.19 67.2
Social Media 0.3 1.0 6.75 13.18 78.78
Online
Streaming

18.33 13.50 21.54 16.4 30.23

Search
Engine

0.3 0.6 6.75 17.36 74.92

Online Bank-
ing

21.22 18.97 21.86 21.22 16.72

Back-Up
Cloud
Services

1.0 4.5 17.36 22.19 54.98

Online Gam-
ing

19.61 16.08 16.72 13.5 34.08

Online Shop-
ping

6.43 11.25 19.61 22.19 40.51

The varying engagement levels observed in online
streaming indicate a diverse range of behaviors,
with a noteworthy percentage of participants falling
within the ”Sometimes” category. This variability
underscores the need to address security concerns
related to online streaming, given the potential ex-
posure to risks associated with content consumption.
The mixed pattern in online banking usage, spanning
multiple usage categories, reveals a complex land-
scape of user behavior. While a significant portion
engages in online banking regularly, a notable per-
centage indicates infrequent or no usage. This vari-
ability emphasizes strengthening security practices
in online financial transactions to safeguard sensitive
information. Furthermore, the pronounced pattern of
engagement with backup cloud services, where a
majority indicates ”Always” or ”Often,” reflects the
increasing reliance on cloud storage for data backup.
This dependence highlights the importance of secur-
ing cloud-based data storage and access to prevent
unauthorized access or data breaches. In contrast,
the distribution of responses regarding online gaming
spans various usage categories, with a significant
portion indicating ”Sometimes.” This finding calls
for raising awareness about potential security risks
associated with online gaming activities. Various
engagement patterns with different IT services high-
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light the necessity of implementing a comprehensive
information security awareness program. This pro-
gram should effectively cater to the multiple usage
habits observed and encourage responsible practices
across all these services.

3) Security Practices Table 5 presents the analysis out-
comes concerning participants’ Security Practices,
shedding light on the role of information secu-
rity awareness and risk-taking behavior. Assessing
participants’ performance frequency in password
security practices unveils insights into their risk-
taking behavior and security consciousness. A no-
table percentage of respondents indicate engaging in
password sharing, while a majority recognize the
importance of not saving passwords on browsers.
Strikingly, a substantial proportion of participants
demonstrate using different sets of passwords for
multiple accounts, emphasizing a security-conscious
approach. Similarly, respondents exhibit cautious
behavior by refraining from using the same pass-
word for private online services as for university
applications. This phenomenon corresponds with an
increased knowledge of information security and
a greater grasp of the potential vulnerabilities of
utilizing identical passwords. Moreover, the findings
reveal the acknowledgment of secure password prac-
tices, such as enabling antivirus/firewall and keeping
antivirus software up to date. Regarding email se-
curity practices, participants’ responses reveal their
attentiveness to potential risks. Many respondents
disregard emails and link attachments from unknown
resources and actively check unexpected emails
for signs of potential harm. Likewise, respondents
tend to delete suspicious emails, reinforcing their
security-aware behavior. Furthermore, participants
show a mix of reliance on antivirus-antispyware
software for recognizing malicious emails, reflecting
both security-consciousness and technological trust.
The analysis of data management practices under-
scores participants’ efforts to safeguard sensitive
information. A substantial percentage demonstrates
proactive behavior by regularly performing data
backups and using encryption for sensitive computer
data. This reflects a heightened security awareness,
with participants actively taking steps to mitigate
data loss and unauthorized access risks. The find-
ings underscore the significant impact of information
security awareness on the creation of individuals’
risk-taking tendencies and their adherence to secu-
rity protocols. By recognizing potential threats and
proactively implementing security measures, individ-
uals actively contribute to establishing a more secure
digital environment and exhibit their dedication to
promoting information security awareness.

TABLE V. Performance Frequency of Security Practices

Security Practices Never
(%)

Rarely
(%)

Sometimes
(%)

Often
(%)

Always
(%)

Performance Frequency of Password Security Practices
I don’t engage in
password sharing

5.47 7.4 8.68 17.36 61.09

Password storage 29.9 17.04 21.22 14.79 17.04
Log off from online
system

2.89 13.18 19.94 27.33 36.66

I don’t save my
password on
browser

7.4 18.65 19.94 16.08 37.94

Different set of
passwords for
multiple accounts

13.83 18 22.83 20.26 25.08

For private online
services, I don’t use
the same password
as for university
applications

8.68 14.15 13.5 16.4 47.27

It’s easy to
remember new
passwords

19.61 18.87 26.04 15.76 19.61

I get used and I
think it’s fine to
type in my password
every time I unlock
my screen or I got
logged out from my
account

9.0 8.04 26.37 20.9 35.69

Performance Frequency of Software Security Practices
I always enable the
antivirus/firewall

6.11 14.15 24.76 25.4 29.58

Keep the antivirus
software up-to-date

6.11 14.47 24.44 24.44 30.55

Install/use of
authentic software
and never got
involved in using
pirated or
counterfeit software

6.43 16.08 29.9 24.76 22.83

Performance Frequency of Email Security Practice
I disregard
emails/link
attachments from
unknown resources

3.22 3.86 15.11 20.26 55.56

If I receive an
unexpected email, I
always check if it
shows signs of being
potentially harmful

3.22 5.79 13.5 25.08 52.41

Delete suspicious
emails

2.25 8.68 14.14 20.26 54.66

Ignoring chain
emails

1.93 2.25 8.68 18.65 68.49
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Security
Practices

Never
(%)

Rarely
(%)

Sometimes
(%)

Often
(%)

Always
(%)

I’m sure that my
antivirus-
antispyware
software
recognizes
malicious emails

2.57 10.61 24.12 26.37 36.33

Performance Frequency of Network Management
Practice
Connect to public
access
networks/Wi-Fi

8.04 19.29 25.4 20.26 27

Disable wireless
technologies
when not in use

7.72 12.86 19.29 22.19 37.94

Use a VPN 26.69 20.9 27.65 14.15 10.61

Performance Frequency of Data Management Practice
Destroy all data
before hardware
proposals

14.15 17.36 29.58 21.54 17.36

Avoid
downloading files
from suspi-
cious/unknown/unreliable
websites

4.18 14.15 22.51 21.22 37.94

Performing
regular data
backup

5.79 20.58 28.94 23.15 21.54

Scanning a USB
drive before
usage

2.25 16.72 18.64 22.19 40.19

Encryption for
sensitive
information on
computer

11.25 19.94 24.76 23.15 20.90

Use encrypted for
file transfer

12.22 20.26 26.69 24.12 16.72

I secure access to
my private
smartphone by
using a print

1.29 3.54 10.29 18.65 66.24

B. Identifying significant correlations between Information
Security Risk-Taking Behavior and specific BFI traits
This study employed the Big Five Inventory (BFI) char-

acteristics as the independent variable, while the dependent
variable was the risk status, which was determined based
on the components of Knowledge, Attitude, and Behavior
(KAB), including security knowledge, IT service utilization,
and security practices. A Spearman correlation analysis
was performed to examine the association between the Big
Five Inventory (BFI) traits and the risk status of the end-
user. The analysis of the correlation between the BFI traits
of the participants and their risk status has resulted in

significant and enlightening discoveries, detailed in Table 6.
The BFI characteristics were analyzed against the end-user’s
risk status, a composite measure derived from security
knowledge, IT service usage, and security practices. Note-
worthy observations emerge from the correlation analysis.
”Agreeableness vs. Antagonism” shows a stronger negative
correlation with the end-user’s risk status among the BFI
dimensions. Specifically, traits such as finding fault with
others (A2*), starting quarrels with others (A12*), and
sometimes being rude to others (A37*) demonstrate notable
negative correlations with risk status. This suggests that
individuals exhibiting these characteristics tend to have a
lower risk status due to their proclivity for cooperation
and helpfulness. Experiencing depression (A4), displaying
a tendency to be somewhat careless (A8), exhibiting high
energy (A11), leaning towards quietness (A21), and being
easily distracted (A43), demonstrate a positive correlation
with the end-users risk status. This observation suggests that
possessing traits associated with being depressed, some-
what careless, full of energy, quiet, and easily distracted
corresponds to an elevated susceptibility to security risks.
Moreover, ”Conscientiousness vs. Lack of Direction” traits
significantly correlate with risk status. For instance, at-
tributes such as doing a thorough job (A3), being a reliable
worker (A13), and making plans and following through
with them (A38) exhibit negative correlations with risk
status. These findings indicate that conscientious individuals
might also demonstrate responsible and cautious behavior,
potentially leading to a lower risk status.

TABLE VI. Correlation Coefficients for BFI Notation and Meaning

BFI Notation and Meaning Correlation
Coeffi-
cient

Extraversion
vs.
Introversion

A1: Is talkative -0.059

A6*: Is reserved -0.039
A11: Is full of energy +0.049
A16: Generates a lot of
enthusiasm

-0.070

A21*: Tends to be quiet +0.004
A26: Has an assertive
personality

-0.189

A31*: Is sometimes
shy, inhibited

-0.129

A36: Is outgoing,
sociable

-0.053

Agreeableness
vs.
Antagonism

A2*: Tends to find fault
with others

-0.025

A7: Is helpful and
unselfish with others

-0.065

A12*: Starts quarrels
with others

-0.026
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A17: Has a forgiving
nature

-0.074

A22: Is generally
trusting

-0.113

A27*: Can be cold and
aloof

-0.132

A32: Is considerate and
kind to almost everyone

-0.110

A37*: Is sometimes
rude to others

-0.007

A42: Likes to cooperate
with others

-0.122

Conscientiousness
vs. Lack of
Direction

A3: Does a thorough
job

-0.146

A8*: Can be somewhat
careless

+0.018

A13: Is a reliable
worker

-0.123

A18*: Tends to be
disorganized

-0.019

A23*: Tends to be lazy -0.094
A28: Perseveres until
the task is finished

-0.162

A33: Does things
efficiently

-0.153

A38: Makes plans and
follows through with
them

-0.170

A43*: Is easily
distracted

+0.009

Neuroticism
vs.
Emotional
Stability

A4: Is depressed, blue +0.053

A9*: Is relaxed, handles
stress well

-0.027

A14: Can be tense -0.043
A19: Worries a lot -0.052
A24*: Is emotionally
stable, not easily upset

-0.172

A29: Can be moody -0.100
A34*: Remains calm in
tense situations

-0.148

A39: Gets nervous
easily

-0.036

Openness vs.
Closedness
to
Experience*

A5: Is original, comes
up with new ideas

-0.061

A10: Is curious about
many different things

-0.042

A15: Is ingenious, a
deep thinker

-0.106

A20: Has an active
imagination

-0.174

A25: Is inventive -0.118
A30: Values artistic,
aesthetic experiences

-0.099

A35*: Prefers work that
is routine

-0.098

A40: Likes to reflect,
play with ideas

-0.069

A41*: Has few artistic
interests

-0.071

A44: Is sophisticated in
art, music, or literature

-0.092

In contrast, some BFI characteristics exhibit weaker
correlations with risk status. For instance, traits related to
”Extraversion vs. Introversion,” ”Neuroticism vs. Emotional
Stability,” and ”Openness vs. Closedness to Experience”
display varied correlations that are generally closer to
neutral. This suggests that the impact of these traits on the
end-user’s risk status might be less pronounced.

C. Identifying Relevant Features
The adopted model was employed to discern the most

influential attributes among the BFI characteristics in re-
lation to the target variable - Risk Status. The dataset
comprises 45 columns, with one (1) target variable, Risk
Status, and forty-four (44) features representing the BFI
characteristics. Figure 3 visualizes the ten most significant
BFI characteristics based on their correlation with end-
users’ security risk status. Leading the relevance ranking
is the characteristic ”Is depressed, blue,” followed by ”Is
talkative” as the second most influential feature. The third-
ranking feature by relevance is ”Tends to be disorganized.”
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Figure 3. Top-10 Best Ranked Features

This study employed logistic regression to predict in-
dividuals’ risk status based on Big Five Personality Traits,
achieving 85.7The analysis identified Neuroticism as a key
trait linked to an “At Risk” status. Neuroticism encompasses
a range of negative emotions such as anger, anxiety, self-
consciousness, irritability, emotional instability, and de-
pression. In contrast, Conscientiousness, characterized by
thoughtfulness, good impulse control, and goal-directed
behaviors, was significantly associated with a “Not At Risk”
status. Further, we compared the results of the correlation
test, feature selection, and logistic regression to identify
specific BFI characteristics with high relevance to being
“At Risk.” These include:

1) Neuroticism (33.33%): As mentioned, this trait in-
volves a predisposition to negative emotional states.

2) Lack of Direction (16.67%): This is indicative of
a lower conscientiousness level, with traits such as
being careless and easily distracted, which increase
vulnerability to security risks.

3) Antagonism (16.67%): The low end of Agreeable-
ness, Antagonism is characterized by immorality,
disagreeableness, and socially unpleasant behaviors
like manipulation and lack of empathy.

4) Extraversion and Introversion (16.67% each): Ex-
traversion involves traits like talkativeness and emo-
tional expressiveness, while Introversion is associ-
ated with a preference for solitude and lower energy
in social situations.

These traits collectively contribute to the model’s ability
to elucidate risk status within our study’s framework. This
nuanced understanding of personality traits and their rela-
tion to cybersecurity risks is crucial for developing targeted
interventions and enhancing overall cybersecurity resilience.
The model demonstrated notable accuracy, substantiating
the hypothesis that these personality traits are reliable indi-
cators of information security behaviors. This finding is par-
ticularly significant as it highlights BFI’s potent predictive
capacity within the cybersecurity domain. It underscores
a meaningful connection between individual personality
profiles and their propensity for various cybersecurity risks.

The model’s ability to link these personality traits with
security behaviors reinforces the importance of considering
psychological factors in cybersecurity strategies and risk
assessments.

6. Discussions
The survey result highlights significant disparities in un-

derstanding specific cybersecurity terms and concepts. This
variation underscores the essential need for foundational
education in information security, particularly for terms
showing a trajectory from low to high knowledge levels,
such as ”Adware,” ”Spyware,” and ”Phishing.” In contrast,
higher understanding levels for ”Software Updates” and
”Secure Password Practices” reflect their perceived im-
portance in safeguarding digital assets. This disparity in
knowledge levels, as analyzed within the KAB framework,
directly impacts individuals’ attitudes toward cybersecurity.
A deeper grasp of threats and protective measures fosters a
proactive attitude and is instrumental in shaping secure be-
haviors, including adopting advanced security practices. The
survey also reveals significant engagement with essential IT
services such as email, social media, and search engines,
integral to daily activities, thus underscoring the need for se-
cure usage protocols. The observed variability in behaviors
related to online streaming and banking services suggests
a need for security practices tailored to these specific
activities. This diversity in usage patterns highlights how
habitual engagement with IT services shapes attitudes and
behaviors within the Knowledge-Attitude-Behavior (KAB)
framework, emphasizing the need for targeted educational
and behavioral interventions. Participants’ security prac-
tices, including using different passwords, cautious email
behaviors, regular data backups, and encrypting sensitive
data, reflect a positive shift in attitudes and enhanced
knowledge—core components of the KAB model. This
suggests reinforcing positive behaviors through increased
knowledge can cultivate a robust information security cul-
ture. Moreover, the study explores the intricate correlation
between Big Five Inventory (BFI) traits—such as openness,
conscientiousness, extraversion, agreeableness, and neuroti-
cism—and information security risk-taking behaviors. By
employing the KAB model, we find significant correlations
where traits like Agreeableness and Conscientiousness are
associated with a decreased risk status. In contrast, charac-
teristics such as Neuroticism and a tendency toward a lack
of focus correlate with higher risk statuses. This nuanced
understanding is crucial for developing more efficient and
tailored information security methods. Drawing on prior
research, our findings align with the significant roles of
conscientiousness, agreeableness, and openness in shaping
cybersecurity behaviors, as noted in studies by Shappie et
al. [14] and Alohali et al. [40]. Using Spearman correlation
analysis and logistic regression, our study not only confirms
the impact of these traits on cybersecurity risk behaviors
but also highlights the predictive power of these models,
achieving an 85.7% classification accuracy in assessing
the influence of traits like Neuroticism, Lack of Direction,
Antagonism, Extraversion, and Introversion on cybersecu-
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rity risks. The interaction between the Big Five Personal-
ity Traits and the Knowledge-Attitude-Behavior framework
within the context of information security demonstrates
how individual personality qualities fundamentally impact
one’s approach to information security, influencing knowl-
edge, attitudes, and behaviors. For instance, traits such
as openness and conscientiousness significantly enhance
an individual’s understanding and awareness, while agree-
ableness fosters positive perceptions and approaches to
cybersecurity practices. Conversely, neuroticism, marked by
anxiety and worry, can negatively affect attitudes, leading
to apprehension or poor decision-making in cybersecurity
contexts. The implications of this study are significant
for the development of cybersecurity interventions. By
highlighting the necessity of integrating personality traits
into cybersecurity strategies, the research suggests that
organizations can substantially enhance the effectiveness of
their security measures. Tailored educational programs that
consider long-term impacts, and the psychological profiles
of users can bridge the gap between human psychology
and cybersecurity decision-making. This approach allows
for the customization of training programs that account
for individual differences in stress response, attention to
detail, and cooperation, thereby improving the practicality
and efficacy of cybersecurity measures and creating a more
secure and responsive cybersecurity environment.

A. Limitations and Future Research Directions
The study provides valuable insights into the relation-

ship between personality traits and information security
behaviors; however, several limitations must be consid-
ered. Firstly, using a predominantly student population
may restrict the generalizability of the findings to other
professional or age groups where information security be-
haviors could significantly differ. Moreover, reliance on self-
reported measures could introduce biases, as participants
may not accurately report their security practices or risk
behaviors. For future research, several paths can be pursued
to address these limitations and expand the understanding of
this field. Including a broader demographic in future studies
could enhance the external validity of the findings to provide
insights applicable across different contexts. Implementing
longitudinal studies would allow for the examination of how
personality traits and information security behaviors evolve
over time or in response to interventions to offer a more
dynamic perspective on these interactions. Furthermore,
integrating qualitative methods would enrich the dataset and
provide deeper insights into the cognitive and emotional
factors that drive security behaviors. This approach would
allow for a more nuanced understanding of the interactions
between personality traits and security practices. It could
help identify new variables or relationships not evident
through quantitative methods alone. Additionally, exploring
cultural factors and assessing the effectiveness of tailored
interventions could deepen our understanding of cybersecu-
rity, leading to the development of more customized, effec-
tive strategies. Developing adaptive security measures that
respond to individual personality traits could also lead to

more effective, user-focused cybersecurity strategies. These
directions promise to refine theoretical frameworks and
offer practical insights for enhancing information security
measures. this culture.

7. CONCLUSION
The study’s findings emphasize the crucial role of in-

dividual personality traits in shaping effective information
security strategies. Organizations can develop more person-
alized and impactful interventions by aligning information
security measures with the psychological profiles of users.
This research highlights how BFI traits influence infor-
mation security behaviors, advocating for a personalized
approach to enhance cybersecurity practices. Such targeted
initiatives not only encourage responsible IT service usage
but also contribute significantly to the promotion of robust
cybersecurity environments.
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