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Abstract: The petroleum industry faces significant safety challenges due to the presence of toxic gases, which pose serious health risks 
and potential hazards. To address this issue, an innovative solution with the help of the Internet of Things (IoT) and machine learning 
has been developed. This solution involves an IoT-driven bot equipped with ESP8266 and Raspberry Pi Pico W microcontrollers, 
designed to monitor and detect toxic gases in real-time. The bot integrates sensors, including MQ-2, MQ-3, and MQ-135, which detect 
harmful gases such as methane, propane, alcohol, and ammonia. The ESP8266 provides Wi-Fi capabilities, allowing the bot to connect 
to the internet and transmit data, while the Raspberry Pi Pico W handles sensor data processing. Controlled via the Blynk IoT 
application, this setup enables remote operation and real-time monitoring. As the bot navigates through the petroleum facility, it collects 

gas concentration data, which is sent to a Google Spreadsheet for storage and analysis. This data is processed using machine learning 
algorithms such as Isolation Forest and One-Class SVM, effective in anomaly detection. These algorithms analyze the data to identify 
unusual patterns or spikes in gas concentrations, indicating potential leaks or hazardous conditions. Upon detecting anomalies, the 
system triggers alerts to notify personnel, enabling prompt action to mitigate risks. This approach enhances safety by providing 
continuous monitoring and demonstrates the potential of IoT and machine learning to revolutionize workplace safety in high-risk 
environments, significantly improving safety protocols and protecting both workers and the environment. 
 
Keywords: Anomaly Detection, Internet of Things(IoT), Isolation Forest, One-Class SVM,  Petroleum Industry, ESP8266, Raspberry 

Pi Pico, MQ Sensors

 

1. INTRODUCTION  

The petroleum industry, despite its critical role in 
global energy supply, presents significant dangers to 
workers due to the presence of hazardous gases inherent in 
refining and drilling processes. These gases if released due 
to damage to equipment or often byproducts of operations, 
pose grave risks to health and safety, causing issues such as 
respiratory irritation, skin damage, and severe long-term 
health problems. Additionally, unexpected releases of these 
gases can result in catastrophic incidents, including fires, 
explosions, and asphyxiation, underscoring the urgent need 
for effective monitoring systems. 

Current safety measures, such as personal protective 
equipment (PPE) and stationary monitoring systems, are 
essential but insufficient on their own due to their static 
nature and the dynamic environments in industrial sites. 
Despite rigorous training for workers to recognize and 
respond to gas-related hazards, and regular inspections and 
maintenance of equipment to prevent leaks, the threat of 
exposure remains constant. In response to these challenges, 
our project introduces a revolutionary solution that uses the 
power of the Internet of Things (IoT) to enhance safety 
monitoring in the petroleum industry. We have developed 
an IoT-driven robotic system equipped with a suite of gas 

sensors, including MQ-2, MQ-3, and MQ-135 sensors. 
Unlike static sensors, our mobile solution offers dynamic 
monitoring by navigating the entire industrial environment, 
and continuously scanning for gas leaks and fluctuations in 
gas levels. 

The MQ-2 sensor is capable of detecting smoke, 
butane, propane, methane, alcohol, hydrogen, and liquefied 
natural gas (LNG). The MQ-3 sensor can identify the 
presence of benzene, methane (CH4), hexane, and carbon 
monoxide (CO). Additionally, the MQ-135 sensor detects 
ammonia (NH3), benzene (C6H6), carbon dioxide (CO2), 
and other harmful gases and smoke. These sensors are 
integrated into a robotic platform that transmits real-time 
data to Google Spreadsheets, ensuring continuous and 
comprehensive environmental monitoring. 

To enhance the effectiveness of our monitoring system, 
we employ advanced machine learning models, including 
Isolation Forest and One-Class Support Vector Machine 
(SVM) algorithms, for real-time anomaly detection. By 
continuously analyzing the collected data, these models can 
swiftly identify irregularities in gas levels, providing timely 
alerts to operators. This enables proactive risk mitigation 
measures, significantly reducing the likelihood of accidents 
and enhancing overall safety. 
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The integration of the IoT Blynk application further 
enhances the system's capabilities by allowing operators to 
remotely control the robotic platform, directing it to any 
desired location for targeted monitoring. This remote 
control capability ensures that even the most hard-to-reach 
areas of the industrial site are effectively monitored. 

Overall, our project demonstrates the significant 

potential of integrating IoT technology, advanced gas 

sensors, and machine learning algorithms to address critical 

safety challenges in high-risk industrial environments. By 

providing real-time, dynamic monitoring and timely alerts, 

our system enhances situational awareness, reduces risks to 

personnel, and promotes safer and more efficient 

operations in the petroleum industry. 

TABLE I.  GAS AND SENSOR INFORMATION TABLE 

Sr 

No. 

Gas And Sensor Information Table 

Sensor Gases Detected Effect in Petroleum Industry 

1. MQ2 Methane (CH4) 

Explosive; poses fire and 

explosion hazards, leading 

to facility damage, injuries, 

and loss of life 

  

Liquefied 

Petroleum Gas 

(LPG) 

Highly flammable; 

increases the risk of fires 

and explosions, causing 

equipment damage and 

endangering personnel 

  
Carbon 

Monoxide 

Poisoning; can lead to 

asphyxiation and impaired 

cognitive function 

2. MQ135 Benzene 

Highly flammable; 

increases the risk of fires 

and explosions, causing 

equipment damage and 

endangering personnel 

  Toluene 

Highly flammable; poses 

fire and explosion hazards, 

leading to facility damage, 

injuries, and loss of life 

3. MQ3 Benzene 

Carcinogenic; pose long-

term health risks to 

workers, including 

increased cancer risk and 

respiratory illnesses 

  
Carbon 

Monoxide (CO) 

Poisoning; can lead to 

asphyxiation and impaired 

cognitive function 

 

The integration of dynamic gas monitoring with 
advanced anomaly detection represents a critical 
enhancement to safety protocols, particularly for workers 
inspecting turbomachines in hazardous environments. By 
combining real-time data analysis with machine learning 
techniques, our solution revolutionizes gas monitoring 
practices and significantly enhances safety measures in the 
petroleum industry. 

In hazardous industrial environments, such as those 
found in petroleum facilities, the risk of gas-related 
incidents poses a constant threat to worker safety. 
Traditional gas monitoring approaches often rely on 
periodic inspections and manual data analysis, which may 
not be sufficient to detect potential hazards in real-time. 
However, by integrating dynamic gas monitoring 
capabilities with advanced anomaly detection algorithms, 
our solution enables continuous and proactive monitoring 
of gas concentrations, ensuring timely identification of 
anomalies or hazardous conditions. 

The utilization of machine learning algorithms, such as 
the ones employed in our solution, further enhances the 
effectiveness of gas monitoring practices. By using the 
power of machine learning, the system can analyze 
complex patterns and trends in gas data, enabling it to 
identify subtle deviations indicative of potential hazards. 
This proactive approach to anomaly detection allows 
operators to take preemptive measures to mitigate risks and 
ensure the well-being of workers operating in hazardous 
environments. 

Fig.1 showcases the features of the bot, illustrating its 
capabilities and functionalities in facilitating dynamic gas 
monitoring and advanced anomaly detection. Through a 
combination of sensors, data analysis algorithms, and real-
time monitoring capabilities, the bot provides a 
comprehensive solution for enhancing safety protocols in 
industrial settings. From detecting gas leaks to identifying 
anomalies in gas concentrations, the bot serves as a crucial 
tool in safeguarding the health and safety of workers and 
preventing potential accidents or incidents.

 

 

Figure 1.  Features of the project 

 

2. LITERATURE SURVEY 

The literature survey reveals a growing body of 
research focused on IoT-based gas monitoring systems and 
machine learning-driven anomaly detection techniques. 
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Previous studies have extensively investigated the 
development and implementation of IoT technologies for 
gas monitoring applications across industries. Below are a 
few notable examples. 

The article [1] presents a new method for detecting 
anomalies in natural gas time series data. To learn the 
temporal patterns of anomalies, the method used is the 
Bayesian maximum likelihood classifier which categorizes 
them based on their causes. Anomalies in new data are 
identified using a linear regression model with weather 
inputs and then classified using a Bayesian classifier. This 
method can effectively detect both known and unknown 
anomalies. The article demonstrates the method's 
effectiveness in identifying and classifying anomalies by 
testing it on historical natural gas consumption data. 

The paper [2] introduces machine-learning models for 
detecting oil and gas pipeline leaks. Among the five 
algorithms tested, the support vector machine (SVM) 
performs best with 97.4% accuracy. Results show strong 
performance before and after optimization, with SVM 
consistently outperforming others. The study underscores 
the importance of these models in real-world applications 
to prevent environmental and industrial damage, though 
challenges exist in obtaining real datasets from oil and gas 
companies. Future work will incorporate deep learning 
techniques and utilize industry data for model refinement. 

The research paper [3] investigates the application of 
machine learning in detecting anomalies in offshore oil and 
subsea gas-producing wells. The study concludes that the 
Local Outlier Factor (LOF) is the most effective method, 
consistently performing well in both simulated and real 
data scenarios. The accuracy of detection is improved with 
feature extraction in real data, and the success of LOF 
suggests that normal cases are better represented by 
multiple clusters. Customized configurations for each 
well's specific characteristics are necessary for tailored 
detection. 

Another research paper [4] highlighted the integration 
of a specific LPG sensor and ARM Cortex-M 
microcontroller to create an advanced toxic gas detection 
and alerting system. By incorporating the LPG sensor for 
gas detection and utilizing the processing capabilities of the 
ARM Cortex-M microcontroller, the proposed solution 
achieves real-time monitoring and automated alerts.  

Paper [2] delves into the transformative impact of the 
Internet of Things (IoT) on human society and 
technological advancement. It emphasizes how IoT has 
ushered in a new era of connectivity, enabling the creation 
of smart devices, applications, and cities. The paper 
highlights IoT's role in bridging the gap between fiction 
and reality, driving the fourth industrial revolution. 

 

3. WORKING PRINCIPLE 

 
Figure 2.  Block Diagram of the system 

 
The block diagram of the project for controlling the Bot 

is given in Fig.2 and consists of the connection between the 
ESP8266 microcontroller and L298N  driver and LEDs. 

 

 

Figure 3.  Connection between ESP8266, L298N motor driver and 

LEDs 

In the project setup, the L298N H-Bridge Motor Driver 
facilitates control over four motors, with two motors 
interconnected on each side, their output pins paralleled 
before connecting to the respective output pins of the 
L298N driver for synchronous movement. The ESP8266 
IoT microcontroller, serving as the central control unit, 
communicates with the L298N driver through six input 
pins, with EN-A pin of L298N connected to D8, EN-B 
connected to D1, IN-1 connected to D6, IN-2 connected to 
D7, IN-3 connected to D4, and IN-4 connected to D3. This 
setup allows for remote control and monitoring via a 
mobile app through integration with the Blynk IoT cloud 
platform. Users send commands through Blynk, interpreted 
by the ESP8266 microcontroller, which then dispatches 
corresponding signals to the L298N driver, dictating motor 
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movement and direction. The interconnected system offers 
seamless, remote-controlled operation, with the ESP8266's 
VIN connected to an 11.1-volt LiPo battery for power 
supply. 

The block diagram of the connection between the gas 
sensors MQ2, MQ3, and MQ135 is given in Fig.3. 

 

 

Figure 4.  Connection between ESP8266, L298N motor driver and 

LEDs 

In the sensor setup, the MQ-2 sensor is connected to 
GPIO 26, the MQ-3 sensor is connected to GPIO 27, and 
the MQ-135 sensor is connected to GPIO 28 of the 
Raspberry Pi Pico W microcontroller board. Each sensor's 
signal pin is connected to the respective GPIO pin, 
allowing the Pico W to read analog signals from the sensors 
for gas concentration measurements. In addition, each 
sensor has a GND pin and a VCC pin. The GND pin is 
connected to the power supply pin of Raspberry Pi Pico W 
and the VCC pin to power the sensors and thus complete 
the circuit. This configuration enables the Raspberry Pi 
Pico W to interface with the MQ sensors and collect data 
for various applications such as air quality monitoring and 
gas detection systems. 

Data collection is facilitated through advanced gas 
sensors like MQ-2, MQ-3, and MQ-135, integrated into the 
IoT-driven bot. As the bot navigates environments, these 
sensors continuously monitor gas concentrations in real-
time, detecting a range of gases prevalent in the petroleum 
industry. Once collected, the gas data is transmitted to 
Google Spreadsheets through webhooks, ensuring 
centralized storage and accessibility for further analysis. 

Webhooks are a method of communication between 
two different applications or services over the web. They 
allow real-time data to be sent from one application to 
another whenever a particular event occurs. The basic idea 
is that instead of a developer periodically requesting data 
from an application and waiting for a response (polling), 
the application itself will push data to a specific URL (the 
webhook) as soon as an event happens. 

In the system's operational framework, anomaly 
detection is a critical component facilitated by advanced 
algorithms such as Isolation Forest and One-Class SVM. 
Isolation Forest efficiently identifies anomalies within the 
gas data by isolating them in sparse regions of the dataset, 
making it particularly effective for detecting unusual 
patterns or outliers. Similarly, One-Class SVM 
distinguishes normal data points from anomalies by 
constructing a boundary around the majority of the data, 
thereby enabling the identification of abnormal instances. 
Through the integration of these algorithms, the system can 
accurately detect deviations from expected behavior, 
providing operators with timely alerts to mitigate potential 
risks in hazardous environments within the petroleum 
industry. 

A. Isolation Forest 

Isolation Forests (IF) present a distinctive approach to 
anomaly detection by using decision trees, akin to Random 
Forests, but with a significant departure in their 
methodology. Unlike Random Forests, which are 
supervised models requiring pre-defined labels for 
classification, IF operates as an unsupervised model, 
eliminating the need for labeled data to identify anomalies 
within a dataset. Instead, IF focuses on isolating outliers or 
anomalies within the data points themselves. 

The key principle underlying IF is to isolate anomalies 
by exploiting their inherent properties, such as being sparse 
or distant from the majority of data points. By doing so, IF 
efficiently distinguishes anomalies from normal data points 
without relying on the definition of what constitutes 
"normal." This approach allows IF to identify anomalies 
more effectively, as anomalies typically exhibit distinct 
characteristics, such as shorter tree paths, compared to 
normal data points. 

One of the main advantages of IF lies in its ability to 
operate with shallow decision trees. Unlike traditional 
decision trees, which may require deeper splits to 
accurately classify data points into multiple classes, IF's 
focus on isolation means that trees within the forest do not 
need to be deep. As a result, IF requires less memory and 
computational resources, making it more efficient, 
particularly when dealing with high-dimensional datasets. 

Mathematical Formula for anomaly score [7]:   

S(x, m) = 2 ^ (- E * (h(x)) / c * (m)) 

Here, m is the number of points and x is the data point. 

B. One Class SVM 

One-Class Support Vector Machines (One-Class 
SVMs) offer a specialized approach to anomaly detection, 
tailored for scenarios where the objective is to identify 
outliers and novel data points within a single class. In 
contrast to traditional Support Vector Machines (SVMs), 
which are typically applied to binary classification tasks, 
One-Class SVMs operate uniquely by training exclusively 
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on data points from a single class, known as the target class. 
This distinctive characteristic enables One-Class SVMs to 
excel in scenarios where only one class of data is available 
during the training phase, which is common in anomaly 
detection applications. 

The fundamental goal of a One-Class SVM is to learn 
a boundary or decision function within the feature space 
that effectively encapsulates the target class. This boundary 
serves as a representation of the normal behavior exhibited 
by the data points belonging to the target class. By 
delineating this boundary, the One-Class SVM aims to 
differentiate between normal data points and potential 
outliers or anomalies that lie outside of this boundary. 

The exclusive focus on one class during training 
enables One-Class SVMs to capture the inherent 
characteristics and patterns of the target class with 
precision. This focused learning approach empowers the 
One-Class SVM to identify deviations from the established 
norms with a high degree of accuracy, thereby 
distinguishing outliers and anomalies effectively. 
Consequently, One-Class SVMs are well-suited for 
applications where the detection of anomalies within a 
specific class of data is paramount, such as identifying 
fraudulent transactions in financial systems or detecting 
anomalies in sensor data from industrial machinery. 

Mathematical Formula for anomaly score[7]: 

min
𝜔,𝑝,𝜉

1

2
‖𝜔‖−𝑝

2 +
1

𝑣𝑛
∑ 𝜉

𝑖

𝑛

𝑖

 

In support vector machines (SVMs), the separating 
hyperplane is represented by a weight vector (ω). The 
position of the hyperplane relative to the origin is 
determined by the offset (ρ) along the normal vector (ω). 

Slack variables (𝜉
𝑖
) are associated with each data point (i) 

and allow for a soft margin, penalizing deviations from the 
margin. These variables represent the amount by which a 
data point violates the margin or lies on the wrong side of 
the hyperplane. A hyperparameter (v) controls the tradeoff 
between maximizing the margin and minimizing the 
number of data points lying within the margin or on the 
wrong side of the hyperplane. The squared norm of the 
weight vector (||ω||2) is minimized. 

4. IMPLEMENTATION 

 
Figure 5.  Flowchart of the proposed system 

A. Bot Controlling through the Blynk IoT App 

When input is provided through the Blynk IoT 
platform, the information is transmitted via virtual pins to 
the ESP8266 microcontroller. This microcontroller acts as 
a central processing unit, receiving and processing the 
incoming data from the Blynk platform. Subsequently, the 
ESP8266 sends digital signals to the L298N motor driver, 
a crucial component responsible for controlling the 
direction of motors. Depending on the received commands, 
the L298N motor driver adjusts the polarity of the electrical 
signals supplied to the motors, thereby controlling their 
rotation direction either clockwise or anticlockwise. This 
coordinated process enables precise control and 
manipulation of the motors' movements based on user input 
received through the Blynk IoT platform, both mobile and 
web interface. Fig.7 shows the Blynk IoT app interface for 
controlling the Bot. 
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Figure 6.  Blynk IoT app interface 

 

B. Live Video Streaming 

The bot is furnished with an ESP32 CAM module, 
providing live video streaming capability, and facilitating 
real-time transmission of video content over the web. This 
feature allows operators to gain visual insights into the bot's 
surroundings, regardless of its deployment location. 
Whether navigating through diverse environments or 
remote locations, the ESP32 CAM module ensures 
immediate access to live video feeds, enhancing situational 
awareness and operational control. 

 

Figure 7.  Live Video Streaming of Bot’s Surroundings on the Web  

C. Gas Data Collection through MQ Sensors 

The gas sensors MQ2, MQ3, and MQ135, integrated 
with the Raspberry Pi Pico W, facilitate the collection of 
gas data in the proposed system. As the Raspberry Pi Pico 
W serves as the microcontroller unit, it interfaces with 
these sensors to collect real-time data on gas concentrations 
within the environment. The sensors detect various gases 
relevant to the petroleum industry, such as methane, LPG, 
carbon monoxide, benzene, and toluene, continuously 
monitoring their levels. Through dedicated GPIO pins or 
I2C/SPI communication protocols, the Raspberry Pi Pico 
W communicates with the sensors, retrieving gas data from 
each sensor individually or in parallel. 

 

 

Figure 8.  Raspberry Pi Pico collection of gas data  

 

D. Gas Data Transfer to Google Spreadsheet through 
Webhooks 

Once the gas data is collected by the Raspberry Pi Pico 
W from the sensors, it is transmitted to Google 
Spreadsheets through webhooks in a continuous manner. 
Webhooks provide a means for the Raspberry Pi Pico W to 
communicate with external services like Google 
Spreadsheets in real-time. The Raspberry Pi Pico W is 
programmed to generate HTTP requests containing the gas 
data, which are then sent to a predefined webhook URL 
associated with the Google Spreadsheet. This URL acts as 
an endpoint for receiving incoming data from the 
Raspberry Pi Pico W. Upon receiving the HTTP requests, 
Google Spreadsheets processes the incoming data and 
inserts a row to the corresponding spreadsheet with the 
latest gas measurements. Each gas data entry is appended 
to the spreadsheet, ensuring a continuous stream of updates 
reflecting the current gas concentrations in the monitored 
environment. This continuous transmission of gas data to 
Google Spreadsheets through webhooks enables 
centralized storage and easy access to the data for further 
analysis, visualization, and decision-making processes. 
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Figure 9.  Gas Data on Google Spreadsheet 

 

E. Machine Learning Model 

Following the continuous transmission of gas data to 
Google Spreadsheets, the system initiates its anomaly 
detection process by employing unsupervised machine 
learning models, specifically the Isolation Forest and One-
Class SVM algorithms. These models are integrated into 
the system to autonomously analyze the collected gas data 
and identify any irregular patterns or outliers that may 
indicate potential anomalies or hazardous conditions. 

The Isolation Forest algorithm is utilized as a key 
component in anomaly detection due to its ability to 
effectively identify and isolate anomalies within a dataset. 
This algorithm operates by constructing a multitude of 
decision trees, each of which randomly selects features and 
splits data points. By doing so, anomalies are often isolated 
into shorter paths within the trees, making them stand out 
as distinct anomalies. This inherent property of the 
Isolation Forest algorithm enables efficient detection of 
anomalies within the gas data, facilitating timely 
intervention and risk mitigation measures. Fig.10-12 
displays a visualization of an isolation forest applied to gas 
data of different sensors. 

 

 

Figure 10.  Isolation Forest visualization on gas data of MQ-2 sensor 

 

 

Figure 11.  Isolation Forest visualization on gas data of MQ-3 sensor 
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Figure 12.  Isolation Forest visualization on gas data of MQ-135 sensor 

The line plot in Fig.10-12 illustrates the time series data 
of three sensors: MQ-2, MQ-5, and MQ-135. Indexes along 
the x-axis track chronological data points, while sensor 
readings in parts per million (ppm) are displayed on the y-
axis. The blue line depicts the sensor readings' trends and 
fluctuations over time, providing insights into gas 
concentration levels. Anomalies, detected using the 
Isolation Forest algorithm with a contamination parameter 
of 0.05, are highlighted with red dots, enabling easy 
identification of deviations from normal behavior. 

The histogram plot in Fig.10-12 provides a detailed 
view of the distribution of sensor readings for each MQ 
sensor: MQ-2, MQ-5, and MQ-135. Each subplot within 
the plot corresponds to one of these sensors. Along the x-
axis of each subplot lies the range of sensor readings, 
measured in parts per million (ppm), while the y-axis 
represents the frequency or density of occurrence of these 
readings. Overlaying the histograms is a smoothed density 
plot, generated through kernel density estimation (KDE), 
which offers a clearer depiction of the distribution. By 
examining these histograms, one can discern the typical 
range and spread of readings for each sensor. Deviations 
from these distributions may signify anomalies or unusual 
behavior in the sensor data, warranting further 
investigation. 

Conversely, One-Class SVM constructs a boundary 
around the majority of the data points, classifying points 
outside of this boundary as anomalies. Both models excel 
in detecting anomalies within the gas data without 

requiring labeled training data, making them suitable for 
unsupervised anomaly detection tasks. The system 
autonomously identifies anomalies within the gas data, 
providing operators with timely alerts when deviations 
from normal patterns are detected. This proactive approach 
to anomaly detection enables operators to swiftly respond 
to potential hazards and mitigate risks, ensuring the safety 
of personnel and facilities in high-risk environments within 
the petroleum industry. 

 

 

Figure 13.  One Class SVM visualization on gas data of MQ-2 sensor 
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Figure 14.  One Class SVM visualization on gas data of MQ-3 sensor 

        

Figure 15.  One Class SVM visualization on gas data of MQ-135 sensor 

The visualizations in Fig.13, Fig.14, and Fig.15 depict 
sensor data over time, specifically focusing on three types 
of sensors: MQ135, MQ2, and MQ3. Each sensor is 
represented in its subplot within a single figure. Each 
subplot has a time-based x-axis and a y-axis that displays 
the sensor values. 

A One-Class SVM model is trained on each sensor's 
data to learn the underlying patterns. Predictions from the 
model are then used to identify anomalies, which are 
highlighted in the plot. Anomalies are typically represented 
by data points that fall outside the normal range of values 
or exhibit unusual behavior compared to the majority of the 
data. 

5. CONCLUSION 

The developed gas monitoring system represents a 
significant advancement in safety monitoring technologies, 
particularly for high-risk industries such as petroleum. This 
innovative system integrates technologies, including the 
Internet of Things (IoT), machine learning algorithms, and 
live video streaming capabilities. The synergy of these 
technologies enables the system to perform real-time 
monitoring of hazardous gas concentrations, enhancing 
both proactive risk mitigation and situational awareness. 

One of the key features of this system is its ability to 
detect anomalies using machine learning algorithms. 
Specifically, the implementation of these anomaly 
detection algorithms has significantly bolstered the 
system's capacity to identify and respond promptly to 
potential hazards. This timely detection is crucial as it 
reduces the likelihood of accidents, thereby minimizing 
risks to both personnel and facilities. 

Moreover, the live video streaming capabilities provide 
an additional layer of situational awareness. By visually 
monitoring the environment in real-time, the system allows 
for more informed decision-making during critical 
situations, ensuring that any anomalies are detected and 
accurately assessed and managed. 

Overall, this project showcases the effectiveness of 
integrating various advanced technologies to tackle critical 
safety challenges in high-risk environments. By combining 
IoT for continuous environmental monitoring, machine 
learning for intelligent anomaly detection, and video 
streaming for enhanced situational awareness, the system 
paves the way for safer and more efficient operations. This 
integrated approach is not only applicable to the petroleum 
industry but can also be adapted for use across various 
other industries that face similar safety concerns. The 
success of this project underscores the potential for 
technological innovation to drive significant improvements 
in industrial safety and operational efficiency. 
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Figure 16.  IoT Controlled Bot 

6. FUTURE SCOPE 

Looking towards future advancements, there are 
several exciting opportunities to enhance the capabilities of 
the project. Firstly, integrating GPS navigation capabilities 
into the bot's functionality promises to significantly elevate 
its autonomy and navigational precision. With GPS 
technology onboard, the bot can maneuver through 
intricate industrial environments with heightened 
efficiency and accuracy, thereby enhancing its overall 
effectiveness. 

Moreover, the project envisions the scalable 
deployment of multiple bots to conduct routine inspections 
across industrial facilities. This approach not only 
amplifies coverage and efficiency but also reduces reliance 
on human workers in hazardous environments. By 
replacing or supplementing human presence with 
autonomous bots, the project minimizes associated risks 
while ensuring thorough monitoring and maintenance 
activities. 

Additionally, the project aims to implement automated 
response mechanisms based on anomaly detection 
outcomes. Empowering the bot to take immediate action 
upon detecting hazards—such as triggering alarms, 
initiating emergency protocols, or shutting down 
machinery—will significantly mitigate risks and prevent 
potential accidents. 

Furthermore, integrating specialized sensors to detect 
specific gases or environmental conditions presents another 
avenue for advancement. By expanding the bot's sensor 
suite, it can conduct targeted detection of particular 
hazards, providing more accurate and comprehensive data 
for risk assessment and decision-making. This 
customization ensures the bot's adaptability to diverse 
industrial settings, further enhancing its utility and 
effectiveness in gas monitoring applications. 

 

Finally, incorporating voice recognition and natural 
language processing capabilities would elevate user 
interaction with the bot. Allowing users to communicate 
via speech or text commands enhances accessibility and 
user experience, facilitating seamless interaction and 
control. These envisioned enhancements hold significant 
promise for extending the project's utility and relevance 
across various industries and applications, driving further 
innovation and advancements in gas monitoring 
technology. 
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