
1	
  
2	
  
3	
  
4	
  
5	
  
6	
  
7	
  
8	
  
9	
  
10	
  
11	
  
12	
  
13	
  
14	
  
15	
  
16	
  
17	
  
18	
  
19	
  
20	
  
21	
  
22	
  
23	
  
24	
  
25	
  
26	
  
27	
  
28	
  
29	
  
30	
  
31	
  
32	
  
33	
  
34	
  
35	
  
36	
  
37	
  
38	
  
39	
  
40	
  
41	
  
42	
  
43	
  
44	
  
45	
  
46	
  
47	
  
48	
  
49	
  
50	
  
51	
  
52	
  
53	
  
54	
  
55	
  
56	
  
57	
  
60	
  
61	
  
62	
  
63	
  
64	
  
65	
  

LAM-IoT: Lightweight Authentication Model for monitoring sys-

tems in IoT-enabled smart homes based on DID using IOTA 
 

Sameera Abbas Fadhel1 and Dr. Ahmed S. Nori2 

1
 Computer Science Department, College of Computer Science and Mathematics, University 

of Mosul, Mosul/Iraq 
2
 Cyber Security Department, College of Computer Science and Mathematics, University of 

Mosul, Mosul/Iraq 

*Corresponding Author: Sameera Abbas Fadhel 

ABSTRACT 

The Internet of Things (IoT) is an important technology; however, it has many security vul-

nerabilities. The authentication process is essential for ensuring the security of the whole IoT 

systems, as it serves as the first line of defense against different cyber-attacks. Traditional 

techniques of authentication are frequently centralized, which are unable to satisfy the re-

quirements of IoT in terms of scalability and resources’ consumption. Some drawbacks of the-

se techniques include their high computation costs, single point of failure, and violation of 

privacy. Decentralized authentication techniques are suggested as a solution to the problems 

with centralized authentication. Blockchain is a well-known technology that can be used to 

authenticate and grant high-trust, decentralized access to IoT devices and data. However, 

with its limitations in terms of scalability, throughput, and storage capacity, blockchain is an 

unsuitable option for devices with limited resources in the IoT environment. Hence, in order 

to overcome these problems, a more scalable solution approach is required to be formulated. 

In this paper, we propose a new lightweight authentication model for IoT-based smart house 

monitoring system utilizing IOTA Tangle, Decentralized Identifier (DID), and Stronghold 

vault technologies. We examined and confirmed the functionalities of the proposed model 

through automated security testing with the Scyther tool. The testing validated the proposed 

model's effectiveness. The model works efficiently in a constraint IoT environment, as shown 

by the analysis of additional assessment criteria like communication and storage costs. 
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1. INTRODUCTION 

The Internet of Things (IoT) is a network of interconnected heterogeneous devices and em-

bedded sensors that have certain characteristics in common, like low power consumption, 

minimal memory, and restricted computing power [1]. The high number of interconnected 

devices through various protocols makes it susceptible to several forms of attacks. Therefore, 

there is a real need to build and develop lightweight authentication methods for the IoT devic-

es [2]. Privacy and Security of data transmission, as well as the reliability and authenticity of 

the identity of entities engaging in network activities, were all considered as important issues 

[3]. Identification of entities in the digital world has always been a top priority. Authentica-

tion still depends on the usage of passwords and usernames, which is open to various attacks. 

Centralized identity managing systems rely on certain identity service nodes, and they may be 

susceptible to the single point of failure issue [4]. Decentralized identification techniques dif-

fer from conventional methods in that they do not depend on centralized identity providers 

(IdPs). Commonly, these decentralized systems make use of technologies such as blockchain, 

distributed file systems, decentralized ledger technology (DLT), and other new decentralized 

structures like tangles and hashgraphs [5][6]. Decentralized identities for IoT devices can be 
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established using the IOTA Digital Identity framework, guaranteeing private and secure 

communication between them [7]. Decentralized Identity (DID) is a new kind  of digital iden-

tity that is globally unique and linked to both a subject and a DID document. This DID identi-

fies the entity that is referred to as the "Subject," also commonly known as the "DID subject" 

[8].  

In this paper, we proposed a solution for IoT devices‟ identification and a data access control 

employing IOTA Tangle and identity technologies. The contributions of this paper are as fol-

lows: 

1- Due to lack of a credible and provable identity, internal and external threats impinge on the 

network entity identities. On the same note, since the present relying on conventional Public 

Key Infrastructure (PKI) has a tendency of having a single point of failure through centralized 

Certificate Authorities (CAs), and the scalability issues arising with conventional blockchain 

based identity management solutions, there is need for a new more efficient, more lightweight 

identity management framework. This model uses Distributed Ledger Technology (DLT) em-

ploying IOTA which is Directed Acyclic Graph (DAG) based technology. It enhances the 

transactional throughput, decreases transaction confirmation time, minimizes control con-

sumption and removes transaction charges hence being more suitable in the IoT setting. 

2- We developed the conventional processes of identity management through syncing fog 

nodes that serve as master nodes with IOTA identity as well as Tangle. This optimization 

helps to facilitate the act of identity management for IoT devices within a very short time 

based on registration and authentication processes. 

3- The layout generates a secure data transmission between edge device (Raspberry Pi) and 

master fog node which is paramount when it comes to data integrity and security. This com-

munication is protected using the MQTT (Message Queuing Telemetry Transport) protocol 

regarding data exchanged in between these nodes; it is encrypted to prevent access or manipu-

lation by unauthorized parties. Also, there is the issue of continual data acquisition from the 

sensors and their transmission through the IoT monitoring system. Sensors‟ data, necessary 

for users and to get a real-time control, is sent to the ThingSpeak cloud-based platform. 

ThingSpeak is an application that provides users with graphical displays and statistics of the 

sensors‟ readings. The information presented in this case not only helps in improving the 

monitoring of the data collected from the IoT sensors as well as helps in the decision making 

processes, as the data collected can be presented in the format which is easy for making deci-

sions.  

4- The experimental evaluation involves practical implementation where Raspberry Pi with 

few connected sensors interrelates with a fog node. The proposed model is explored and vali-

dated through security and functionality and verified using Scyther tool [9]. The lightweight 

security management requirements in the proposed model can satisfy the demand of IoT de-

vices.  

The remainder of this paper is structured as follows: Section 2 presents the existing work; 

Section 3 describes the essential technologies employed in this paper; Section 4 delineates the 

proposed model and provides an in-depth overview of it; Section 5 assesses the proposed 

model's performance, analyzes its security implications, and evaluates its functionality; and 

Section 6 summarizes the key findings and contributions of this research. 

2. LITERATURE REVIEW 

Previous studies and works that were used as main sources for this work will be discussed in 

this section. These studies and works are related to the topics of work on IOTA and DID-for 

IoT applications. 
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A novel approach to the management of secure identities for IoT devices is presented, which 

is based on self-sovereign identity. This approach provides an identity that is self-owned, con-

trollable, unique, secure, interoperable, portable, decentralized, and persistent. The following 

four major contributions are made by this work: i) Developing an IoT device registration, 

identification assignment, issuance, and verifiable claim assertion system based on distributed 

ledger technology (DLT). ii) Design an algorithm for a trust score. iii) Developing a mecha-

nism to mitigate risk. iv) Credentials or claims that can be verified. Entities could share their 

own claims to support their self-identity instead of sharing identifying information that has a 

higher level of privacy [10]. 

This study offers a new identification based on Distributed Ledger Technology (DLT) for IoT 

devices. The identities that IoT devices assign to themselves are known as Self Sovereign 

Identities (SSI), and they are controlled publicly and decentralized on the DLT network. The 

framework offers a Web of Trust (WoT) method in addition to the Identity Management Sys-

tem (IdMS) to allow automatic trust evaluation of any identity. Great scalability and low pro-

cessing costs were achieved by accessing and storing data over the IOTA Tangle. The rela-

tionships between different identities and their recorded trust toward one another are present-

ed in a WoT in order to support trust ratings [11]. 

An IoT architecture built on the IOTA Tangle network is proposed in this study. It solves the 

problem of safe communication between the sensor and the IOTA Tangle network by using a 

lightweight identity authentication method. To efficiently manage the identities of sensors and 

cluster heads, it also establishes a whitelist and blacklist method. The designed architecture 

includes Sensor Node, Cluster Head (CH), and Base Station (BS). It provides an authentica-

tion method between restricted IoT devices and the cloud, which can guarantee the data's in-

tegrity from generation to cloud. It also controls the device and decreases the management 

cost by keeping the device's identity in IOTA. This paper also separates the identity verifica-

tion authority from the data storage [12]. 

We suggested a lightweight blockchain for IoT devices. In order to reduce the amount of re-

sources used in mining, the Proof of Authentication (PoAh) was implemented as a consensus 

algorithm. To increase throughput and system response time, the DAG-based blockchain ar-

chitecture was used. Conventional consensus algorithms require high energy consumption 

during mining. PoAh introduces a cryptographic authentication method as a consensus meth-

od to address this problem. PoAh uses fast and effective cryptographic techniques for its digi-

tal signature and hash function. A transaction's approval in the PoAh consensus method is de-

termined by the full node based on the transaction creator's authority. The transaction will be 

approved if the creator's public key is included in the list of authorized devices [13]. 

The main goal of this study is to demonstrate how data preservation has been implemented 

and executed from industrial automation and control systems to IOTA. The suggested method 

for preserving data with IOTA DAG technology will be executed and implemented within 

simulation environment or a testbed. During the implementation phase, the performance of 

the data preservation process will be monitored and evaluated, with an emphasis on variables 

like cost-effectiveness, efficiency, and scalability. The system considered in this study con-

tains three main components: Sensor Node, Cluster Head, and Base Station. This study focus-

es on perform identity authentication for sensing devices with limited resources and securely 

upload sensing data from these devices to the Tangle for storing [14]. 

In this study, the Transport Layer Security (TLS) security protocol will be modified and 

adapted to the Self-Sovereign Identity paradigm. This is done by using a decentralized digital 

identity model that depends on Decentralized Identifiers (DIDs) and Distributed Ledger 

Technology (DLT), like Blockchain and Tangle. DIDs can be thought of as addresses point-

ing to a DLT block. This work's primary goal was to give decentralized digital identities to 

Internet of Things devices in order to integrate them into the SSI ecosystem. These Internet of 
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Things-restricted devices may authenticate with each other through their decentralized digital 

identities and by using the SSI-aware TLS 1.2 protocol, which was executed into the Mbed 

TLS library  [15]. 

DIVA was originally proposed in this work, which is a reputation system for secure transmis-

sion in VAnets based on Decentralized Identifiers. We specifically assert that it is appropriate 

to use IOTA for securely record reputation scores and Decentralized Identifiers (DIDs) for 

identifying participating vehicles. For the purposes of DIVA, every vehicle must have a 

unique ID in order to exchange road data with other network entities. To do this, participating 

vehicles are identified by DIDs, and their participation is controlled by Verifiable Credentials 

(VCs). The paper's main original contributions are as follows: i) We provide a novel VANET 

reputation scheme based on DID. ii) The first large-scale dataset has been created and re-

leased. iii) We have deployed and thoroughly tested DIVA in 5G-enabled deployment scenar-

ios as well as against that dataset [16].    

3. TECHNOLOGICAL FRAMEWORK 

This section demonstrates the essential technologies that employed in the proposed model. 

3.1 Distributed ledger 

Due to the problem that arises from centralization which includes single points of failure, re-

searchers have received distributed ledger technology a lot of attention because of the features 

such as decentralization, immutability, and public verifiability. One of the well-known Decen-

tralized Ledger Technologies is Blockchain which is originally proposed by Nakamoto [17], it 

is changed the face of digital currency by introducing an innovative way to holds an open and 

digitally verifiable record of transactions without the requirement of a central authority. On 

the other hand, blockchain has several disadvantages that come with its innovative features 

inclusive of; scalability, the ever-higher energy demand because of Proof-of-Work consensus, 

high storage demands given the entire ledger will be stored, variable transaction fees, and po-

tential privacy concerns on public blockchains. These aspects raise questions on the advisabil-

ity of using blockchain especially for light weighted frameworks and their applications. 

There are more types of DLT mentioned in the IOTA case, the so-called „Tangle‟ employing 

a Directed Acyclic Graph (DAG). Tangle, the DAG structure of IOTA, eliminates problems 

like the orphan block and enhances scalability which are factors seen in the conventional 

blockchains. The IOTA Tangle also provides the same functionality where every transaction 

involves a small PoW. The Influence of IOTA is much higher, compared to the standard 

blockchain platforms. While, most of the block-chain network requires the users to pay trans-

action fees for setting up transaction priorities that are to be solved by miners, IOTA is a fee-

less space. IOTA does this because to perform a transaction, you have to approve two previ-

ous transactions, thereby increasing the engagement of users in protecting the network with-

out charging. Moreover, unlike the blockchains fixed to traditional single chain processing of 

transactions, IOTA works with the structure called Tangle which enables parallel processing 

of the transaction. This design greatly enhances the system‟s generated throughput and scala-

bility which makes IOTA capable of accommodating a larger number of users and transac-

tions in its network.  

3.2 device identity 

Regarding the nature of devices, their identities are handled with the help of IOTA Identity 

which is known as a decentralized identity system of the IOTA Foundation. Its objective is to 

guarantee a trustful, verifiable, and indubitable method to assert identity during transactions 

between entities (persons, devices, or companies), in particular for the digital world. To this 

end, IOTA Identity also uses the Tangle‟s distributed ledger technology to generate the two 

kinds of addresses and handle anything to do with identity without relying on centralized au-
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thorities. This approach ensures privacy, security, and control over the digital identities in the 

IoT [18].  

3.3 Stronghold Vault  

The Stronghold vault represents an advanced cryptographic storage solution developed by the 

IOTA Foundation. It is specifically designed to securely store sensitive information, such as 

private keys, using robust encryption methods and stringent security protocols. This technolo-

gy plays a crucial role in enhancing the security and reliability of digital transactions and in-

teractions within the IOTA network, ensuring the protection of critical information against 

unauthorized access and potential vulnerabilities [19] [20]. 

4. PROPOSED FRAMEWORK 

This section gives an overview of the proposed framework‟s structure and elaborates on spe-

cific details. It is presumed that the edge device in the monitoring system possesses computa-

tional resources, specifically; the computing tasks that IoT device can undertake include 

transmitting messages using encrypted protocols like MQTT and communicating with the fog 

node (master). Additionally, operations such as digital signature, authentication, and the re-

sponsibility for storing edge information and deploying it to the IOTA Tangle are handled by 

the fog node. 

4.1. System architecture 

The architecture of the distributed IoT monitoring system comprises four layers as follows: 

1- The edge layer, which includes devices and sensors. 2- The fog layer, represented by the 

Master node. 3- The IOTA Tangle layer. 4- The data visualization layer, which employs the 

ThingSpeak platform. The architecture is illustrated in Figure 1. 

 

 

 

 

 

 

 

 

 

 

Figure 1: Framework structure (The proposed model‟s architecture consists of four layers: Edge Lay-

er, Fog layer, The IOTA Tangle layer and data visualization layer) 

4.1.1 The edge layer: 

The edge layer comprises heterogeneous IoT devices characterized by constrained computing 

and storage capacities (specifically, Raspberry Pi devices were utilized in this study). These 

devices are tasked with real-time data sensing and collection within smart home environ-

ments, monitoring variables such as flame levels, gas concentrations, and motion detection. 

Based on these inputs, they enact corresponding security protocols to ensure safe household 
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operations. Due to the limited storage capabilities inherent to IoT devices, conventional ap-

proaches necessitate hosting classified data in third-party repositories. However, centralized 

storage methods are susceptible to vulnerabilities, including potential risks of hacking and 

malicious activities. Consequently, this framework emphasizes the adoption of decentralized 

storage mechanisms to mitigate such risks. Notably, only IoT devices possessing authenticat-

ed identities are permitted to engage in network activities within this setup. 

 

 

 

 

 

 

Figure 2: Edge Layer with its related sensors 

4.1.2 The fog layer: 

The fog layer constitutes a network centered around a master fog node serving as an access 

point for IoT devices, specifically Raspberry Pi devices, to connect to the network, fog node 

has the capability to manage a cluster of edge devices in its proximity, thereby assuming a 

significant portion of the computational workload typically handled by these devices. This 

arrangement effectively alleviates the operational burden on these lightweight devices and 

systems, and Mitigates latency issues associated with network data transmission. Additional-

ly, fog node is deployed to manage device information including (mac address, sensors names 

and it associate pin numbers), assign identities to each edge device and its associated sensors 

employing IOTA identity library, and integrate them into the IOTA Tangle.  

4.1.3 The IOTA Tangle layer: 

To eliminate such scaling issues that come with the pack in classical blockchain structures, 

the proposed solution incorporates IOTA technology including its Tangle network structure. 

Due to its feature of supporting scalability and facilitating fee-less transactions, this technolo-

gy fits well for IoT enviornments in terms of its ability to boost the stability and effectiveness 

of the network.  

4.1.4 The data visualization layer: 

The last layer is the data visualization layer, where the ThingSpeak platform is employed to 

enable remote monitoring of the residential properties [21]. The cloud platform allows edge 

devices to securely transmit sensor readings using the MQTT protocol, which guarantees se-

cure and effective communication of sensor readings during monitoring house conditions re-

motely.  

4.2 The proposed model’s overview: 

The proposed model comprises three main components as follow:  identity management, au-

thentication processes and the activation of monitoring systems and its related sensors. The 

relation of these system components is indicated in the proposed model and the interaction 

among them is illustrated in Figure 3. First of all, the model employs the DAG-based distrib-

uted ledger technology called IOTA Tangle partnered with the IOTA Identity library. It be-

comes a single point of management for identity, which helps the consensus on the identity of 
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the edge devices that are inactive. It can also guarantee the validity or the anti-forgery of each 

edge device‟s identity in the system and non-repudiation. Second of all, employing the 

Stronghold vault mechanism, fog node safely stores data belonging to edge devices and its 

related sensors. At last, as data created by IoT sensors can be rather sensitive, and, most of all, 

devices‟ identifications must be preserved, the edge devices use MQTT to transmit sensors‟ 

readings to ThingSpeak cloud-based platform for further prevention of misuse or any mali-

cious activity.  

4.3. Details of the proposed model: 

This section describes the overview of the authentication process of the proposed model in 

details.   

4.3.1 Identity management: 

In the proposed model, the device identity management comprises primarily of two phases 

which including:  device identity registration and device identity retrieval.  

The proposed model leverages the IOTA Identity Framework so that the edge devices/sensors 

will possess unique global identities that will prove their credibility. The IoT system works 

with the understanding that edge devices and sensors will require authentication to gain ac-

cess to the network, this creates the necessary framework which prevents skewed or fraudu-

lent actions. Thus, the use of the IOTA protocol with the IOTA Identity framework allows the 

entire process of interaction between users and the monitoring system to be fully automated 

and secure. To ensure the monitoring system operates smoothly, the edge device and its sen-

sors must first undergo authentication. The initial step involves registering edge device identi-

ties. Given the constrained computational capabilities of edge devices, the authentication pro-

cess is delegated to a fog node (acting as the system's master). Upon receiving the MAC ad-

dress (edge ID) of edge device and attributes of its sensors, employing IOTA identity frame-

work, fog node generates identity attributes. These attributes are structured as an identity doc-

ument (Decentralized Identifier DID), enabling security functionalities like identity authenti-

cation and verifiability. A DID functions as a reference to a DID Document, which includes 

essential data such as public keys. These keys allow the edge device to authenticate its identi-

ty and can be verified online. If the edge device and its associated sensors are not registered, 

the edge device sends a registration request to the fog node, which includes its ID (MAC ad-

dress) along with sensor attributes. The fog node registers the new edge device if the adminis-

trator accepts the registration request; otherwise, a decline message is sent back to the edge 

device. Upon successful registration, the fog node generates a Verifiable Credential (VC). VC 

includes various attributes, among which are: 

1. Subject: The set of claims made by the issuer, comprising objects that contain properties 

relevant to a particular entity including MAC address, sensors attributes (names and its 

ids). 

2. Issuer: The identifier of the entity issuing the credential, commonly represented by their 

DID (Decentralized Identifier). 

3. Issuance Date: A timestamp indicating the date and time when the credential becomes 

effective and valid. 

4. Expiration Date: An optional timestamp indicating when the credential expires and is no 

longer considered valid. 
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Following the preparation of the verifiable credential, the issuer (fog node) generates a signed 

JSON Web Token (JWT) that encapsulates the VC within its claims, employing one of their 

private keys. This mechanism enables verifiers to autonomously verify the credential's au-

thenticity by referencing the corresponding public key from the issuer's DID Document. Al-

gorithm 4.1 illustrates edge device registration process in the proposed model utilizing IOTA 

identity framework. In IOTA Identity, the creation of public and private keys typically utilizes 

standard cryptographic algorithms to guarantee security and integrity of devices‟ identities 

and transactions. The specific algorithm used is the Elliptic Curve Digital Signature Algo-

rithm (ECDSA) [22], commonly with the curve secp256k1. This curve is also applied to other 

blockchain technologies, such as Bitcoin, because of its characteristics in term of supporting 

security. 

 

During the device identity retrieval phase, edge device uses an ID known as an IOTA DID ID 

that is kept in a Stronghold Vault. The edge device uploads an authentication request using 

MQTT communication as a secure protocol to fog node. The fog node needs to confirm the 

registration status in the IOTA identity framework using the edge‟s IOTA DID ID and fetch 

the related information from the obtained DID document in the Tangle. Upon this validation 

of the DID document, the fog node extracts the edge device identifier which is edge‟s MAC 

address and the attributes of the device‟s sensors.  

After that, the fog node prepares message-based JSON format to contain the result of the mu-

tual authentication, the ID and other attributes of the edge device ID, and its communicating 

sensors IDs. This message is then transmitted back to the edge device via MQTT. Upon re-

ceiving the JSON message from the fog node, the edge device verifies the authentication re-

sult and compares its own ID (MAC address) with the received ID from the fog node. Simi-

larly, the edge device verifies its sensors' attributes against those received from the fog node. 

If the authentication process is successful, confirming the authenticity of both the edge device 

and its sensors, the edge device proceeds to initiate the monitoring system. Conversely, if au-

thentication fails at any stage, the edge device remains in an inactive state and does not pro-

ceed with its operational tasks. Algorithm 4.2 demonstrates authentication steps of the pro-

posed model including identity retrieval process. 
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4.3.2 Authentication processes: 

After the edge device and its associated sensors' attributes are authenticated and their verifica-

tion credentials are uploaded to the IOTA Tangle, fog node securely transmits an authentica-

tion approval message back to the edge device using the MQTT protocol. Alongside this mes-

sage, the fog node also communicates the corresponding generated IOTA DID ID. The re-

ceived IOTA DID ID is subsequently stored in an IOTA Stronghold Vault as illustrated in 

Algorithm 2.  

4.3.3 Activation of monitoring systems: 

Following successful authentication and approval, edge device initiates secure streaming of 

sensor readings via MQTT protocol to the ThingSpeak cloud. Based on these readings, the 

edge device performs corresponding actions such as activating fire suppression systems in 

case of fire, initiating image transmission from cameras upon detecting motion, and other 

specified responses. Figure 3 illustrates the whole interaction process. 
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5. EVALUATION AND RESULTS: 

This section involves a detailed analysis of the proposed protocol performance,  

5.1 Experiment Framework 

The experimental framework consists of an edge device, a Raspberry Pi 4, which is interfaced 

with three sensors, a gas sensor, a motion sensor, and a flame sensor. Furthermore, a camera 

is also interfaced to the Raspberry Pi which records photo/video when motion is detected, 

storing these images/videos for further analysis or record-keeping. The setup also comprises a 

water pump that starts pumping water to put off the fire once the flame sensor identifies fire 

and a buzzer that is used to produce a beep sound in response to detecting fire, motion or gas.  

Thus, edge device with sensors and actuators is communicating with a fog node (PC) which is 

connected to the local IOTA network through the IOTA sandbox environment (can be con-

nected to the one of the IOTA endpoints). Secure communication channel is created between 

the edge device and the fog node using MQTT protocol to establish secure and reliable data 

transfer communication.  

The Raspberry Pi (edge node) is set to constantly reading sensors‟ data. Upon detection of any 

specific events such as gas leaks, motion, or fire, it performs the following actions: 

 Motion Detection: Its action is oriented towards snapping pictures and storing them 

locally or at the fog node for further analysis.  

 Fire Detection: The water pump is activated to douse the fire, and the buzzer alerts 

nearby individuals to the fire hazard. 

 Gas Detection: The buzzer is activated to alert individuals to the presence of gas, po-

tentially averting dangerous situations. 

The edge device also connects to the ThingSpeak cloud-based platform via MQTT. Data col-

lected from various sensors are sent to this platform only if the edge device and its corre-

sponding sensors are authenticated with the help of the suggested authentication framework. 

This model also make sure that only allowed and authorized devices are allowed to send data 

improving security and integrity of the system. 

A fog node is used for the initial data accumulation and hence, for basic data processing and 

connections with the IOTA network. Fog node role is important as it makes data integrity and 

security measures are preserved when passing through the communication channel. The IOTA 

sandbox setup allows handling large amount of data in a highly secure and scalable way 

 
Edge Node Fog Node IOTA Tangle Cloud 

 

 
  

 

Reg. Req. 

Info. Admin Confirmation 

Upload Edge's Info. 

 
   Reg. Confirmation 

    did id, Sensors Info. 

 
Sensors Readings 

 

Figure 3: Flow chart authentication process 

10



 

 

thanks to the specific nature of the distributed ledger technology which does not allow both 

data to be altered and unauthorized access by malicious actors. 

5.2 System Security Analysis 

This section examines how the proposed model mitigates certain attack scenarios to reach 

high security level and fulfill lightweight features in the IoT environment as follows:  

5.2.1 Malicious Fog Node 

In the IOTA network, before a fog node can begin a new transaction, they are supposed to 

validate two other transactions. Thus, for instance, if a fog node among the participating 

nodes in the network approves illegitimate transactions, other fog nodes will proceed to de-

cline any transaction initiated by the fog node, resulting in the transaction not being con-

firmed in the network. The concept of designing IOTA means that only the fog nodes shall be 

capable of validating the right transactions in the network and this makes it secure. Addition-

ally, if a certain fog node has a bad intention of initiating illegitimate transaction into the IO-

TA network, the other two nodes of the IOTA network do not verify the transaction initiated 

by the malice fog node thus makes such attacks almost impossible to succeed.  

5.2.2 Spam attack 

Proof of Work (PoW) is a measure that IOTA suggested to prevent a node from filling the 

Tangle with a huge number of transactions. Responding to attacks of spam, PoW is used by 

IOTA which demands the expenditure of resources by any node intend to send a transaction 

or a message. This requirement introduces a high cost on a potential attacker hence the low 

possibility of spam and the integrity of the network. By requiring PoW, IOTA ensures that 

generating a large number of transactions (as would be the case in a spam attack) consumes 

significant computational resources. This resource cost acts as a deterrent against spamming 

the network because the attacker must expend considerable processing power, making such 

attacks economically and practically unfeasible on a large scale. To enhance the lightweight 

nature of the proposed model, all processes related to the IOTA Tangle, including Proof of 

Work (PoW) calculations, are offloaded to fog node. This strategic delegation minimizes the 

computational load on individual edge devices, thereby ensuring efficient and resource-

conserving operations within the system. 

5.2.3 Mitigation of Mathematical Modeling attack 

A strong lightweight authentication protocol like a Physical Unclonable Function (PUF) for a 

robust lightweight authentication could likely be at risk of modeling attacks which are based 

on machine learning. These mathematical models are developed with a high accuracy by us-

ing the Machine Learning methods such as Support Vector Machines (SVM), and logistic re-

gression (LR) algorithms [23]. Among the Challenge-Response Pairs (CRPs) of a certain 

lightweight protocol behavior, a subset of CRPs is required to train the machine learning sys-

tem so that ML system can learn depending on challenge-response behavior properly intend-

ing to model the authentication protocol correctly. Nevertheless, by means of this mathemati-

cal model, an predict any random node behavior with a comparatively high level of probabil-

ity. 

According to most of the proposed lightweight authentication protocols, an adversary can ob-

tain the CRPs in two cases. First, by getting possession of IoT device (edge). In response to 

the threats, the proposed framework, particularly algorithm 4.2 in section 4 shall be authenti-

cated by the fog node before it considered as edge node with its sensors. Moreover, even if 

the attacker gains the physical device, the essence of the IOTA DID remains safe, it will be 

safeguarded at the Stronghold vault. Second, the adversary can tap into the channel traffic and 

get at transmitted data. To avoid this, the proposed protocol incorporates the MQTT protocol 

for the encryptions of the transmitted messages. 
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6. RESULTS 

6.1 Automated Security Testing Using the Scyther Tool 

It has been ensured that all security assumptions of the proposed protocol have been imple-

mented using Scyther [9], a tool for automatic analysis of security protocols. The decryption 

process analysis carried out by Scyther uses its operational semantics based on the Security 

Protocol Description Language (SPDL). Scyther establishing the claimed security aspects of 

the protocol across any number of sessions and particularly that the session will terminate. It 

simultaneously checks the messages that are transmitted to other party. This attempt of proto-

col analysis also yields verification, falsification, and security analysis to ensure that the given 

protocol is correct. Using of the SPDL scripts containing the secret authentication responses, 

encryption of the messages and messages flow, are employed to implement the proposed pro-

tocols. 

6.2 Simulation Setup 

The Scyther software v1. 1. 3 was carried out on an OS Platform of 64-bit Ubuntu Linux Op-

erating System Version 22. 04. 2 (LTS) along with Graphviz v2. 38 and Python v2. 7. The 

specifics of the simulation are described in the Table 1 below. 

The proposed model was implemented and validated through the Scyther tool. As it has been 

observed in Figure 4(a), the protocol goes on to forge the synchronous claims without any ev-

idence of attacks. Moreover, the proposed protocol fulfills the automatic claims of Niagree, 

Nisynch, Alive, and Weakagree as per the Scyther tool. These properties relate to non-

injective agreement, non-injective synchronization, aliveness and weak agreement repective-

ly. In addition, Figure 4(b) also depicts the proof of correctness of the outlined protocol which 

in this case, focuses on the evaluation of the propriety of the security protocols to conform 

with the designed purposes of security parameters and ensure that network is vulnerabilities 

free. 

Table 1: SCYTHER TOOL PARAMETERS USED FOR ANALYSIS 

Verification parameters Advanced parameters 

Default parameter specification 

Max. runs:              5 

Matching type:       typed matching 

Search pruning:     Find best attack 

Max. patterns/claim:   10 

Customized parameter specification 

Max. runs:         10 

Matching type:  Find all type flaws 

Search pruning:       Find all attack 

Max. patterns/claim:   10 

 
 

 

 

Figure 4 (a): Scyther automatic proposed            Figure 4 (b): Scyther proof of correctness report 

                              model analysis report 
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Table 2. shows a comprehensive security feature comparison between the proposed work and 

existing literature. This comparison is crucial for highlighting the advancements and 

improvements made by the proposed protocol over previous methods. 

Table 2: SECURITY FEATURE COMPARISON 

Feature Ref[24] Ref[25] Ref[26] Ref[27] Ref[28] The proposed 

protocol 

Attack analysis 

Protection against obtaining 

Secret Key 
✓ ✓ X ✓ ✓ ✓ 

Protection against DoS attack X ✓ ✓ X ✓ ✓ 

Protection against Modeling 

attack 
✓ X X ✓ X ✓ 

Protection against Spam attack ✓ ✓ ✓ X X ✓ 

Protection against Malicious 

attack 
✓ X ✓ X X ✓ 

Data safeguarding X X X X ✓ ✓ 

where "✓" indicates that the function is supported, and "x" indicates that the function is not 

supported 

6.3 Communication and Storage overhead 

The network overhead associated with transmitting a payload, such as an authentication re-

quest and response, using the MQTT protocol involves several critical factors. Firstly, the 

MQTT protocol incurs a fixed header overhead of 1 to 2 bytes, which varies based on the spe-

cific message type. Furthermore, a PUBLISH message generally has a minimum overhead of 

approximately 2 to 4 bytes. Additionally, the size of the payload, which corresponds to the 

authentication request, must be taken into account. The implementation of Quality of Service 

(QoS) levels in MQTT introduces further overhead due to the necessity for message acknowl-

edgments. Consequently, the total estimated overhead for transmitting such a message is ap-

proximately 2048 bits. Figure 6(a) illustrates the communication overhead of the proposed 

protocol against relevant existing frameworks. 

 

 

 

 

 

 

 

 

 

 

 

 

In this context, the communication cost refers to the total number of bits transmitted and re-

ceived during the authentication procedure. The length of each message is determined by two 

scenarios: first, when the edge device sends an authentication request, and second, when the 

fog device responds with an authentication reply to the edge device. This determines the size 

of the parameters used in these messages. The communication costs of the proposed model 

Figure 6 (a): Communication overhead           Figure 6 (b): Storage overhead 
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are compared with those of existing schemes. As shown in Figure 6(a), the number of trans-

mitted bits in the proposed model is slightly higher than in [29], [31], and [32], but it achieves 

an optimal balance for secure communication between edge and fog devices. In addition, 

most of the existing schemes are primarily tested and validated through simulations. 

The overall cost of storing the edge DID ID in the proposed model is determined based on the 

size of the DID ID. Each edge device stores its DID ID in memory. As illustrated in Figure 

6(b), the total storage cost demonstrates the superiority of the proposed model over most of 

the existing schemes. 

7. CONCLUSION 

In this paper a new lightweight authentication model for IoT-based smart house monitoring 

system utilizing IOTA Tangle is proposed, the IOTA identity and Stronghold vault technolo-

gies have been employed. The proposed framework is implemented with Python language, 

Wasm script and Node.js (JavaScript/TypeScript). Sensors reading streamed to the Thing-

Speak cloud platform securely via MQTT protocol. Both edge and fog devices are securely 

connected to a broker using the MQTT protocol as well, which helps secure transmission of 

data and reduces the spread of attacks over the network. Additionally, if the system detects 

any unauthorized device including an edge device or sensor, the entire edge device is unau-

thenticated and remains inactive. After a successful authentication process, the proposed sys-

tem responds appropriately based in sensors readings.  

Concerning the verification of the proposed scheme, it has been verified and assessed using 

the Scyther tool. It has been also validated against different real-world cyber-attacks and 

compared with other relevant studies available in the literature. The testing proved the effec-

tiveness of the proposed scheme since it proved data integrity and security. Also, other as-

sessment metrics including communication and storage cost was also analyzed and proved 

that the scheme works effectively in constraints IoT environment. The comparison with other 

solutions showed that the proposed scheme was more robust and profound in terms of securi-

ty, which made it possible choice to improve the security of IoT systems. 
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