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Abstract: Radio Frequency Identification (RFID) and Near Field Communication (NFC) are wireless technologies applied in several 

domains, among which, remote education. The communication between different components of this system is unsecured, which may 

lead to several security and privacy problems. Designing authentication protocols to protect a remote education system in an open 

environment (e.g. NFC, RFID, and Internet) is a challenging task. Recently, Yang et al. proposed a mutual authentication protocol 

based on the hash function for RFID systems to secure this system. Yang et al. showed that their protocol is secure and can resist 

various attacks. This work proves that Yang et al.’s protocol does not achieve reader authentication, location privacy, and security 

forward. Furthermore, we propose an enhanced authentication protocol for secure remote education systems (EAP-SRES) using NFC 

technology. Our protocol is based on post-quantum cryptosystem to resist quantum attacks. Security analysis by using CL-AtSe 

(Constraint Logic based Attack Searcher) tool and Ouafi-Phan privacy model shows that the EAP-SRES protocol achieves the 

requirements of mutual authentication, untraceability and resists different possible attacks. In addition, EAP-SRES protocol is very 

efficient in term of performance. 
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1. INTRODUCTION 

NFC (Near Field Communication) is ubiquitous 
computing wireless technology. This technology is very 
important in the world of today; It is applied in different 
applications and domains of the Internet of Things (IoT) [1, 
2], such as access control, payment, library, etc. 

The RFID (Radio Frequency Identification) system can 
identify the objects that carry RFID tags when they pass 
near an RFID reader according to the used frequency band. 
NFC like RFID is a wireless technology that allows 
communication and data sharing between two compatible 
devices at a short distance. There are three modes in NFC 
system: reader/writer, card emulation, and peer-to-peer [3]. 

  In reader/writer mode, NFC mobile can modify and 
read the information stored in NFC tag. 

 In peer-to-peer mode, two NFC devices can share files 
and transfer data by establishing a bidirectional 
connection.    

 In card emulation mode, NFC mobile communicates 
with an NFC reader as an RFID tag.  

NFC technology is integrated into several devices (e.g. 
mobile, laptop, and tablet computer) and this will become 
widespread on all mobile devices in the upcoming years. 
There are several works in the education domain that 
support the importance of using RFID/NFC technologies, 
such as [4, 5]. 

One of the most important challenges related to IoT 
technology is privacy and security [6, 7]. Designing 
authentication protocols to secure different systems in open 
environments (e.g. NFC, RFID, and Internet) is a 
challenging area. In the literature, several RFID/NFC 
security protocols have been proposed in order to ensure 
privacy and security requirements [8-17]. To evaluate an 
authentication protocol as a secure one, three conditions 
must be fulfilled: (1) it uses hardness cryptographic 
primitives, (2) it is correct and (2) it achieves different 
security requirements. We can prove these conditions by 
using formal models and automated tools. 

In remote education application, there are two 
important works [15, 18]. Bai & Huang [18] proposed a 
security approach to ensure the communications in an 
interactive remote education system by using a delay 
tolerant network (DTN). The authors used a hybrid 
encryption scheme, where they adopt the RSA scheme as 
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public-key scheme. However, the required RSA scheme is 
not effective in terms of computation.  Recently, Yang et 
al. [15] proposed an RFID mutual authentication protocol 
for RFID systems by using hash function. The authors 
showed that their scheme was resistant to replay, location, 
and eavesdropping attacks. In addition, the authors proved 
that the proposed mechanism is safe and applicable. 

This paper focuses on privacy and security analysis of 
the protocol proposed by Yang et al. [15]. The analysis 
results prove that the Yang et al.’s protocol does not 
achieve reader authentication, location privacy, and 
forward secrecy. Moreover, it is not effective for low-cost 
tags. We give an enhanced authentication protocol based 
on a lightweight post-quantum cryptosystem to secure 
remote education systems (EAP-SRES) that use NFC 
technology. Moreover, we verify the security of EAP-
SRES protocol by using CL-AtSe (Constraint Logic based 
Attack Searcher) tool [19].  

The rest of this paper is organized as follows: section 2 
shows the adversarial model and the security requirements. 
Section 3 discusses the lightweight public-key 
cryptosystems. In section 4, we review and analyze the 
security of the Yang et al.’s protocol. We present our 
enhanced protocol in section 5. In section 6, we evaluate 
the security and the performance of our improved protocol 
and compare it with other protocols. Finally, the paper 
terminates with a conclusion. 

2. BACKGROUND 

This section describes different privacy and security 
properties to secure an authentication protocol in 
NFC/RFID technologies. We also provide the adversary 
model used in the security analysis of the studied protocol 
and its improvement.  

A. Security and privacy requirements 

In study, the security of authentication protocols in RES 
needs to validate privacy and security requirements. 

1) Secrecy:  
It signifies that secret data (e.g. tag's identifier) can be 

accessible only to those whose access is allowed. The 
secret data are not passed on the opening environment 
without protection; there is a possibility of spying by an 
attacker. 

2) Tag authentication 
It signifies that the ability of the RFID/NFC reader to 

verify that the legitimate RFID/NFC tag is communicating 
with it.  

3) Reader authentication 
It signifies that the ability of the RFID/NFC tag to 

confirm that the legitimate RFID/NFC reader is 
communicating with it.  

4) Location privacy (or untraceability) 
The location privacy requirement guarantees that the 

intruder can neither determine who the RFID/NFC tag is 

not distinguished whether two sessions are run by the same 
RFID/NFC tag. 

5) Desynchronization resilience 
We validate this requirement when the authentication 

protocol updates shared secrets before ending the scheme. 
The process goes as follows: in session (i), the attacker 
blocks or modifies the last transmitted message between 
the reader and the tag. When the process of authentication 
is failing in the next session, then the authentication 
protocol does not ensure the desynchronization resilience 
property where the reader and the tag are not correlated.  

6) Replay attack resistance  
It consists in replaying previously emitted messages in 

the different or same in sessions of the protocol. 

7) Forward secrecy 
When the attacker can disclose the secret data of 

RFID/NFC tag after hacking the system, it assays to 
calculate the precedent secret to reveal the data transmitted 
earlier between the entities. If its try is successful, then this 
authentication scheme does not ensure the forward secrecy 
property.  

B. Attack model 

Before analysis of security protocol, one should define 
the attack model agreed. In this work, we assume the 
following capabilities of the adversary:  

 The adversary can completely control the exchanged 
messages between the tag and the reader. 

 It can modify or block messages passing through the 
network. 

 It can make new messages and send them to 
communicate with the legitimate entities.  

 It has sufficient processing power and space memory. 

 It can apply different cryptographic operations, such as 
an encryption algorithm, random number generator 
(PRNG), and hash functions. 

3. LIGHTWEIGHT PUBLIC-KEY 

CRYPTOSYSTEMS 

In this section, we present different existing lightweight 
public-key cryptosystems and justify why we opt for the 
code-based cryptography in the design of our improved 
protocol. 

To choose a cryptosystem compatible with the 
capabilities of NFC/RFID devices, one must take into 
account two important constraints, the performance, and 
the security. As to the performance, we discuss the 
effectiveness of implementation of public-key 
cryptosystems in NFC tags. The server has sufficient 
computational resources and storage space. The Public-key 
cryptosystems (PKCs) are divided into three main 
categories according to the hardness mathematical 
problem: cryptosystems based on number theory, lattice-
based cryptosystems, and code-based cryptosystems. 
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In the first category, there are an important number of 
authentication protocols which require the elliptic curve 
cryptosystem (ECC) [20]. The main advantage of ECC 
compared to other cryptosystems (e.g., RSA and El Gamal) 
is the smaller key sizes, where a key size of 160 bits for an 
ECC is equivalent to an RSA key size of 1024 bits. The 
main disadvantage of cryptosystems based on number 
theory is that they are not resistant to quantum computer 
attacks. P. Shor [21] showed that quantum computers are 
able to break cryptosystems based on number theory, such 
as RSA, El Gamal, and ECC. 

NTRU cryptosystem [22] is based on the hard problem, 
the shortest vector in a lattice. It is post-quantum 
cryptosystem and has relatively small private- and public-
key sizes (kilobits). While using this cryptosystem in NFC 
protocol, we need to implement the encryption algorithm 
in NFC tags and affects the effectiveness of the protocol. In 
addition, Albrecht et al. [23] showed vulnerability in the 
NTRU encryption algorithm by using a larger modulus. 

McEliece's cryptosystem [24] is the first cryptosystem 
adopting the coding theory; it is based on Goppa codes. It 
is resistant to quantum computer attacks and is high-speed 
encryption/decryption compared to other PKCs. There 
exist many variants of McEliece's cryptosystem [25]. 
Nojima et al. [26] presented the randomized variant of the 
McEliece cryptosystem which is resistant to semantic 
security against chosen plaintext attack (IND-CPA). The 
description of this variant is as follows: 

 Key generation: Let (n, k, t)-code be a linear code 
with the parameters: n is the length and k is the 
demission of the generator matrix G'. This codecan 
correct up to t errors. Generate a generator matrix 
G'k×n. Choose randomly two matrices, an invertible 
matrix S'k×k and a permutation matrix Pn×n. (G', S', P) 
are private matrices. The public matrix is Gk×n=S'G'P.  

 Encryption: The sender randomly calculates the 

codewordc=[r║m]G, where 𝑟 ∈ 𝔽2
𝑘1  is a random 

string and 𝑚 ∈ 𝔽2
𝑘2 (where k=k1+k2) is the plaintext 

vector. Then, it generates an error vector 𝑒 ∈ 𝔽2
𝑛  of 

weight wt(e)≤t and computes the ciphertextc' = c⊕e.  

 Decryption: The receiver calculates z=c'P-1 where 
Pn×n is a permutation matrix, calculates the decoding 
algorithm y=A(z) and then outputs [r║m] = yS'-1 where 
S’k×k is an invertible matrix. The plaintext vector m is 
the last k2 bits of the decrypted message. 

The very important drawback of McEliece's 
cryptosystem is to need a large public-key matrix size. For 
example, the public key matrix size is about 2.5 Megabits 
for 280 security level.  Chikouche et al. [23] presented a 
survey on RFID authentication protocols based on coding 
theory that adopt different versions of the McEliece 
cryptosystem. To avoid the mentioned problem, they 
proposed to store only the codeword where its size is 
suitable for low-cost tags. To calculate the ciphertext, the 

tag requires only xor operation between the stored 
codeword and the generated error vector. 

4. REVIEW OF YANG ET AL.’S PROTOCOL 

In 2016, Yang et al. [15] invented a hash-based RFID 
mutual authentication protocol to secure remote education 
systems. This protocol includes three entities: the server, 
RFID reader, and RFID tag. The communication reader-
tag is unsecured, it use radiofrequency channel. However, 
Yang et al. supposed that the channel server- reader is 
protected. Table I presents the notations used throughout 
the manuscript. 

TABLE I.  NOTATIONS 

Symbol Meaning 

 T, R, S The tag, the reader, and the server, respectively 

𝒜 the adversary 

NS Nonce generated by S 

NT Nonce generated by T 

NR Nonce generated by R 

IDT the tag's identifier 

IDR the reader's identifier 

snew, rnew current session secrets of tag and reader stored in the 

server 

sold, rold precedent session secrets of reader and tag stored in the 

server 

g(.) PRNG to find a nonce with input   

H(.) hash function 

eT, eR Error vectors with weight t 

 
In registration phase, the server database stores (IDT, 

IDR), the reader stores IDR, and the tag stores IDT. The 
mutual authentication protocol is as hereafter (see Figure 
1): 

 The reader R sends  a request with a nonce NR 
generated by a random number generator to the tag T,  

 After receiving request, tag computes h =H(IDT||NR) 
and sends it to reader as response,  

 The reader resends the received NRand h messages to 
the server, 
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Figure 1. Yang et al.’sauthenticationprotocol 

 The server computes H(IDT||NR), if outcome equals to 
received h, the tag is legal; Otherwise, tag’s 
authentication fails. 

 The server uses (IDT, IDR) to compute H(NR⊕ IDT⊕ 
IDR) and sends it to R. 

 The reader uses its IDRand NRto compute IDT, and then 
calculates h1=H(IDT||NR). the reader sends it to tag. 

 The tag verifies the equality between h1 and h. If equal, 
the reader is legal; otherwise, server’s authentication 
fails. 

5. ANALYSIS OF YANG ET AL.’S AUTHENTICATION 

PROTOCOL  

In this section, we will demonstrate that Yang et al.’s 
protocol does not achieve three important security and 
privacy requirements: reader authentication, location 
privacy, and forward secrecy. 

A. Attack on reader authentication 

In the attack on reader authentication, the adversary 
plays a reader’s role where it communicates with the 
legitimate tag as a legal reader. The problem posed in this 
protocol is to use the same message H(IDT||NR) to verify 
tag authentication as well as reader authentication. Figure 
2 shows the general structure of this attack on reader 
authentication.  

B. Traceability attack 

In session (i), the adversary blocks the first message (Query 
and NR) and replaces NR by a constant number c, then sends 
Query with c to tag. The tag computes h=H(IDT||c) and 
sends it to the reader. The rest of the protocol concludes 
normally. In each attack execution, the adversary replaces 
the value of nonce NR by c, then the hash function keeps the 
same value of H(IDT||c).  

 

 

Figure 2.Attack on reader authentication 

The adversary is competent to follow the tag’s trace by 

verifying the equality between h values. Figure 3 describes 

how the adversary can track the tag’s holder in the studied 

protocol. 

Figure 3.Traceability attack 

C. Violating forward secrecy 

In the studied protocol, the memory of RFID contains 
the tag's identifier IDT only, and which remains constant in 
all sessions. An adversary breaking into the tag’s memory 
gets the current IDT. The posed vulnerability is the value of 
tag’s identifier which is static and not alterable. Thus, the 
studied protocol does not guarantee forward secrecy. 

6. EAP-SRES PROTOCOL 

This section presents the different components of the 
remote education system. It also describes an enhanced 
authentication protocol which is designed to secure remote 
education systems (EAP-SRES).  
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A. Model System  

In EAP-SRES, the Remote Education System (RES) 

uses an NFC system to authenticate different components 

and secure communication between components of the 

RES. The operating mode used in NFC is of type card 

emulator. NFC system comprises three main components, 

the NFC tag (e.g., integrated into mobile), the NFC reader 

and the server. 

 NFC tag is a terminal node in RES system. The most 
important component of NFC mobile is the NFC tag 
which consists of a chip and an antenna. The antenna 
is physically attached to the microchip and it is used to 
communicate with the reader. NFC mobile is used by 
teachers and students in proving their identity. 

 NFC reader is a device that communicates with the 
NFC tag via radio waves. It has one or more receptors 
which can send radio waves and intercept emissions 
from NFC mobile phones. 

 The server provides an information database about 
items identified by NFC tags. It stores public- and 
private keys and implements encryption/decryption 
algorithms of McEliece with random padding. The 
public-key G is utilized in registering all NFC tags. 

The communication between different components of 

the NFC system (NFC tag, NFC reader, and server) is 

unsecured. The server and the NFC reader can 

communicate between them by using the Internet. 

However, the NFC tag and NFC reader communicate 

between them through radio frequency channel. Figure 4 

depicts our system model. 

 

 

Figure 4. System Model 

 

 

B. Description of EAP-SRES Protocol 

Our EAP-SRES protocol consists of two procedures: 

the registration and the authentication.  

C. Registration Phase 

According to the McEliece's cryptosystem with random 
padding, the tag's identifier IDT and reader’s identifier IDR 

is considered as a plaintext m; and the nonces s and r is 
considered as a random number where the values of s and 
r have been updated in each session. 

The entities of the NFC system implement a generator 
of pseudo-random numbers.  The NFC tag stores the tag's 

identifier IDTand the dynamic codeword 𝐶𝑑𝑦𝑛
𝑇  where 

𝐶𝑑𝑦𝑛
𝑇 =[r║IDT]G. The NFC reader implements PRNG, it 

stores the reader's identifier IDR and the dynamic 

codeword 𝐶𝑑𝑦𝑛
𝑅  where 𝐶𝑑𝑦𝑛

𝑅 =[s║IDR]G. The server 

contains a database includes {IDR,sold, snew} and 
{IDT,IDR,rold, rnew}.  

To register a new NFC reader R, R sends its reader’s 
identifier IDR to the server (trusted center) through a secure 
channel. S generates a nonce s and calculates the dynamic 

codeword𝐶𝑑𝑦𝑛
𝑅  where 𝐶𝑑𝑦𝑛

𝑅 =[s║IDR]G. The server stores 

{IDR,sold, snew} in its database, we initialize the values of sold 

and snew by s. S sends 𝐶𝑑𝑦𝑛
𝑅  to R to store it in its memory. 

When the NFC tag T wants to obtain service from the 
server. The T sends its tag's identifier IDT to the server via 
the NFC reader that defined by its IDR through a secure 
channel. Subsequently, S generates a nonce r and calculates 

the dynamic codeword𝐶𝑑𝑦𝑛
𝑇  where 𝐶𝑑𝑦𝑛

𝑇 =[r║IDT]G. The 

server stores {IDR, IDT, rold, rnew} in its database, we 

initialize the values of rold and rnew by r. S sends 𝐶𝑑𝑦𝑛
𝑇  to T 

to store it in its memory. The NFC tag can communicate 
with a set of authorized NFC readers. 

D. Authentication Phase 

The different steps of authentication phase are depicted 
in Figure 5 and are described hereafter: 

Setup1. The server sends a query with NS to the NFC tag 

via the NFC reader.   

Setup2. The NFC tag generates a random number NT and 

error vector eT. It computes CT=𝐶𝑑𝑦𝑛
𝑇 ⊕⊕eT and 

VT=g(NR║NT║IDT), 

Setup3. The tag T sends NT, CT and VT to the reader R,  
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Figure 5. EAP-SRES Protocol 

Setup4. The reader generates an error vector eR. It 

computes CR=𝐶𝑑𝑦𝑛
𝑅 ⊕eR and VR=g(NR║NT║IDR). 

R resends the received NT, CT and VT with CR and 

VR to the server. 

Setup5. After receiving {NT, CT, VT, CR, VR} from the NFC 

reader, the server decodes CT to find the values of 

r and IDT. The server retrieves database records of 

IDT to find if there is a record corresponding to 

the decrypted IDT. If it retrieves IDT, it computes 

g(NS║NT║IDT) and checks it with VT, if they are 

equal, the tag's authentication is successful, then 

the server decodes CR to find the values of s and 

IDR. It retrieves database records of IDR to find if 

there is a record corresponding to the decrypted 

IDR. If it retrieves IDR, it computes 

g(NS║NT║IDR) and checks it with VR,if they are 

equal, the reader's authentication is 

successful.After that, the server generates two 

nonces r’ and s’.  Depending on the values of s (if 

s=snew or s= sold) and r (if r=rnew or r= rold), the 

server updates snew, sold, rnew, rold. After that the 

server calculates 𝐶𝑛𝑒𝑤
𝑅   = (snew║IDR)G, 𝐶𝑛𝑒𝑤

𝑇  = 

(rnew║IDR)G, UR= g(NT║NS║𝐶𝑛𝑒𝑤
𝑅 ), UT= 

g(NT║NS║𝐶𝑛𝑒𝑤
𝑇 ), M1= 𝐶𝑛𝑒𝑤

𝑅 eR and M2=𝐶𝑛𝑒𝑤
𝑇 eT. Finally, 

the server sends {M1, UR, M2, UT} to the reader. 

Server Reader Tag 

Generate NT 

Generate e 
Compute VT= g(NS║NT║IDT) 
 CT = 𝐶𝑑𝑦𝑛

𝑇   eT 

Generate NS 
NS 

NS 
 

VT, CT, NT 

Generate eR 
Compute VR= g(NS║NT║IDR) 

 CR = 𝐶𝑑𝑦𝑛
𝑅   eR 

VT , CT, NT, VR , CR 

Decode CT to obtaining (r, IDT),  
Identify the tag IDT and r (rnew or rold) 
 If VT= g(NS║NT║IDT) 
      Tag’s authentication is successful 
      Decode CR to obtaining (r, IDR),  
      Identify the reader IDR and s (snew 
or sold ) 
     If VR= g(NS║NT ║IDR) 
       Reader’s authentication is successful 
        Generate s’ and r’ 

             If s=snew 

                       sOld= snew, snew= s’ 
                 rOld= rnew, rnew= r’ 
             else  snew= s’ and rnew= r’ 
       Compute 𝐶𝑛𝑒𝑤

𝑅  = (s’new║IDR)G 
       𝐶𝑛𝑒𝑤

𝑇  = (r’new║IDR)G 
       UR= g(NT║NS║𝐶𝑛𝑒𝑤

𝑅 ) 
      UT= g(NT║NS║𝐶𝑛𝑒𝑤

𝑇 ) 
      M= 𝐶𝑛𝑒𝑤

𝑅 eR 
      N=𝐶𝑛𝑒𝑤

𝑇 eT 
M,UR, N, UT 

N, UT 

Obtaining  𝐶𝑛𝑒𝑤
𝑅  

If UR = g(NT║NS║𝐶𝑛𝑒𝑤
𝑅 ) 

        𝐶𝑑𝑦𝑛
𝑅  = 𝐶𝑛𝑒𝑤

𝑅  

Obtaining  𝐶𝑛𝑒𝑤
𝑇  

If UT = g(NT║NS║𝐶𝑛𝑒𝑤
𝑇 ) 

        𝐶𝑑𝑦𝑛
𝑇  = 𝐶𝑛𝑒𝑤

𝑇  
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Setup6. After receiving M and UR from the server, the 

reader obtains the value of 𝐶𝑛𝑒𝑤
𝑅   by calculating 

M1⊕eR. R calculates UR'=g(NT║NS║ 𝐶𝑛𝑒𝑤
𝑅  ) and 

verifies if UR= UR', if they are equal, the reader 

authenticates the server, after that, it updates 𝐶𝑑𝑦𝑛
𝑅  

=𝐶𝑛𝑒𝑤
𝑅 . Then the reader resends {M2, UT} to T. 

Setup7. The NFC tag obtains the value of 𝐶𝑛𝑒𝑤
𝑇   by 

computing M2⊕eT.The reader computes 

UT'=g(NT║NS║𝐶𝑛𝑒𝑤
𝑇  ) and checks if UT'= UT, if 

they are equal, the NFC tag authenticates the 

server, the NFC tag then updates 𝐶𝑑𝑦𝑛
𝑇  =𝐶𝑛𝑒𝑤

𝑇 . 

7. SECURITY AND PERFORMANCE ANALYSIS OF 

EAP-SRES PROTOCOL 

Table II presents a comparison between recent 
NFC/RFID protocols and our EAP-SRES protocol in terms 
of security and performance.  

TABLE II.  SECURITY COMPARISON BETWEEN EAP-SRES AND 

EXISTING PROTOCOLS 

 [9] [12]  [13]  [14] [15] Ours 

M.A Y N N Y N Y 

Unt N Y N Y N Y 

D.R  Y Y Y Y Y Y 

F.S Y Y Y Y N Y 

M.A: MutualAuthentication 
Unt: Untraceability 

D.R: Desynchronization resilience 

F.S: Forward secrecy 

A. Automated analysis 

CL-Atse [19] is an automated tool to verify the security 
of cryptographic services and protocols. It is based on 
constraint solving and rewriting techniques. It can verify 
security protocols specified in HLPSL language and 
requiring cryptographic primitives (public-key encryption 
algorithm, private-key encryption algorithm, hash function, 
etc.), PRNG, and algebraic operators like exponentiation 
and exclusive-or (XOR).  

CL-Atse tool can detect attacks of type man-in-the-
middle and replaying attacks, if exist, with capabilities of 
Dolev-Yao adversary. 

When a security property of the input specification 
protocol is not achieved then CL-Atse demonstrates the 
message UNSAFE and the corresponding attack scenario. 
In another case, when the protocol achieves security 
properties, CL-Atse demonstrates the message SAFE.  

Figure 6 shows that the EAP-SRES protocol has been 
found to be SAFE and that no attacks have been detected. 
Thus this protocol is resistant to the man-in-the-middle 
attacks and the replaying attacks. It also satisfies mutual 
authentication and the secrecy of secret data. Therefore, we 
can deduce that the EAP-SRES protocol is secure.  

Figure 6. Verification resul 

B. Privacy analysis 

In the literature, there are several formal models [28] to 
validate the untraceability property. The model of Ouafi& 
Phan [29] is one of the well-known models based on the 
theory of the game.  In this model, the protocol entities are 
reader R∈Readers and tags T∈Tags interacting in the 
protocol as per the protocol specifications until the end of 
the session. There are four queries allowed to run by the 
intruder 𝒜: Execute, Send, Corrupt and Test [29].  

Untraceable privacy (UPriv) is presented using the 

game played between an attacker 𝒜 and the instances of 

the reader and the tag. There are three phases for this 

game: 

 Learning phase: 𝒜  is able to send any Corrupt, 
Send,and Execute queries at will.  

 Challenge phase: 𝒜 selects two fresh tags T0, T1 to be 
tested and sends a Test query corresponding to the test 
session. According to a randomly selected bit b∈ {0, 
1}, 𝒜  is given a tag Tb from the set {T0, T1}. 
𝒜⊕continues making any Send, and Execute queries at 
will. 

 Guess phase: In the end, 𝒜 ends the game and outputs 
a bit b'∈{0, 1}, which is its guess of the value of b. 

The success of 𝒜  in winning the game and thus 
breaking the notion of UPriv is quantified in terms of 𝒜 's 
advantage in distinguishing whether 𝒜 received T0 or T1, 
in another term, it correctly guessing b. and defined by  

𝐴𝑑𝑣𝒜
𝑈𝑃𝑟𝑖𝑣(𝑘)  where k is the security parameter. 

𝐴𝑑𝑣𝒜
𝑈𝑃𝑟𝑖𝑣(𝑘) = |pr(b = b′) − (random⊕flip⊕coin)|

= |pr(b = b′) −
1

2
|) 

Where  0 ≤ 𝐴𝑑𝑣𝒜
𝑈𝑃𝑟𝑖𝑣(𝑘) ≤ 1

2
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About the EAP-SRES protocol, when we run the 
Execute query at a session (i), the attacker 𝒜 spies on a 
perfect session between T0 and the reader.  The adversary 
𝒜  obtains the values (𝑉𝑇

𝑇0 ,𝐶𝑇
𝑇0 ,𝑁𝑇

𝑇0). It cannot replay a 

provisionally used 𝐶𝑇=𝐶𝑑𝑦𝑛
𝑇

⊕eT and VT=g(NR║NT║IDT) to 

an NFC reader since with high probability, it will not match 
the NR value chosen by the reader for that session. In each 
session, the encoding codeword𝐶𝑇  is different from its 

value in the previous session because 𝐶𝑑𝑦𝑛
𝑇  is updated 

before ending the session. 

C. Informally security analysis 

1) Secrecy  
The secret data in EAP-SRES are IDT and IDS. These 

data are not transmitted clearly in the protocol; they are 
encrypted by McEliece’s cryptosystem with random 
padding. CT and CR are ciphertexts of encrypted IDT and 
IDS, respectively. This encryption algorithm is based on the 
NP-complete problem and it resists chosen plaintext 
attacks (IND-CPA), proved by Nojima et al. [24]. 

2) Data integrity  
To guarantee the authentication and the data integrity, 

we use the messages VT, VR, UR, and UT. In case the 
adversary changes the values of NS and NT, so the values of 
last messages are incorrect and the protocol will end. It is 
difficult for the adversary to change the values such that the 
values of VT, VR, UR, and UT are correctly calculated. Then, 
EAP-SRES protocol achieves data integrity. 

3) Forward secrecy 

In EAP-SRES, the NFC tag stores data {IDT, 𝐶𝑑𝑦𝑛
𝑇 } in 

its memory. The last process of the protocol is to update the 

value of 𝐶𝑑𝑦𝑛
𝑇  in the NFC tag, the new one is 𝐶𝑛𝑒𝑤

𝑇 , which 

is computed by the server. The adversary cannot acquire 

the last codeword 𝐶𝑑𝑦𝑛
𝑇  used in the prior sessions. Thus 

EAP-SRES protocol provides forward secrecy. 

4) Desynchronization resilience  
To satisfy this requirement, we adopted synchronized 

numbers, rold, rnew, sold and snew in the database of the server. 
When the intruder blocks the last message transformed 
from the reader to the NFC tag, so the value of rnew that 
stored in the server and the value of r that stored in the NFC 
tag are different. In the next session, after receiving VT, CT, 
NT and decrypting CT by the server, it finds r≠rnew. The 
proposed solution is to use the old value of r that is rold, this 
value achieves the equality r=rold, then the EAP-SRES 
guarantees desynchronization resilience requirement. The 
protocol uses the same technique to avoid the 
desynchronization attack with values of (snew, sold).    

D. Performance Analysis 

To evaluate the performance of EAP-SRES 
authentication protocol, there are three important 
constraints: storage space, computation cost, and 
communication cost. Table III presents the performance 
comparison between EAP-SRES protocol and other 
studied protocols. 

TABLE III.  PERFORMANCE COMPARISON BETWEEN EAP-SRES 

AND EXISTING PROTOCOLS 

 [9] [12]  [13]  [14] [15] Ours 

S.R 2L 2L 2L 3L 1L k2+n 

C.C 5L 8L 5L 5L 3L 3L+2n 

R.P H+G 
H+G+ 

Enc 

H+G H+G+ 

Enc 

H+G G 

N.E N N Y N N Y 

S.R: Storage requirement in tags 
C.C: Communication cost 
R.P: Required primitives in tags 

N.E: No exhaustive search 
L: length of GRN, identifier, ECC point, or hash 
H: Hash function                            
G: PRNG with input                     
Enc: Encryption function  
 

Concerning the required storage space in the NFC tag, 

we require only n+k2 bits where the length of 𝐶𝑑𝑦𝑛
𝑇  is n, the 

length of s is k1, and the length of IDT is k2 with k=k1+k2. If 
we choose a Goppa code C[n=2048,k=1751,d=56] which 
gives a security of level 280. We also select k1= 895 and k2= 
856 where (k2<k1). Hence the required space is 2904 bits 
(363 bytes), this value is very compatible with the 
capabilities of NFC tags. For example, NFC tags of type 
MIFARE Classic 4K [30] offer 3,440 bytes of net data 
capacity.   

Concerning the computation cost, the NFC tag needs 
simple operations: xor operation and pseudo-random 
number generators. In contrast to Yang et al.’s protocol, 
there is no need to make an exhaustive search to determine 
the corresponding NFC tag; thus the complexity of time 
issue performed by the server in tag identification is O(1). 
Note that we excluded the use of the hash function in the 
EAP-SRES protocol because it is not supported by low-
cost NFC tags.  

In EAP-SRES protocol, the messages exchanged 
between the NFC reader and the NFC tag are to realize the 
mutual authentication. The length of these messages 
exchanged is 5l where l is the length of the message. 

8. CONCLUSION 

Recently, Yang et al. presented an RFID authentication 
protocol based on the hash function to secure remote 
education systems. This paper analyzed the security of this 
protocol. Results of this analysis proved that Yang et al.'s 
authentication protocol does not ensure the reader's 
authentication, untraceability, and forward secrecy. This 
work also proposed an enhanced authentication protocol to 
secure remote education systems (EAP-SRES) using NFC 
technology. The proposed EAP-SRES does not require the 
hash function because the low-cost NFC tags do not 
support this function, and we adopted a lightweight post-
quantum cryptosystem, named, McEliece’s cryptosystem 
with random padding.  

The automated security analysis showed that the EAP-
SRES protocol resists replay and man-in-the-middle 
attacks. In addition, it satisfies mutual authentication, 
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untraceability, forward secrecy, and desynchronization 
resilience properties. The performance analysis proved that 
the EAP-SRES is suitable for the memory resources and 
the constrained computational capacity of the NFC tags. 
Moreover, it does not require an exhaustive search to 
determine the corresponding NFC tag. 
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