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Abstract 

 

Blockchain, hailed as one of the most promising technologies, has garnered significant attention due to its captivating 

features, such as decentralized ledger and robust security. Among these, non-repudiation stands out as a crucial aspect of 

information security within blockchain systems. Employing a digital signature scheme emerges as an effective strategy to 

ensure non-repudiation in this context.   The study is to analyze digital signature used in blockchain technology to identify 

their role in accomplishing non-repudiation and preserving information integrity.   Through an extensive exploration of 

blockchain features, the study underscores the role of digital signatures in maintaining information integrity. A detailed 

analysis of each identified digital signature scheme is conducted. This analysis includes studying the mathematical 

foundations of the scheme, its security assumptions, and cryptographic properties such as Authentication, Completeness, 

Integrity, Non-repudiation, Tamper Detection, Efficiency, Security, Scalability, Cross-platform Compatibility, 

Timestamping, Global Acceptance, Long-Term Validity, Unlinkability, Traceability, and Application area. The paper 

surveys digital signature schemes in blockchain for non-repudiation, suggesting future research: 1) exploring ring and blind 

signatures for Bitcoin transaction anonymity, 2) integrating digital signatures with authentication and timestamps for 

broader security, and 3) creating certificateless aggregation signatures for IoT devices, aiming to enhance security and 

performance. This study contributes to advancing the development of secure and efficient digital signature algorithms 

tailored specifically for blockchain applications. 

Keyword Digital Signature, Bitcoin, Internet of Things, RSA, blockchain technology 

1. Introduction 

 

Blockchain technology, presently a cornerstone of Bitcoin, has received extensive research and implementation [1]. It offers 

a decentralized framework across various domains [2]and maintains an unbroken, tamper-resistant chronological data 

ledger [3]. Moreover, it has become a major subject of research interest [4]. Blockchain becomes an ideal platform for 

asserting ownership [5] and providing timestamped digital evidence when physical or digital assets can be represented as 

digital digests [6]. 

Consequently, blockchain technology is applicable across various industries [7], spanning online transactions, stock 

markets, trade administration, and the Internet of Things (IoT) [8]. This innovation serves as underpinning not just for 

digital currencies [9] but likewise for broader progress and applications within conventional finance as well as trade [10]. 

Moreover, it introduces innovative ideas like smart contracts [11]. The growth of blockchain technology has brought to the 

forefront issues like hard forks and double payments, primarily stemming from conflicts within blocks [12]. These concerns 

directly affect the validity and trustworthiness of transactions in E-commerce. At their core, these issues revolve around 

information security, encompassing various aspects such as the resilience of consensus processes against 51% of attacks 

[13, 14], vulnerabilities to Byzantine failures, potential vulnerabilities in asymmetric encryption algorithms, external threats 

and attacks, transaction data forgery, individual privacy breaches, and software design faults. 

Previous studies have identified several limitations of blockchain-based digital signatures, such as scalability issues due to 

blockchain size, robustness inefficiencies in some consensus mechanisms such as proof of work, legal uncertainty over the 

legal integrity of blockchain signatures, privacy concerns from the public nature of blockchain transactions, and the 

challenges of maintaining specialized storage and secure methods of management. 
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A detailed review of digital signature schemes in the blockchain area shows the various approaches, security measures, and 

performance aspects they present. ECDSA (Elliptic Curve Digital Signature Algorithm), generally used for authentication 

in networks including Bitcoin and Ethereum, ensures strong security through elliptic curve cryptography at the expense of 

computational cost. RSA (Rivest-Shamir-Adleman), which is based on the factorization of primes, furnish strength but is 

slow and generates longer signatures. The EdDSA (Elliptic Curve Digital Signature Algorithm), based on efficient elliptic 

curve implementations, has faster operations and better protection against side-channel attacks than the previous algorithms. 

Schnorr signatures (Boneh-Lynn-Shacham) widely known for their simplicity, stand out for provable security, particularly 

in the efficiency, more so in batch verification scenarios. Based on bilinear pairings, BLS signatures facilitate efficient 

batching and provide the security guarantees. These schemes provide a choice between several factors, like security 

requirements, performance concerns, and compatibility with blockchain protocols, among which ongoing research is 

expected to improve security, efficiency and scalability in applications of blockchain 

Previous research on digital signatures and blockchain technologies revealed severe flaws. There needs to be a more 

comprehensive examination of all digital signature schemes in the context of blockchain, with research frequently focused 

on specific schemes while ignoring concerns such as security, performance, and scalability. Furthermore, there needs to be 

more study into creative digital signature algorithms designed for blockchain optimization, which has hampered scheme 

adaptation and development for blockchain applications. Despite interest in newer and more powerful digital signature 

algorithms for blockchain, the present research focuses primarily on proven schemes such as ECDSA and RSA. 

Furthermore, there needs to be more research into using digital signatures for applications other than transaction 

authorization, such as smart contracts. The interaction between digital signatures and other blockchain aspects, such as 

consensus techniques, privacy, and storage, must be better understood. Finally, there needs to be more forward-looking 

research that will develop digital signatures to satisfy future blockchain requirements, such as scalability and new 

decentralized designs. Covering these challenges in a subsequent research cycle can significantly improve blockchain-based 

systems' security, performance, and innovation. 

 

Figure 1: Fundamentals of Data Security Using RSA-Based Digital Signature 

Establishing information non-repudiation is vital to the security of blockchain. This guarantee is made possible by several 

security solutions incorporated within the blockchain system. They involve the use of digital signatures and their exploration 
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of identity authentication methods, timestamping techniques, etc. Digital signatures are important in maintaining the 

authenticity of data or messages and have a feature known as non-repudiation. Figure 1 uses the RSA algorithm, a frequently 

used technique for digital signatures. We provide this as an example of a typical digital signature process. Digital signature 

technology is very suited to the intrinsic features of a blockchain system. In this environment, it enhances security and 

increases its possible applications beyond old ones. It adds tremendous value to the process. In older environments, digital 

signatures authorize data on the Internet; they do not imply value exchange. The signatures can be applied more safely and 

widely in the blockchain, providing room for value creation. 
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1.1. Research Contributions: 1 

We are presented with the transfer of real value as well as the transmission of data within the framework of a blockchain 2 

system. Our paper makes the following crucial contributions in this regard: 3 

1. We systematically review, analyze, and compare digital signature schemes to ensure information non-repudiation 4 

within blockchain technology. Additionally, we delve into the latest advancements in digital signatures. This 5 

comprehensive examination aims to streamline the design and optimization of signature algorithms for enhanced 6 

performance and security. 7 

2. We suggest new lines of inquiry regarding the digital signatures and offer prospective routes for further 8 

investigation. 9 

1.2. Research Gaps: 10 

After reviewing the literature on digital signatures in the blockchain domain, several potential literature gaps can be 11 

identified: 12 

• Understanding the integration challenges with emerging blockchain technologies. 13 
• Comprehensive analyses of scalability and performance trade-offs of virtual signature schemes. 14 
• Research on real-world implementation challenges and adoption barriers. 15 
• Exploration of security and privacy trade-offs specific to blockchain applications. 16 
• Understanding interoperability challenges with traditional systems. 17 
• Addressing regulatory and legal implications of virtual signatures in blockchain applications. 18 

 19 

1.3. Research Questions: 20 

• RQ1: How can digital signature schemes undergo systematic review, analysis, and comparison to ensure 21 
information non-repudiation within blockchain technology? 22 

• RQ2: What are the latest expansions in digital signatures, and how can they improve signature algorithms for 23 
better performance and security? 24 

• RQ3: What are the recent research directions for digital signatures in blockchain? 25 
 26 

The succeeding sections of this paper are organized in this manner. Segment 2 commences a discourse on blockchain 27 

technology and its interaction with non-repudiation. Afterwards, in Section 3, we meticulously examine various digital 28 

signature schemes. Building on this, Section 4 delves into an extensive review and comparative analysis of pertinent works 29 

within this field. In Section 5, we conclude our paper while outlining prospective avenues for future research. 30 

2. Blockchain and the concept of non-repudiation 31 

2.1 Blockchain 32 

Nakamoto initially proposed the blockchain concept in 2008, and it has for the reason that ends it ends up being the 33 

underlying technology underpinning Bitcoin. Initially used one at a time, the terms "block" as well as "chain" were later 34 

combined to produce the famous term "blockchain." A "block" in the blockchain refers to a recorded issue of Bitcoin 35 

transaction facts and comprises the block header and the block content material, which can be vital elements. The period 36 

"blockchain" wasn't formally recognized until 2016 [15]. 37 

Blockchains may be divided into subsequent classes in a broader feel: Public Blockchain, Consortium Blockchain, and 38 

Private Blockchain. A network can also be created by connecting numerous blockchains, and the linkages and chains that 39 

make up the network shape an interchain device [13]. Figure 2 indicates how blockchain relationships are categorized. 40 
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 41 
Figure 2: Categories of Blockchain 42 

There are also a few specific characteristics of the blockchain era, which include decentralization, transparency, self-43 

governance and immutability [16]. Some of its simple elements are, for instance, uneven encryption, peer-to-peer (P2P) 44 

conversation, dispensed ledger structure, consensus procedures, and clever contracts. Security techniques and algorithms 45 

are also a part of blockchain systems [17]. Developing facts technology, including Cloud Computing, the Internet of Things 46 

(IoT) [18], and massive information, are gradually synergizing with blockchain technology [19]. These technologies 47 

provide the vital foundations of contemporary infrastructures. As a stimulus to the development of next-era records 48 

generation, it enables a higher-stage safety standard regardless of mass market Internet things. 49 

In addition, blockchain and IoT were intently incorporated by researchers [20]. This integration promotes provider and aid 50 

sharing, units up marketplaces for services among IoT gadgets streamlines encryption and authentication in complex 51 

workflows. According to investigative findings [21], combining blockchain and IoT has a big capacity for innovating across 52 

industries, generating new business patterns, and even giving an upward push to distributed requests. 53 

2.2 Non-Repudiation 54 

Non-repudiation guarantees that applicants in blockchain-based E-commerce transactions cannot dispute their involvement 55 
or the activities recorded on the blockchain. Non-repudiation services' main goal is to assemble, store, deliver, and 56 
authenticate irrefutable evidence regarding messages sent between the sender and receiver. A delivery authority (DA), often 57 
known as a reliable third party, may be required in this situation [22].  58 
In blockchain technology, non-repudiation has two crucial aspects: 59 

1. Sender's Non-Repudiation: This dimension ensures that the sender of information cannot deny their actions. For 60 
instance, if owner A sends a message to owner B, owner A cannot later deny this transaction. 61 

2. Receiver's Non-Repudiation: This facet ensures that the receiver of information cannot deny receiving it. In other 62 
words, if owner A sends a message to owner B, owner B cannot deny receipt of the message. 63 

To achieve non-repudiation in blockchain systems, digital signatures are employed, using asymmetric encryption 64 
techniques, often based on elliptic curve equations [23]. These digital signatures provide a cryptographic guarantee of 65 
information non-repudiation. 66 
As an example, elliptic curves and modular arithmetic in finite fields are used to create digital signatures in the context of 67 
Bitcoin [24]. Since the message's sender needs to possess the private key to prove ownership of the associated Bitcoins, 68 
these signatures offer non-repudiation. Any network participant can confirm this ownership and the validity of the 69 
transaction, as illustrated in Figure 3.  70 
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 71 

Figure 3: The Digital Signature Process in Bitcoin Transactions 72 
 73 

3. Exploring Digital Signature Techniques in Blockchain 74 

A digital signature is a form of cryptography verifying that documents or messages are authentic and in their original state. 75 

The private key creates a unique digital "signature" for every data piece. It may then be checked with the corresponding 76 

public key. Blockchain technology is one of the many secure communication and data verification technologies that depend 77 

heavily on digital certificates [25]. They are a form of non-repudiation where they help affirm that an exchange or 78 

transaction over the network has not undergone any changes and was sent by its purported originator. 79 

This is a detailed overview and an evaluation of existing well-established digital signature techniques often used throughout 80 

the blockchain industry. The types of signed procedures under investigation include group signatures, combined signatures, 81 

blinded signature schemes, ring names and proxy signing. 82 

3.1. Aggregate Signatures: Streamlining Multi-Signature Verification 83 

A separate class of digital signature schemes is aggregate signatures. These signatures include an accumulation function, 84 

generally based on concepts such as co-GDH (Computational Diffie-Hellman) and bilinear mapping [26]. The basic purpose 85 

of an aggregated signature is to gather many individual signatures- each representing a different message contributed by 86 

the users, into one concise and orderly name. 87 

Although concise, this combined signature effectively tells verifiers that all users taking part have signed their respective 88 

messages. Put, the aggregate signatures make it much easy just to authenticate. When there are signals that need validating 89 

in large quantities at a time, this is essential. This feature makes aggregate signatures quite powerful, especially when 90 

efficiency and scalability are of the essence. 91 

3.2. Group Signatures: Balancing Anonymity and Security 92 

Group signature systems empower participants inside a collection to signal messages while keeping their identities 93 

collectively. These systems are constrained utilizing stringent standardized safety necessities, consisting of the following. 94 

• Trust and Authenticity: Provides message integrity by way of ensuring signatures. 95 

• Non-forgery privilege: To prevent unlicensed entities from counterfeiting signatures. 96 

• Anonymity: To maintain the anonymity of the character individuals of a signed organization. 97 

• Traceability: Enables legal entities to hint at the signature vicinity. 98 

• Unlinkability: It makes it impossible to mix the same consumer's signatures into exceptional messages. 99 

• No framing: Team contributors are prohibited from forging signatures and framing others. 100 

• Non-invasive trace verification: Limits traceability wherein allowed. 101 

• Anti-Integration: Protect in opposition to malicious companies of people colluding to check in underneath the 102 

maximum deceptive handshakes. 103 
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Considering many exceptional use cases for organization signature systems, their efforts are important regarding blockchain 104 

packages. The effectiveness of the group signature technique is typically evaluated by the usage of parameters, which 105 

include the period of the organization signature, the dimensions of the general public key, the time taken to execute the 106 

signature, and the period of the authentication manner. 107 

3.3. Blind Signature: Safeguarding Privacy and Confidentiality 108 

A blind signature [27] is a cryptographic approach that lets a person get a valid signature on a message at the same time as 109 

concealing the communique's authentic contents from the signer. The message is largely "blinded" or hidden in this scheme 110 

before it is submitted for signing, so the signer can't likely apprehend the message.  111 

This signature scheme is a treasured tool for upholding privacy and confidentiality across various applications, such as 112 

digital coin systems and electronic voting. Blind signatures are designed to save you, the signer, from gaining any perception 113 

of the message's content while generating a legitimate signature. Blind signatures are essential in maintaining the 114 

privateness and security of virtual transactions and interactions, specifically in contexts where confidentiality holds 115 

paramount significance. In addition to meeting the typical requirements of virtual signatures, blind signatures adhere to the 116 

following vital factors: 117 

1. Signer Invisibility: In a blind signature, the signer stays blind to the content material of the message they have 118 

recommended. This implies that the signer needs to gain expertise in the unique information or facts in the message for 119 

which they have furnished a signature. 120 
 121 
2. Untraceability of Signed Message: Another fundamental asset is the untraceability of the signed message. Once the 122 

reduced size message is publicly disclosed or posted, the signatory cannot figure out which unique message they signed 123 

a few of the set of signed messages. This guarantees that the signing remains unlinkable to the signed content material, 124 

maintaining anonymity and privacy. 125 

3.4. Ring Signature: Anonymity and Untraceability 126 

The ring signature scheme uses the general public keys of all contributors within a certain set and a single personal key 127 

from a participant within that equal set [28]. This type of signature scheme is perfect for programs wherein keeping 128 

anonymity and ensuring untraceability is crucial, including anonymous payments or transactions requiring identity 129 

concealment. 130 

A big function of a Ring signature scheme is its autonomy from a primary trusted entity. It ensures that signers keep 131 

anonymity, which benefits eventualities requiring long-lasting statistics protection. This scheme affords robust security, 132 

even in cases wherein an attacker (A) possesses the personal keys of all ring participants. In such instances, it cannot 133 

definitively decide the actual signer, with the probability of efficaciously identifying them being simplest 1/n, wherein n 134 

represents the total number of ring contributors. Moreover, A faces substantial demanding situations in creating a legitimate 135 

ring signature for a message, substantially decreasing the chance of success. 136 

Usually, a dependable ring signature should satisfy the fundamental protection stipulations: 137 

•Unconditional Anonymity: The ring signature needs to offer absolute anonymity, making sure that even if an 138 

unauthorized attacker acquires the non-public keys of all ability signers, their capability to pinpoint the actual signer 139 

must not surpass an opportunity of 1/n, in which n denotes the total count of capability signers. Essentially, the real 140 

signer must stay surprisingly indistinguishable inside the organization of ability signers. 141 

•Unforgeability: The chances of an outside attacker successfully forging a valid signature ought to be narrow when 142 

they collect the signature of a message "m" from a random member who generates a ring signature without having 143 

access to any member's non-public key. This criterion makes it extremely unlikely to fake a legitimate signature, 144 

particularly in combative conditions. 145 

•A ring signature setup lets the one signing decide on their own what they keep secret. This means they can make a 146 

solid, round logic involving everyone. This helps them do what's important for group signing without needing someone 147 

trusted or managing the team organizer. Ring signatures help people make secret groups and keep their transactions or 148 

messages safe without needing anyone else to watch or control them from the outside. 149 
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3.5. Proxy Signature: Enabling Delegated Signing 150 

According to the discussion in reference [29], a proxy signature offers a machine in which a certified signer, known as the 151 

proxy signer, is given the authority to act on behalf of the true signer. This novel concept is predicated on solving the 152 

discrete logarithm trouble and offers a greater green framework than the repeated implementation of conventional virtual 153 

signature structures. Notably, the verifier does not want to own the overall public keys of any users aside from the true 154 

signer to complete the verification method. The final results are Enhanced computational overall performance in contrast 155 

to standard signature strategies. 156 

In the context of blockchain, a proxy signature is a scenario wherein the authentic signer permits every other birthday 157 

celebration, known as the proxy signer, to supply their signature. Afterwards, the proxy signer can produce a legitimate 158 

signature in the area of the specific signer. The following steps are generally involved in this system: 159 

• Initialization Process: This segment places signature device parameters further to user-precise keys. 160 

• Power Delegation Process: A genuine signer can deliver permission to a proxy signer to join on their behalf using 161 

this process. 162 

• Generation of a Proxy Signature: By using the unique signer's permission, the proxy signer creates a legitimate 163 

signature in this machine. 164 

• Authentication of the Proxy Signature: The produced proxy signature is examined to verify its legitimacy. 165 

 In situations simultaneously, as delegated signing authority is needed, proxy signatures offer a useful alternative to 166 

traditional digital signatures. In the context of blockchain, Table 1 gives a contrast of 5 not unusual digital signature 167 

techniques. Because they encompass both the production of the signature and verification tactics, digital signatures—168 

which can be based totally on public-key cryptography—are important to verifying virtual records. These signatures are 169 

an unchangeable string of numbers that attest to the integrity of the facts the sender supplied. The digital signature era is 170 

the basis of verbal exchange and is considered between nodes in a decentralized blockchain community. It permits 171 

identification verification, facts non-repudiation, and statistics integrity and authenticity assurance. 172 

Name of 

the Digital 

signatures 

Principle 

Auth

entic

ation 

Com

plete

ness 

Inte

grity 

Non-

repu

diati

on 

Tamper 

Detection 

Effici

ency 

Secu

rity 

Sc

ala

bili

ty 

Cross-

platform 

Compati

bility 

Timest

ampin

g 

Global 

Accepta

nce 

Long-

Term 

Validit

y 

Unli

nkab

ility 

Trac

eabil

ity 

Applicati

on area 

Aggregate 
signature 

(AS) 

Co-GDH 

groups and 

bilinear 
mapping. 

X ✓ X ✓ ✓ ✓ ✓ ✓ ✓ X X ✓ X X 
Bitcoin 

or 

Ethereum 

Group 

signatures 
(GS) 

Non-

repudiation 
signatures 

✓ X ✓ ✓ X ✓ ✓ ✓ X X X X ✓ ✓ 

voting, 

document 
access, 

and 

privacy-
preservin

g 

credential
s. 

Ring 

signatures 

(RS) 

Having 
RSA and 

Labin-

based 
versions, 

X X ✓ ✓ X ✓ ✓ ✓ X X X X X ✓ 

Secure 

voting, 

and 

decentrali

zed 

identity. 

Blind 

signature 
(BS) 

Based on 

RSA and 
DSA 

✓ X X ✓ X X ✓ ✓ X X X ✓ ✓ ✓ 

Voter 

privacy 

and 
ballot 

integrity 

Proxy 
signature 

(PS) 

Based on 

the discrete 
logarithm 

problem 

groups 

✓ X ✓ X X ✓ ✓ ✓ X X X ✓ X X 
ECC-
based 

schemes. 

Table 1: In-depth evaluations of digital signatures utilization in blockchain 173 

4. Review of related work and Comparative Analysis 174 

In this phase, we embark on a scientific exploration of virtual signatures that discover utility in the blockchain domain. Subsequently, 175 

we provide: 176 

8



9 
 

• A comprehensive comparative analysis of those signature schemes. 177 

• Delving into diverse factors, inclusive of their application fields. 178 

• Methodologies. 179 

• Safety attributes. 180 

• Overall performance metrics. 181 
This look seeks to provide a comprehensive review of the virtual signature technologies carried out within blockchain, permitting a nuanced 182 
comprehension of their strengths and weaknesses when applied in practical contexts. The proposed work of this paper is to beautify 183 
blockchain technology via virtual signatures, ensuring non-repudiation and facilitating the improvement of steady signature algorithms 184 
tailored for blockchain security and belief. 185 
The paper proposes blockchain generation via digital signatures, ensuring non-repudiation and facilitating the improvement of secure 186 
signature algorithms tailored for blockchain security, as discussed in [30]. Addressing the crucial "Fair Exchange" issue in digital 187 
commodity buying and selling, particularly regarding virtual signature exchanges within the context of the emerging Metaverse, it 188 
introduces DFSE, a decentralized, green, and verifiable signature exchange protocol aimed at overcoming reliance on Trusted Third Parties 189 
(TTPs). Its feasibility is validated through Ethereum community experiments, offering a practical solution for fair exchange within the 190 
evolving Metaverse [31]. 191 
The paper examines over 60 real cybersecurity incidents occurring on blockchain networks between 2009 and 2019, categorizing them 192 
based on key vulnerabilities. It develops a taxonomy highlighting five types of cybersecurity threats and vulnerabilities, prompting further 193 
research into developing countermeasures to mitigate risks in blockchain technology [32]. In [33], a Multi-layer Blockchain Security model 194 
for 5G-enabled IoT networks is introduced, employing clustering techniques and a hybrid Evolutionary Computation Algorithm, 195 
demonstrating improved performance and balance between network latency and throughput compared to traditional approaches. 196 
A technique for hiding transaction quantities in the privacy-focused cryptocurrency Monero was introduced in [34]. Comparable to Bitcoin, 197 
Monero is a cryptocurrency that issues coins via a proof-of-work "mining" method and operates decentralized without a central authority. 198 
The paper [35] explores the diverse applications of blockchain technology (BCT) across industries, emphasizing its transformative impact 199 
on efficiency, security, and cost reduction. It discusses real-time implementations and future use cases, categorizing business applications 200 
to aid developers and practitioners, showcasing widespread adoption and benefits ranging from financial services to healthcare, insurance, 201 
real estate, music, logistics, and government sectors, and offering improved transparency, security, and efficiency. 202 
In [36], efforts are made to improve blockchain privacy by introducing a compatible ring signature scheme. Implemented using secp256k1, 203 
it facilitates integration into Ethereum smart contracts. The study highlights the solution's privacy and security advantages, comparing its 204 
efficiency to other privacy methods, albeit incurring costs. The paper [37] highlights that Bitcoin transactions are publicly recorded and 205 
stored in the blockchain, necessitating secure wallet management. Losing the wallet key results in permanent Bitcoin loss, prompting the 206 
proposal of a system allowing participants to obtain a single share for key management, aligning with the weight concept's requirements. 207 
In [38], a more streamlined ring signature scheme utilizing a compacted Non-Interactive Zero-Knowledge (NIZK) proof of knowledge is 208 
presented. This enhanced signature scheme retains its anonymity and unforgeability properties while reducing the storage space required 209 
for signatures and minimizing pairing computations during verification. The work in [39] enhances blockchain security against potential 210 
quantum threats by employing a lattice-based signature scheme. This scheme guarantees randomness within lightweight, nondeterministic 211 
wallets, providing security within a random oracle model and contributing significantly to post-quantum blockchain research. 212 
In reference [40], central difficulties within the domain of blockchain technology, with a particular focus on Bitcoin, are underscored. 213 
Moreover, it introduces an aggregate signature scheme, a digital signature technique that combines several signatures from various users 214 
on different messages to produce a single, streamlined signature. The paper in [41] explains the mathematical underpinnings of virtual 215 
signatures, focusing on ECDSA, and provides insights into how ECDSA is employed in the Bitcoin environment. 216 
Addressing the difficulty of patients managing their Electronic Health Records (EHRs) using blockchain technology, reference [42] 217 
introduces an attribute-based signature scheme via multiple governments. The paper [43] introduces an exceptional digital proxy signature 218 
device that permits distinctive proxy signers to sign documents on behalf of the unique signer, with different delegation degrees for 219 
categorization. It provides a direct, green method, doing away with the need for verifiers to own other customers' public keys and reveals 220 
packages beyond the discrete logarithm-based total schemes. 221 
Reference [44] explores the management of Bitcoin trading in scenarios where a Bitcoin account is mutually possessed by multiple 222 
contributors while ensuring the anonymity of those proprietors. In [45], a centralized coin-blending algorithm known as Blind-Mixing is 223 
proposed to heighten the anonymity of Bitcoin transactions using an elliptic curve blind signature scheme. 224 
The paper [46] describes a new approach for creating threshold ring signature schemes similar to ordinary ones. A commentary on the 225 
similarity between polynomial interpolation and the erasure correction technique of Reed-Solomon (RS) codes served as the impetus for 226 
the recently advised ring signature machine. The paper [47] suggests a group of ring signature schemes making use of the lattice basis 227 
delegation technique. In the paper [48], the proposed work centers on improving and implementing a unique ring signature scheme tailored 228 
for blockchain structures, emphasizing compatibility, privacy, and safety. The paper [49] addresses the vital issue of cryptographic 229 
algorithm compromise in blockchain technology and proposes a method to enhance blockchain safety by adapting a long-term signature 230 
scheme in a decentralized context, all while maintaining the integrity of the blockchain without requiring hard forks. In reference [50], a 231 
blockchain-based LHPS (Lattice-based Hierarchical Predicate Signatures) scheme is introduced. Security analysis demonstrates that this 232 
scheme attains unforgeability even when subjected to adaptively selected message assaults, relying on the Computational Diffie-Hellman 233 
tough assumption and preserving existential unforgeability. 234 

 235 
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Table 2: Comparing Digital Signature Schemes: An Evaluation and Analysis 236 

Types 

Digital 

signature 

Reference Techniques used Security Effectiveness 

Aggregate 

signature 
(AS) 

[39] 

a lattice-based signature scheme 

for post-quantum blockchain 

networks. 

PoS-based consensus procedure using 

unconditionally secure multi-party coin 

flipping over QKD secured channels 

Combines RandBasis and ExtBasis algorithms to enhance 

security, with a focus on adaptively chosen message attack 
resilience and efficiency, making it suitable for post-quantum 

blockchain networks and contributing to future PQB research. 

[38] 

Blockchain technology, multi-

signatures, and anonymous 
encrypted messaging streams 

enable secure and private energy 

trading with anonymity in 
negotiating energy prices and 

performing transactions 

Securing decentralized smart grid energy 

trading without the need for trusted third 

parties 

Token-based private decentralized energy trading system in 

smart grids, addressing transaction security without relying on 

trusted third parties. The combination of these technologies 
offers an effective and reliable approach to decentralized 

smart grid energy trading, surpassing traditional centralized 

solutions in terms of privacy and security. 

[37] 

Weighted threshold signature 

scheme compatible with Bitcoin's 
elliptic curve digital signature 

algorithm (ECDSA) 

Threshold ECDSA scheme to a weighted 
threshold ECDSA scheme, introducing a 

more granular control mechanism and 

enhancing security for Bitcoin 
transactions. 

ECDSA offers significant potential for enhancing Bitcoin 
security, particularly in organizational contexts 

[40] 

New signature scheme for 

blockchain transactions based on 

aggregate signatures and elliptic 

curve cryptography  

Cryptographic scheme or system can 
withstand various security threats and 

attacks. 

Combines privacy-preserving features, constant-size 

signatures, and big data transaction support, with potential for 

further enhancement through ring signatures, addressing 

current security gaps. 

Group 
signatures 

(GS) 

[41] 
ECDSA and DSA Mathematics,  

ECDSA in Bitcoin Technology 

Bitcoin's security is achieved through a 

combination of cryptographic 
techniques, decentralization, transparent 

record-keeping, and the consensus 

mechanism 

Based on elliptic curve digital signatures and the use of the 

Elliptic Curve Digital Signature Algorithm (ECDSA) 

[42] 

Multiple Authorities Attribute-
Based Signature (MA-ABS) 

scheme to preserve patient privacy 

in an Electronic Health Records 
(EHRs) system on the blockchain. 

Implementing security measures to 

protect patient data and the blockchain 

network is essential. This includes 
encryption, access control, and 

mechanisms to resist collusion attacks 

among authorities. 

Assessed based on its ability to preserve patient privacy, 
ensure anonymity, guarantee data immutability, resist 

collusion attacks, scale with the number of authorities and 

patient attributes, provide formal security proofs, and 
integrate effectively with blockchain technology. 

Blind 

signature 

(BS) 

[43] 
Digital proxy signature system 
with delegation levels, based on 

the discrete logarithm problem 

Efficient digital proxy signature scheme 

with various delegation levels, offering 
enhanced security and applicability for 

organizations dealing with extensive 

signing tasks in a digital age 

Proposed partial delegation proxy signature offers 
computational advantages over the warrant-based version. In 

cases of proxy misuse, the original signer can identify the 

offending proxy signer and revoke the misused proxies, 
demonstrating the scheme's effectiveness in ensuring 

accountability and control. 

[442] 

Blind signature schemes enable a 

recipient to obtain a signature 
without revealing any information 

about the message to the signer 

The system ensures security against 
forgery, privacy of participants, and 

integrity of transaction agreements, with 

unlinkability and blindness properties, 
safeguarding Bitcoin trading. 

The scheme demonstrates efficiency with practical 

computational complexity, making it feasible for real-world 

applications. 

[45] 

Three blind signature-based 

algorithms: Blind-Mixing, 
BlindCoin, and RSA Coin-Mixing.  

a Blind-Mixing system, confirming its 
feasibility for practical applications 

while ensuring enhanced security and 

privacy. 

RSA and ECC blind signature algorithms confirming its 

practical feasibility while ensuring enhanced efficiency. 

Ring 

Signatures 

(RS) 

[46] 

The system should seamlessly 

integrate with a standard public 

key infrastructure (PKI). 

An accountable ring signature allows for 

verification that the signature is 
generated by a user from a dynamically 

chosen set of possible signers. 

Mechanism in ring signature schemes can lead to significant 

consequences. It asserts that accountable ring signatures could 

address this issue effectively. 

[47] lattice basis delegation technique 

To ensure the highest level of security, 
which include anonymity protection 

against full key exposure and 

unforgeability in the presence of insider 

corruption. 

cryptographic technique that allows a message to be signed by 

one of a group of possible signers without disclosing the 

specific signer's identity 

[48] 

Compatibility with blockchain 

libraries and facilitates the 

implementation of Ethereum smart 
contracts. 

The privacy and security aspects offered 

by our URS scheme 

Balance between ensuring anonymity guarantees and program 
availability is determined by the user's preferences, it results 

in higher implementation costs when using Ethereum. 

Proxy 

signature 
(PS) 

[49] 

blockchain technology, which 

encompasses Peer-to-Peer (P2P) 
technology, cryptography, and 

consensus mechanisms over a 

distributed network. 

blockchain technology, particularly for 
Bitcoin and public blockchains, to ensure 

long-term data validity and security. 

hash algorithm's impact on block size consumption is 

influenced by the output length of the new hash function and 
the volume of transactions within the block, particularly the 

number of interlinked transaction hash values, making it a 

more favourable approach compared to alternative methods. 

[50] 

Linearly Homomorphic Proxy 

Signature (LHPS) schemes for 
data security in the context of 

outsourcing computing tasks in 

IoT 

LHPS scheme enhances security by 

achieving unforgeability chosen message 

attacks, reducing it to the CDH hard 
assumption, and ensuring both usual and 

homomorphic existential unforgeability, 

while maintaining key size and 
computational efficiency. 

Correctness of computation results, and reliability in IoT 
outsourcing scenarios while maintaining key size and 

computational efficiency. 
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5. Conclusion and future work 237 

Improving information security and non-repudiation in blockchain structures has been the main consciousness of this 238 

research. A comparative study of the numerous digital signature schemes used within cutting-edge blockchain 239 

applications proves these technologies can meet protection requirements in plenty of eventualities and efficiently 240 

address precise blockchain necessities. The contributions of this paper are meant to assist security by presenting 241 

recommendations for developing and enhancing blockchain-primarily based digital signature schemes. 242 

It is usually recommended that the subsequent moves be taken to improve security and pastime in this area: 243 

1. Improving Transaction Anonymity: When it involves Bitcoin transactions on the blockchain, consider using 244 

techniques like ring signatures and blind signatures to analyze and decorate the diploma of transaction information 245 

encryption and participant anonymity to lower transaction overhead ultimately. 246 

2. Multidimensional Security: To toughen protection from several guidelines and guarantee sturdy non-247 

repudiation of facts within the blockchain, inspect using digital signatures and identity authentication or 248 

timestamping. 249 

3. Blockchain and Internet of Things Integration: Since the two are increasingly combined, focus on creating 250 

certificate aggregate signature techniques, particularly for IoT devices with constrained assets, especially mobile 251 

terminals, to handle their particular safety problems. 252 

These future directions intend to increase blockchain technology's security and abilities, making it even more sturdy 253 

and flexible in addressing diverse real-international demanding situations. 254 
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